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Abstract

Todwyth increasing numbperro poefratmiesét swoorkk pursaeetro c
i nf or matiiosn as eccruirprtoyaect stshe tWata that fl ow
researchers did their best to accel erart-e th
mance cryptographic schemes by usi nOneapopr otahc
common chlpoeek slsgaolrlietdhmData Encryption Stand
DES h#&#st5&ey size. Therefore, DES al gorithm
brute force attack. I n f DES;DEDBh)o uogfh tthhed N E1§o r
driven against these attacks by increasing t

as meneitdd!| e attack.

In this thesiswe proposeanddevelop a new approach of DES algorithm with high security
against key attack and brute foragack. Where the new approach achieved confidentiatity, i
tegrity, and availability of security issues required for the basic information business Syistem.
new approach isnmplemented and design by usikpdification of DES (M-DES) in Block G-
pherAlgorithm. The M-DES hastwo models a$/1-DES encryption model antM-DES decryp-
tion model M-DESis udng key sizel84-bit assymmetrickey. FromM-DES schema desigrnhe
second 64its represent the key, which will be used to verify that the key thaedingecrp-

tion is similar to it and ensure data integrity during transportation.

The evaluati oMiDER@ pp a@aaéppemgheofi ncreasd -of t
al angixhaustive WhehM®EAPQEhH oacconmphuatsat P otlsisme
bl e iterhkeady otho orffeacdepleea di oregerseucitt torfy.aver age
t hat MPEIEInecd ypadsieothiodagzyenmnywar to reachet-he DI
ecuti oAkl st@,mawpl cedpari son of Dbtehtewteb&p E B/1 mént a
the other cipher biID&G&keinazmlrg @rtdigaadrmyaaal £dl hseE Sr, 3
sult apd®&a@®esct lygritd odhe annoydpet h cae weer f or mange i n
ecuti e mpiame ng.Twiet e xtame ma tfioasne to fo fe nfhiakbbesyt si z
i erdantdgmr the ciphevM-DEStomgpanemngt evd thhy a ci phe
DES hows thdwogaenéeéaer entropy values.
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Chapter 1

Introduction

The dataage, ordinarily known as the P@e ordataperiod, is a thought that the present
ageis portrayed by thewumber of userto exchange data uninhibitedly and to have moment a
cess to learning that would have been troublesonwdifficult to discover. The thought is o
nected tothe idea of a computerized aged conveys the repercussions of a move fromsa cu
tomary industry that the Mechanical Insurgency brought through industrialization, to an econ
my in view of the control bdata The new information Era made information security @R i
portant field of interesttherefore, companies, organizations, governments, and countries are
willing to invest in this field in order to secure their informatemd businessThis chapter will
give an introduction to the subject of the thesis and purpose of the study and propose the schema
that tries to increase performance, security and clarify problem statement, as well as clarify the

organizational structure of the thesis.
1.1Background and Context

Cryptography is a science that stratifies complex mathematics and arithmetic logic to d
sign strong encryption methods to create a secret data while it is being transferred to receiver
paty. Where the secret data is converted inintelligible data through a process called epcry
tion. Therefore, the opponents wonodt bae- abl e
other one not authorizg&ahate, 2031)There are many definitions of the primary requirements
of securiy; the classical requirements are summarized by the acronym (CIA). CIA is the acr
nym for Confidentiality, Integrity, and Availability. All other security requirements such as non
repudiation can be traced back to these three basic properties. Configergtiafs to limiting
and providing access only to the authorized users, the users for whom the information is actually
meant. Integrity questions the originality of data, whether the data has come from au#ientic r
sources or even those resources haveredtthe right data. Availability, unsurprisingly, means
that information is up all the tim@Veippl, 2009) Cryptography has two categories, asymmetric
key, and symmetrikey algorithms. The asymmetric key algorithms are algorithms for aypto
raphy that ges the pair of keys, public and private. When encryption is done using onekey, d
cryption is done by using another key, such as (RSA). The symmetric key algorithmsoare alg
rithms for cryptography that use the same key in encryption and decryption. Sicrkagten-

2



cryption can use either stream ciphers or blkpkers.Where, the stream cipher encrypisby-

bit such as (RC4)While block ciphers take part (humber) of bits and encrypt them as a single
unit, such as (DES, AESk 1972,IBM developed Datancryption standard (DESDES is a
symmetric key block cipher. The block size of input 64 bits and key length 56 bits. The key size
of the DES algorithm is too small that it became vulnerable to more than one attack such as (key
attack and brute forcetatk) (Stallings 2014). So the DES algorithm has been developed for
two versions. The firstversion is doubldES (2DES). The 2DES has two encryption stages
and two keysThe size key of -DES is 112 bitsThe 2DES is vulnerable to me@t-middle d-

tak. The second version, triple DESES). The 3DES has three stages (two encryptiorgsta

es and one decryption stage) and key size 168 bits. Through our work, we introduce & new ve
sion of DES algorithm by addingodification of original DES and increasy the key size into

184 bits with high security and extra capacity compared to DEXE.S and3-DES algorithm.

We concentrate on text files as plaintext for experiments.
1.2 Statement of the Problem

DES algorithm has a 5Bit key size, which is considered too small. DES uses 16 subkeys
of size 48bits keys generated from a masterldbkey (64 bits if we consider also parity bits).
DES has weakeys that are createhe same sukey to be generated imore than one round
So, it reduces cipher complexifihe preferable of weak keys can be averted at key generation
DES has 4 weakeys such as 01010101 01010l#EFE FEFE FEFE FEFEEOEOEOEO
F1F1F1F1 and 1F1F1F1F OEOEOEOE. Using weak keys, the outdfotime Permuted Choice 1
(PC1) in the DES key schedule leads to round keys-{K16) being either all zeros, all ones or
alternating zeraone patternsThe DES algorithm has problem in keys generation too, is called
semiweak keysWhereast only produes two different subkeys, each used eight times in the
algorithm Therefore, DES algorithm has become more liable to key attack and brute tforce a
tack. Although the upgraded versionsQES, 3DES) of the DES algorithm worked againsg-th
se attacks by increasing the size of the key, they were liable to more attack snebtis
middle attack. Also, predisposed to attack in Differential Cryptanalysis (Btzemir). They
choose plaintext attack, assumes that an attacker knows (Plaintext, Ciphertext) pairs. By differe
tial cryptanalysis involves comparing the XOR of twaiptexts to the XOR of the two cer
sponding ciphertextsThen detect some bits, use britece for the rest of the bits to find the
key. So, it is necessary to develop a new version of DES with more security and robustness

against these attacks.



1.3 Objective

The main objective of this research is to develop a new approach of DES algorithm with
high security against key attack and brute force attack. Where the new approavkdcbnf

dentialityintegrity and availability of data.

1.4 Importance of theResearch

Today, organization's environment that is the competitive business, need to collaborate
with users and each other to resistaattacking and threat hacking, with tidvances in thera
chitecture of computers and tools of network technology, thanizations need to analyze vast
amounts of data efficiently secure and quick. So, the security information system is the critical
point in the digital business world.

In addition, one of the most important issues for the users transferring data securel
Eavesdroppers spend too much effort for spying on some parties. Hence, the need for algorithms
that ensure the confidentiality and integrity of data is ine@a$herefore, this has increased the

importance of making DES algorithm more secure agésattack and brute force attack.

1.5 Scopeand limitations of the Research

Our approach will apply only to data encryption standard (DES).

Our approach will test over the stream type as text.

Our approach will testin text files with different size

Cryptanalysisis out of the scope.

Key distribution is symmetric and the type of key management is out of the scope.

o g0k wpn R

ASCII characteristic of text in English language and the other language is out of the
scope.

7. The authentication phase for each user keyiof scope.



1.6 Methodology

Our research methodology comprises the following phases:
Phasel: Reviewing related literature.
In this phase, we review the literatsirelated to our work and identity of the modéfic
tions that have done on DES. The focus will be on those improved or used DES aldmithm
cause they are have the most related to our work.
Phase2: Analyzing related work.
Here we analyze the related worldassearch that improve the security of DES alg
rithm. Moreover, we evaluate the points of strength and limitations of them in terms df robus
ness against attacks and performance.
Phase3: Developing the new approach.
In this phase, we perform the steps of improving the DES algorithm:
- Design the new approach.
- Implement the new approach.
- Test the new approach (Encryption/Decryption).
Phase4: Evaluating the new approach.
In this phase, evaluate the new approackxperimental to akck the impacts of security
modifications comparing with DES and other cipher block algoriffamgollow
- Calculating the possible time required for exhaustive key search applied in new approach.
Then, compare it with the possible tifioe DES algorithm and other cipher block algorithms.
- Detecting the average execution time for new approach byiag in two models encryption
and decryption distributed inféerent set of file sizes. Detecting the average execution time for
DES dgorithm and other cipher block algorithms by applied each one in same applied in set of
file sizes for new approach. Comparing the results between new approach and DES algorithm
and comparing it with the other cipher block algorithms.
- Detecting the entipy of ciphertext that generated from plaintext for new approach byiagpl
it in two models encryption and decryption distributed iffieslent set of file sizes. Alsogd
teding the entropy value of ciphertext that generated from plaintext for DES talgoand
other cipher block algorithms by applied each one in same applied in set of file sizes for new
approach. Comparing the results between new approach and DES algorithm and comparing it

with the other cipher block algorithms.



1.7 Thesis Structure

This thesis is structured around five chapters as follows:

Chapter Two scans in over view, the cryptography important and information security eequir
ments. Detecting the security issues, those are needed in security information
business as Confidentialjtintegrity,and Availability. Exploringalgorithms that
support confidentiality as block cipher algorithms (AES, Blowfish, DES 3and
DES) and stream cipher algorithms (RC4). Also, exploring for algorithms that
are support integrity as hash code functiomgssage digest authentication
(MAC) algorithms. Finally, surveying for block cipher algorithms, enhancing,
and modifying approaches for DES algorithms

Chapter Three explains in details our new approach for DES algorithm, which is proposed as a
novel soldion with more security and capacity. It explains how the new model
works, illustrates how it satisfies the aim of cryptography and gives the analysis
of its points of strength and weakness.

Chapter Four dissects the experimental studies steps and the performance evaluation of the new
approach. Also, explores comparing the results for key search possibla-and e
tropy measures of new approach with cipher block algorithms

Chapter Five summarizes researchiélings and conclusions. It highlights the contributions

of the research and gives areoxiew of its evaluation. In additigit talks about

future work.
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Chapter 2

Literature review

This chapter presents an introduction to cryptography covering different topics related to
the security information system including the information security systgmirements as arich
tecture, the models, the type of entities and the operations thiaé ga@formed on the orgaaiz
tion databaseThis chapter also includes a description of security issues in traditional business
environment and its types. So, this chapter provides a general vision about the security issues as
data encryption algorithmsath integrity methods and data availability needs for data security
systems. Finally, this chapter presents an evaluation of the algorithms that achieve security issues
in two categories. First, evaluate of block cipher algorithms. Second, explore thatievabf
common approaches, which are developed on the DES algorithm to achieve confidentiality and

availability as ones of security issues.
2.1 Motivation of Informa tion Security and Cryptography

Recently, the awareness of organizations and companisgpiamenting security isnk
creased becausecrement ofthe violations, the attacks, and the threats to information.eTher
fore, information security has become one of the issues that occupy the first rank in theaerganiz
tion management plarffMahmoud 2016) Because of the importance of data, which is resided in
data warehouse, we must take care to protect and secure these data from the @dackers
khnitch, 2013) This section will provide the important requirements that will be used to achieve

more fcurity in organizationfAnand 2014)
2.1.1 Information Security System Requirements

The security requirements for Data securi
similar to those of other distributed computing systems. Thus, it's importhavéoan internal
control mechanism to ensure the Confidentiality, Integrity and Availability (CIA) of data in a
distributed enwronment as i(Shmuelj 2010. Confidentidity is the protection of information
from unauthorized access. Integrity requiretada be protected from malicious or accidental
modification. Availability ensures data being available to authorized users when they need them.
Figure 2.1 shows the three main security properties (CIA) to achieve high security for databases
(Basharat, 2(4).



Integrity

Confidentiality Availability
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Security

Figure (2.1): The security properties in Database of an information system.

A General Security Requirements
The general security requirements are communication security, user identification ane authe
tication,auditing, and access control as general and important security requirements. These
requirements are described below:

1. Communication Security: Data information systems must run in a secure environment
with reliable hardware and protection against attg§Ekag, 2011).A lot of communi@-
tions occurred in data warehouse environment to extract data from source databases,
transform it to be suitable and matched and load it into a data warefWusebe)

2005) These communications take place in deriving infoiomafrom data warehouse by

end usergSaurabh2011) The use of the Internet or other insecure networks makies sui
able security measures necessary. These communication lines and networks can be pr
tected by using encryption/decryption technique or by quafirtual Private Network
(VPN) technology.

2. ldentification/Authentication: There are some the methods for user identification and
authentication mechanism. These methods can be installed in a data warehouse enviro
ment(lnmon 2005) A u s er 0 seded oh erdet td apply appsopriate secuety r
strictions and to avoid access by unauthorized ystagighurst, 2007)The user idemt
fication and authentication mechanism can be achieved by using special user a&dentific
tion for DW environment (inside theont-end tools) or by using another method thet d
pends on an operating system tool as "single-srg{Chaudhuri, 1997)

3. Access Control "Authorization": In databases, access control method define objects in
terms of (tables, columns, views)and the ofenéselect), but, in data warehouses; a

cess control method defines objects in terms of (facts, dimensions, hierarchies, levels, ¢
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bes and measures) and operations in terms of-@wlin, roltup, slice, pivot and dice)
(Rizzi, 2007)

4. Auditing: Becauseof the differences in structure between data warehouse and database,
new operations have appeared for auditing in data wareh@Rseise 2000) The audk
ing in DW should be performed on the multidimensional level of an OLAP engine to log
the operation o facts, cubes, dimensions, and meas{Cegn 2008,Kamagate2013)

2.2 Review of Security Issues

Today, with large distribution for users and servers in all over the world, data seaity b
comes the important issue for our organizatidahmoud 2012) With the increased number of
internet users in-eommercdhatis able to exchange data bank and personal informationds cre
it cards and master cardbe large scale of business flow between their users and the servers of
organizations takes plade a large set of data sources joined together in a central data war
house(Gupta, 2012)It is important to have a mechanism to guarantee the Confidentiality; Inte
rity and Availability (CIA) of data(Stallings 2014). To get more confidentiality, theyalie po-
posed a number of the encryption technique types that support this issue. Also, to obtain the i
tegrity of the data, they have proposed a number of the hash techniques that support this issue.
Finally, to satisfy the availability of the data, thegvle proposed a number of performance
methods that support this issue. This section will present three parts of subsections ordered as

follows:

2.2.1 Data Confidentiality.

As mentioned in §ingh 2011),the encryption is defined as changing the original te
called plaintext that is available to language understanding to text da@oatersbod called
ciphertext and appear aseaningles&ndhasno relation between two texts. This process has
another inverse process where ciphertext needs to be decrypted on the other end to be plaintext

This process is shown in Figure 2.2.

| N &N
A Encryption > ,-j‘ Decryption A
— — ' —— — =
Plain Text Cipher Text Plain Text

Figure (2.2): Encryption/Decryption process diagram Singh, 2017).



There are an assortment of several types of encryption methods that can be categorized
depending on the technique in that the plaintext is generated (which can be any of stream cipher
or block cipher), or depending on the a¢ypf processes used for converting plaintext to cipher
text (Kadry, 2011). The second category can be one of two patterns, substitution (whieh repr
sent each element in the plaintext into another element) and transposition (which reorders the
elements inhe plaintext) (Stallings 2006). These types of encryption methods are presented
below:

2.2.1.1 Stream Cipher

The data is alternately encrypted for each bit of it by using one bit of the key, Stream ¢
pher is one of the unpretentious techniques of encrypting(d&&AL Technologies, 204). In
this respectto create a stream ciphtrat ismore difficult to breakone could use an encryption
key with differentlength(Mahmoud 2012. This would simplify to cover any cognitive models
in the resulting cipher text. The major feature of the stream cipher is that it is faster and more
proper for streaming applicatiqghhmed 2014) But its main abuse feature is that it is npt a
propriate in some architecture of data schemas and has some weakMesszs 2006) The
RC4 technique is one of the stream cipher metBoall{ngs 2006).

2.2.1.2 Block Cipher

Block ciphersar e created and build to encrypt d;
same of stream ciphers, which encrypt every only bit by bit. A block cipher feature wilt€hara
terize length of data should be encrypted on each period (called a block). Aést, afed key
size that is applied to each block. There are many of several algorithms that can be used when
executing block cipher encryptiofhree common encryption algorithms are presented below
(Bhanot 2015):

1. Data Encryption Standard (DES)

It specifies that DES encrypted data should be processedbit Blbcks using a 58it
key. The general operations are taking the data and then separating it up into blocks fhough a
plying the key to each bloclOES completes the 16 rounds of encryptioneach 64 bits block
of data as shown in Figure2.3. DES works on a particular principle and is a symmetr encry
tion system that uses @it blocks, 8 bits (one octet) of verifying the key is no changed as one of
the parity checks.
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Figure (2.3): DES encryption rounds Bhanot, 2015).

2. Advanced Encryption Standard (AES)

In 2001,the AESis selected as a replacement to DES &RES AES is developed by
Vincent Rijmen and Joan Daeman. In this algorithm, thesethree block cipherkk AES128,
AES-192 and AES256. There are three types of key sizes in blocks ofbli®88 In AES, there
are 10 rounds for 12®it keys as showmiFigure 2.4, 12 rounds for 19#t keys, and 14 rounds
for 256-bit keys.

128 bit plain text Round keys{(128 bits)

l 1

L
Pre-Round -
Transformation
K
Round 1L —
‘L Key
K Ex pansicon
Round 2 - (Cipher Key
128,192 Oor
- 256 bits)
-
. -
Rournd mn

128 bit cipher text

Figure (2.4): AES encryption rounds (Bhanot, 2015).
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3. Blowfish

It is essentially a symmetric block cipher having variable length key from 32 bits to 448
bits that have exchanges choice. It operates on block size 64 bits (8 x 8). Itiisauhé Feistel
cipher and uses large key dependenB&es as shown in Figue5. Each S box consists of
32 bits of data5

8 bits 8 bits 8 bits 8 bits

S-box | | S-box | | S-box | | S-box
1 2 3 4
32|bits 32|bits 32|bits 32|bits

mod

(T
\
Xor

mod

]

Figure (2.5): Blowfish encryption rounds (Bhanot, 2015).

2.2.1.3 One Way Encryption

This method used one key generated to pass the ciphertext to the destination by using or
with using the key one time only not repeated again. The XOR operation is the main Ipgical o
eration to encrypt and decrypt the data by the plaintext and cipheféegydie. The advantage
of it is the plaintext impossible reached from the ciphertext. This appears illegitimate but it is
possibly the method of encryption which is the common used to login of computerArsexs
ample of this type is UNIX systems, whepasswords arypted by a onavay algorithm
(Stallings 2006).
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2.2.1.4 Hybrid Systems

This method used two keys for encrypting and decrypting data by taking whose-one e
crypts this data between the source and the destination. This methoaliswetlto disclaimer
the source who sends the encrypted dasashown in Figure 2.6, adapted froBh@not 2015),

the encrypted text is authorized by using the private key.

Alice
Public keys
Bob kimmi Private key

Stephy

Encrypted text »

p—
/ /

0 tes Encryption ] > Decryption _ﬂam_tur_!\

Process Process —\/

Figure (2.6): Asymmetric encryption/decryption method Bhanot, 2015).

1. RivestShamir-Adleman (RSA)

The RSA algorithm is one of the most asymmetric techniqueseal large integers like
1 KB (1024 bits) in size. It has only one round of encryption. To create public and private keys,
it needs the product of two large prime numbers (Pt@herated of it their public and privet
keys. The prime factors (P*Q) must be reserved in secret statetdkapdRSA algorithm, the
public key is used to encrypt plaintext and private key used to decrypt ciphérteas set of
different security levelHowever,it takesa lot of time in compute execution for encrypting files.
Another disadvantage in this algorithinis available to insert fabricate key at decryption-pr
cess so, the secret key should be private and reached correctly in the encryptiBobleykey
pairs are used to set up a secure session, and then data is exchanged using a secret key syster
(Bhanot 2015).
2. Pretty Good Privacy (PGP)

It is a weltknown example of a practical hybrid encryption system, which uses both the
secret key and public key. Theost used of PGP algorithm is in email for message exchange.
Also, the PGP required the secret key shared between the sender and receiver such as swift bank
code exchangg@.uther, 2005)
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3. DiffieT Hellman (D-H)

In 1976, Whitfield Diffie and Martin Hellman proged a new encryption algorithm
named BH algorithm in which encryption and decryption keys were different, and both keys
cannot be derived from each ethiJabey 2008). According tothe Diffieif Hellmanalgorithm is a
technique used to exchangiagcryption keys published in unsecure chaifAdkian, 2015) Di
H is one of the primaries applied of public key reciprocation between two parts and more. Where
usually, any establishing of secure communication between two parties required exchange keys
at physical channehas shown in Figure 2.7 belo{ieerthi, 2014) The Diffief Hellman key &-
change method allows two parties that have no prior knowledge of each other to jointly establish
a shared secret key over an insecure chg@iafranoy 2013) This key can then be used to-e

crypt subsequent communications using the symmetric key cipher.

Q %@\

Rﬂg' mod p

R; (4)
C )
K =(R;)" mod p W K= (R,) mod p
Shared secret Koy
K=g" modp

Figure (2.7): DiffieT Hellman key exchange Keerthi, 2014).

2.2.2Data Integrity

In data warehouses, the large scale of query results that contains a huge number of data
records is needed to test the data is changed or not from DW server to user/client. The one of
check process for certifying no change of daga, whichis received from DW server and is-r
quested fronuser/client,s called the integrity process. This check includes a number okemath
matical computing distributed on a set of blocks from a query result. The hash code is the result
of mathematical computinfpr verifying data integrity. There are many types of methods that
generate hash codes called hash functions. A hash function h is a function that gets a relatively
arbitrary amount of input and generates an output of fixed size. The properties of stme ha
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functions can be used to greatly increase the security and verify the integrity or any arbitrary data
(Silva, 2003). In general, the padding bits and length block are preprocessing for hash &mction
illustrated in Figure 2.8\lenezes, 1996). Two typef hash functions are presented below:

original input x
hash function h

preprocessing

Y
l append padding bits‘

‘ append length block ‘

formatted
inputx = xyxs -~ - ¢

iterated processing

compression
function f
T
Y
H f—‘
H; Ho=1V
A J
H:

I

Y
output h{z) = g(H:)

Figure (2. 8): General model for hash function Menezes, 1996).
2.2.2.1Message Digest 5 (MD5)

It is devised by R.L. Rivest of RSA Laboratories (RSA Laboratories). The MD5 stands
for fAMessage Digest 50 because it is the fi
arbitrary input length and produces a 4##8digest. Until this time, MD%as difficult toa colli-
sion which means the use of MD5 is strong for verifying data integrity (Silva, 2003). Depend on
the above, if the data is changed, the hash code result will change, so, all hash algorithms are

oneway as shown in Figure 2.9gcob2015).

INPLUY MNMEDS HMASH

65969 1c7b docc=a cebtd

NS Hash
" =  Function - sdBa 1361 f22d Oaac
. 23be cbhO9 Ibhdd dS7=

My NMNarrve MOS Hash
== Function P Emaoe difal OS2 fOes
My Mame s g, MOS Hash g B77e S65d bO7S 2088
Scabire Function Ac3IG AFS1 8337 S780

Figure (2.9): An example for MD5 hash (gacol 2015).

16



2.2.2.2 Secure Hash Algorithm 1 (SHAL)

(Silva, 2003, SHA-1 is the first revision of a hash algorithm developed by the National
Security Agency. SHAL supports data of any length less than 264 bits as input and generates a
160 bit digest.In the improbable happening that one requests to calculate the digistiao
greater than 264 bits in size lengthe simplest solution would be to divide the large scale of
data into smaller blocks of data size. There are no known weaknesses in SHA1, and itlis genera
ly considered thenostsecure of the two algorithms. There are also variations of SHAL, which
produce longer digests, SHZ66 (digests of 256 bits), and SFPA2 (digests of 512 bits). The
SHAL1 starts to generate the hash code by using initial values and adds the wordsoofheési t
values and then applies XOR operation on the result of adding process with previous initial va

ues. Figure 2.10 shows a graphical illustration of the step operation LSHA

fr

or
[
[

e,
v,

E A B C D

Figure (2.10): Step operationof SHA-1 hash function Prenee] 2004).

2.2.2.3Digital Signature

One of the common security processes that support data integditstuthentication is a
digital signature. The signature is coming from the signing of a practical human at buginess le
ters. In traditional business, the signing is responsible for the personal source on the agreement
letter. So, in any judgment community, the decision of judge depends on signing from the

agreement parties when one of these parties repudiates this agré&simadeen2013)
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In the ecommerce world, achieving data confidentiality is very important against the
hackers. For this reason, the symmetric algorithms are applied in Internet network. But, these
algorithms have the same key in the two sides (sourceestuhation)Chefranoy 2010) If one
of the two sides generates encrypted code by the key shared with another side, no one can verify
that encrypted code is generated from one without other; hence, every one of the two sides can
repudiate the encrypted de.

Asymmetric algorithms are building transmission systems that are not allowing the rep
diation between two sides. The authentication is applied by using the private and public keys for
encryption/decryption process to authenticate the source of eedrgpta. The data integrity is
achieved by using hash functions to check if the data is changed during transmission time. As
shown in Figure 2.11, the digital signature model includes two communicating parties (source,

destination). It is assumed that ttestination knows the public key of the sou(&¢allings
2014).

Bob Transmit Alice

Bob’s
public
key
signature

Bob’ valid or not valid
ob’s

Bob’s
private
key

Message M

Digital
signature
generation
algorithm

Digital
signature
verification
algorithm

L

Return

signature

for M

Figure (2.11): The Common model for digital signature process$tallings 2014).

2.2.3Data Availability

The availability is full control othe system or system resources being and usable upon
demand by an authorized system user, according to performance specification for the system as
speed up of average execution time (i.e., a system available if it provides services according to

the systendesign whenever useequess them). A variety of attacks can result in the failure of

availability (Stallings 2006).
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Depending on above definitions, the speed up of specific availability for business flow
system needs to look for about cipher algorittagainst the attacking challenge in data avall
bility. The main force for this challenge is using a set of block cipher algorithms that-can i
crease the usable upon demand by the authorized users. In the next subsections, we present som

of common block ciper algorithms to produce high performance in security issues.
2.3 Evaluation of Block Cipher Algorithm sto Achieve Security Issues.

The common block cipher algorithms are DBSDES AES and Blowfish(Stallings
2014) These algorithms are checked and studied to evaluate which one is the best choice to
achieve security issues. This challenge, we can be separated to in two parts. The first part, who is
one of the algorithms, has more of performance in the executionltinother word, the digital
world of ecommerce business that users are exponential growth needs to serviceable-upon d
mand by the authorized users. Where the execution time for each request in server side takes
many of time and the other requests ofrds became time out of service.

Depending on the result of Crypto++ 6.0.0 Benchmark (Crypto++, 2017), DES is has the
high performance comparing with others as present in table 2.1.

The second part of the challenge is which is one of cipher block algsrihas highes
curity. Depending on security analysis, for each cipher block algorithms as present in table 2.1,
the Blowfish and AES algorithms are excellent secure. But each of them algorithms not has high
performance as DES algorithm.

This survey of comparing between cipher block algorithms is motivated to study end d
veloped in DES algorithm. In the next subsections, we present some of the common approaches
that developed and enhancing in DES algorithms to produce high performance and mere conf

dence m security issues.
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Table (21): Comparison of Blowfish, DES, 3DES and AES as block cipher algorithmgStallings, 2014).

Bruce Schneier IBM in 1975 IBMIN 1978  Vincent Rijmen,
in 1993 Joan
Daemen in 2001

32i 448 bits 56 bits 168 bits (k1, k2 and k3) 128, 192, or 256

112 bits (k1 and bits
k2)
16 16 48 10- 128 bit
key,121 192
bit key,14- 256
bit key
64 bits 64 bits 64 bits 128 bits

Feistel network Balanced Feiste Balanced Feiste Substitution

network network permutation
network
Fast Very Fast Slow Very Slow
Excellent Secure  Not Secure Enough Ac-  Excellent Secur
quate Security ty
differential d- bruteforce a- meetin-the- biclique attack
tack tack middle attack
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2.4 Survey onEnhancing andM odifying Approaches for DESAlgorithms.

The researchers in the field of cryptography and information security are detecting set of
a weakness of DES as following:
1. DES has 5&it as key length used in an encryption. So, the brute force attack trysng po
sible¢ times to reach thkey.
2. DES has weakness keys, where if used it as input telsox $he result of generation is

the same dput.
24.1 Attacking on DES Algorithm.

From above of these weaknesses, DES algorithm is becoming force cryptanalysis threat.

The attacking of DES is happened and developed by many of attacking techniques as follows:
24.1.1Brute-force attack

This attaclwork on trying all possible key until the correct key is found. Can break DES
with complexity . This is attack known as an exhaustive key se@tdilings 2014).

2.4.1.2Differential cryptanalysis

Biham and Shamir have invented this technique toksgametric algorithms in 1990.
This method takes less time than an exhaustive search. Where the DES can be a bgeak with

chosen plaintextBihamel at, 1993).
24.1.3Linear cryptanalysis

In 1994, was invented by a Japanese researcher workimgjtaibishi Electronics,
Mitsuru Matsui. This method takes less time than an exhaustive search, can break [QES with

known plaintexts (Matsiel at 1994).
24.2 Comparative Study for Enhancing andDevelopingApproaches on DESAlgorithm.

The authors ofhancing and developing approaches on DES algorithm are achieving the
confidentiality. Where the improved of DES Algorithm is (8hrivastava, 2011). Proposed new
scheme improwetthe security of the cryptosysteog using thetriple DES three times with RSA
Key length becomes 504 bit. This improves security levels but increases file size, as shown in
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table 2.2. In futurehewill work toimprovesecurity levels but file sizeill remainconstant. My
point of view, it will be very slow and Size is too big

(Singh el at, 2013). Suggested new schammprove the Security of DES Algorithm. In
this scheme used transposition technique added before DES algorithm. Where the attacker asks
him first break DES algorithm and then transposition technique, as shovablén2.2. This
works to increase security as compared to a simple DES algorithm. In this scheme the key length
remains the same 56 bit, therefore is not solved brute force ptizalem.

(Bhardwaj, 2012). Proposed new model used DES algorithm as thealggsithm.
Through used pseudo number generator to produce an infinite random number to modify data
and key that is use in DES algorithm, as shown in table 2.2. This modifies can be deciypted pr
cess too hard.

(Han el at, 1996). Suggested new algorithmprioves DES algorithm. This algorithm
work on divide one block 96it into 3 subblock of 32bit and then perform different f functions
on each of the 3 sublocks and then increaseb®xes from SiS8 into S1S16 and increase the
key length from 5@it into 112bit as shown in table 2.2.

(Divya el at, 2012). They proposed a modification to the DES algorithm to make it secure
more than DES algorithm, by increasing the length of the key from 56 bit into 136 bit and the
ciphertext from 64 bit into 128 bit, ahown in table 2.2. They need to add an additional round to
make this modification. In the end, they make comparisons betwdek$/and DES algorithm
to proof MDES is secure against brute force attack more than DES algorithm.

(Salih,2010).Proposed new athod to enhancing on DES algorithm. The author is using
through his design same DES algorithm parametersBx&nd Key creation model. The mod
fication in new algorithm is through replacing the function of expansion permutation by the fun
tion of distibution. Also,the blocks of DES in regular model and the modified model are the
same and without adding of any new blocks.

(Sison.,et gl 2012). The authors developed confidential information software to DES
used in simulation of Smart Card Data. The idea of new approach concentrated in the inclusion
of the OddEven substitution to DES. These substitutions for each round make more complicated
between the ciphertext and the key.

All these research papers make on improved DES algorithm but not make on increasing
key length into 184 bit to increase the security and do not to achieve data integrity. In the next

chapter, we proposed a new model to moaddg on DES Algorithm to achieve security issues.
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Table (2.2): Comparative study for enhancing and developing approaches on DES algorithm.

new scheme DES 504 145 64 64 3n’+k
with RSA
Simple Columnar 64 18 64 64 n+4k
Transposition

Technique with
Multiple Rounds
(SCTTMR
PN Generator 64 16 64 64 n+2k
produce the inf
nite random nm-
ber
improved Data 112 16 96 96 n*%+k
Encryption Stad-
ard (DES) Alg-

rithm
Modified-DES 136 17 64 128 n+4k
Encryption Alg-
rithm (M-DES)
Modified Key 64 16 64 64 n+2k

Model of Data
Encryption Stad-
ard
Implementation ol 64 16 64 64 n+16k
Improved DES
Algorithm in Se-
curing Smart Carc
Data
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2.5 Summary:

This chapter offering an overview ofyptography and security information system. In
general view, the chapter investigated about information security system. This chapten-also co
tains an gplanation of security issueSo, this chapter offers a general vision about block cipher
algorithns, data integrity methods and data availability needs for data security systems: As a f
nal point, this chapter presents an evaluation of the algorithms that achieve security issues in two
categories. First, assess of block cipher algorithms. Second rexpé evaluation of common
approaches that are developed on the DES algorithm to achieve confidentitdigyity and
availability as ones of security issues.
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Chapter 3

Modification of Data Encryption
Standard (M-DES)
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Chapter 3

Modification of Data Encryption Standard (M -DES)

This chapter presents a new approach namedification ofDES M-DES) as an alg-
rithm for implementing Block Cipher Algorithm developed on DES Algorithm. We propose this
algorithm depending othe previous chapter that presented the comparative analysis ¢f deve
oped and enhanced DES approaches. The results showed that the approaches have used increas
of key size ensured confidentiality of data. While other approaches used addibonds to
modify the ciphertext of data and key that is used in DES algorithm. This idea directsms to si
ple restructure solved the security issues with implementation and design byiasiifigation
of DES M-DESY) in Block Cipher Algorithm. This chapter presenttmodels forM-DES as
M-DES encryption model and-DES decryption model. We will use key size 194t as

share/session key.
3.1M-DES Algorithm

As presented before, DES algorithned&ey has 5ébit length in encryption, there G
possible keysA brute force attack osuchnumber of keys is practicabo, in our proposedew
approach, after sixteen rounds of original DES algorithm, we added two new rounds to become
the number of rounds eighteen (18). Each of the new rounds hdstd 28out and ke Thele-
fore, the length of the key becomes 48f the first 64bit uses in sixteen rounds and thee r
main128bit uses in two new rounds (TNR).

After encryption process by original DES, the result of DES and key collected in one
block. Then perform fixegpermutation on the block. Then the result of permutation sent to first
new round as input. Each of the new rounds performs four operations separated input, swapping,
byte-by-byte substitution and XORed with a key #1238 This operation will discuss thelater.

Then the inverse permutation is donetloaresultof second new round. Finally, the result of i
verse permutation split into two @dts. The key of original DES before performing permuted
choice 1 (PC1) used as input in the first of the new rqumddecrypting, i6 s uas aufput to

ensure the data is not manipulated during the transfer process and to ensure its integrity.
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Figure (3.1): M-DES Algorithm schema (Encryption and Decryption models).

As shownin figure 3.1, the data flow schema illustrates the mechanism of two models
encryption and decryptionf our approach The sender entethe plaintext and the key has a
length of 192bits. This key will divide into two key, the first key has lengtht®dand the s-
cond key has length 18t. The plaintext will encrypt by DES algorithm with the first keyi- A
ter encryption, the output of DES and the first key will enter to first new round as input block.
This input will encrypt by two new rounds with thecend key to produce ciphertext andibg
encrypt key. Figure 3.2 shows the encryption by our approach. The ciphertext-aitde®4
cryptedkey will transmit to the receiver across a communication channel.

When the receiver receives the ciphertext anthi6éncrypedkey he/she must enter the
same key thatised in the encryption. The two new roumdl decrypt the 64bit ciphetext with
64-bit encrypt key by using the second key. Figure 3.3 shows the decryption model design by our
approach. The outpuf wo new rounds divide into two equal length block, the first block enters
to DES algorithm for decryption with the first key and the second block will use for comparison
with the first key and check the data integrity. The next section present in spexifis the data
flow of M-DES algorithm distributed in two models)-DES encryption model, ant-DES de-

cryption model.

3.2M-DES Encryption Model

TheM-DESencryption model is start with an original DES encrypted plaintextitdse
key 64bit. After encryption, the result of DES atitk key thatis used in encryptiongroupedin
one block 12&its. Theninitial permutationis performed on the block beforebeing sent to the
first new round through a process called permutation. After permutation process, the input is
separated from12Bit blocks into two 64it blocks, Left Block (L) and Right Block (R).

Then the locations of two blocks (L, R) are switched through a process called swapping.
Then two blocks are collected as one block and perform abigyiete substitution of the block
usedby AES Sbox. Then the result of substitution is XORed with a k2§bit. Figure3.2 -

plains the mechanism of encryption model process by our approach schema.
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Where"Y  =Spilt 128bit into two 64bit blocks.
O = Encryptionby TNR, > (3.1)
'O = Encryption plaintexd uses key
U  =the uses in encryption TNR,

60 =ciphertext of TNR=R [1], J

0 =Encrypted keys taken once for the message as a whdRe[2].

Plaintext 64-bit

Round 17

128-bit —

Round 18

128-bit
L

+
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Encrypt key 64-bit } Clphertext 64-bit

Figure (3.2): M-DES encryption model data flow process.
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3.2.1M-DES Encryption Operations:

In theinitial state, before being sent ciphertext and key of original DES to the round se
enteen, they are concatenated together in one block, as shown in figure 3.3. Where tla&e permut
tion is created on this block by matrix 4x4, as shown in figure 3.4. Theifyist bytes represent
ciphertext and remain byte represent the key.

64-bit 64-bit
Ciphertext

One Block
128-bit

Figure (3.3): The ciphertext and key of DES collected in one block.

1234 15| 7 [12] 9
5|67 8 3141611
9 (10|11 12 |initeiPermutetion | 8 | 1 | & | 2
13 | 14 | 15| 16 | PIDYR¥YIVe 5 T3 110 4

Figure (3.4): Initial Permutation (IP).

In addition, when the blocks sent to round number seventeen as input, \@pphlthefour op-

erations as follow

1. Swapping operation

This operation included set of process flowing as the order:
1. The block divided into two equal blocks (Left, Right), as shown in figure 3.5.
2. Swapping the location of the two blocks (left to right, right to left), as shown in figure
3.6.

3. Joint and recollecting blocks in one block again, as shown in figure 3.6.
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15 T 12 bt Laft Block
—— S

3 |14 |16 11 L

8 1|6 2 1 Right Block

5 |13 |10 4 ) |

Figure (3.5): Divide one block into two blocks.

B4-bit 64-bit
Left Block Right Block

Lyy lﬂﬂi

One Block
128-bit

Figure (3.6): swapping on two block then collected in one block.

2. Substitution operation:

This operation is applied bytey-byte substitution of the block by uses aihé of the
AES algorithm. Whereas the firstbit of the byte represents the row and othdxit4epie-
sent a column figure 3.7.

The addition SBox of AES in our approach, Gaueet strength, durability, and rigidity of
the algorithm. Where it provides the nmearity in the cipher due to the use of the mukipl
cative inverse of the finite fieldD"Q and work on to prevent attacks based on simple-alg
braic properties. The-Box can calculate by applying the equation on eaddit & a byte.
One byte consists of 8 bitsc ha hd hoy hw hd ha ha , o havefixed value (Stalling,
2014).
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{63} = {01100011} and'C: {0, 7}. (3.2)

® Odo g & © g & o
Row Column
X | ¥
bnhmhspbp !Jhirhléﬂ Dl T Tali a5 a7 Rl O0JATEICIDIEITF
' O a3 [ TC)TT (TR F2 |6 | & [CH| 30|00 |67|28)FE|[DT]AR| T
4hit it T (CA| B0 | O[O PA| W | 41 |0 [AD| DA | AL| AEJOC (M| L] 00|
AR EE N EEaI R
INEEI RN EDENEE R AR
T 0| DX |IA|IB|OE|A| M| 2| BID6|BY| B || F|®
] DT [ 00 [ED| 3 [ FC| B1| 95 | 6A|CB|BE| W [4A | 4| & | CF|
G | D EF [AA|FB| 43 |4D| 30 | 85 |45 | W02 | JF | S0 | 3C| W | AR
TS | AV W0 | WF | R (90| W[ F5|BC| BA|DA| 2|10 | FF| P3| D)
N (CO|OC| D [EC| [T ||| CA|AT|E| D60 15]0
| 00| B[ 4F |DC| X | ZA| W | B8 | 46 | EE| B8 | 14 | O | 5 | OB | OB
NEERREEEREEEEEEREEAE
B ET|CH| 07 |60 | SD| 00| dE| A9 6| | 4| EA| & |IA|AE] 08
C|DA| | B | E|IC|Ab| B4 | Ch| 5| DO] 13| IF] 48 |BD| 8B | A
T | 0| 3E | BS | o | 48 | 03 | Fo | OF [ 61| 5|5 | B9] & |CI| D] %
EE| @00 8| ™ [ IE| 8B CE[S|3[DF
T [BC| AL| 89 |OD| OF | Eo| 4% |68 | 41| % || OF | B0 | & | B8] 16

Figure (3.7): S-box table to perform byte-by-byte substitution (Stalling, 2014)

3. ExclusiveDisjunction (XOR) operation:

The third operation, the result substitution process XORed with keypiL.2&8Il the three
operations repeated on round number eighteen.

4. Inverse Permutation operation :

It is the final one as the fourth operation, after performing a same operation on round
number eighteen; we will apply inverse permutation on the result of this round as sgown fi
ure 3.8. Then split the result of an inverse permutation into twmt6¥hee first 64bit rep-
resent ciphertext and remain-b# represent encrypted key will using in the decryptiam pr
cess to achieve data integritiyhere the 6bit encrypted key is taken once for the message

as a whole
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157 [12] 9 10 12 |5 |16
14|16/ 11 h 13 112 |9
8162 umePormuston |4 |15 |8 |3
13 10| 4 | /7 ‘byteby-byte 14 6 (1 |7

Figure (3.8): Shows inverse permutation k | .

3.3M-DES Decryption Model

When the ciphertext and @3t encrypt key will transmit to the receiver across a comnm
nicationchannel, theM-DES decryptionmodel start process. This model process as represents
the inverse encryption operations; as shown in figure 3.9. When decryption the cipheiext by
DES, firstly we collected 64it ciphertext with the 64it encrypted key then we must perform
the initial permutation on the 128it.

YQ Y O 6h
If O 2 ¢ (3.3)
0O Yph

Ca

Then we will be applied four operations. The first operation, we will perform XORed the
result of inverse permutation with a Key 18#8.
The second operation is applied bisgebyte inverse substitution of the block by uses an
inverse Sbox of the AES aorithm, show figure 3.10. The inverseéb8x can calculate by appl
ing the equation on eachif®t in a byte(Stalling, 2014.
AN 8 @ 8 @ a'Q

Where & {05}, or 00000101. (3.4)
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64-bit

Round 1

128-bit
A

Encrypt key 84-bit | Ciphertest 84-bit
Figure (3.9): M-DES decryption model data flow process.

The third operation has divided the result of inverse substitution into two blocks. The four
operations, swapping the location of two blocks (Left, Right). All four operations repeated on a

second round. The results of the second round are grouped intdoockeand then performi

verse permutation on the block.
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B | W[4 [0 | TO (KD [B0 [DAE |18 (& |5 A |0 (W]

O (T8 [AR [0 (o [BC [ D0 |8 [F7 (65 [ (0 |9 (B3 [ &% [

102134 O e o (o (O Ar (o (o [Ty ok (7%

O [0 (31 | 4F (6 (00 |EA |07 [ P2 (CF |CE |10 |8 |5 |0

510678 WA OO OEE (EET(E T (FE
LT (TR (10 (0 [0 (W (& |87 60 JOE [AK |15 |BE |16

9 (1011 12| s e e R O e [ |

F (DO (AR (33 |8 (00 |C7 (o1 (BT [ |00 [ [0 |0 & |°F

131141516 B [0 [F (A7 10 (B0 (9% (00 [0 B8 (& [OF (0 GO [0 [T |
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Figure (3.10): Inverse Sbox table to perform byte-by-byte inverse substitution(Stalling, 2014)

After that, result is separated from the block into twoel8ts words. The first 64it will
be sent to original DES as input (ciphertext). The secoruit64epresent the key, which will be
used to verify that the key that is used in decryption is similar to ieasdre data integrity du
ing transportation. Then the DES will decrypt the result of round 2 with thit &éy.

3.4Summary

In this chapter, we have proposed a new approach to improveal@gB8thm schema.
This approach ensured to verify the threeuség issuessuchas Confidentiality Integrity and
Availability of data flowing in the information systems. We have explained how the data flow is
working and the operations in both modelsrgption and decryption. We also have shown its
points of strength and weakness. Depending ottigES algorithm that applied the two rde
els M-DESencryption model, anM-DES decryption model) will achieve high performance for
average execution time irkgerimental studies. Also, we will test of its implementation over

text, and discuss the results of comparing it with the block cipher algorithms in next chapter.
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Chapter 4

Experiments Results andDiscussion

In cryptography fielgthe evaluation of any algorithm is dependnghestrengthof its evaluation
criteria. Wherea plaintextcannot be resulting from the ciphertext without use of the key. Also in general, a
understanding of the algoritrshould not decrease the strergittine cipherin this chapter, we present the
experimentshatwe carried out to evaluate the propdse®ESalgorithm.In addition we introduce and
illustrate the measurésatwe considered for evaluating anyptographic system effectiveness and eff

ciency.
4.1 Mathematical Proof for Computation Time of Exhaustive Key Search oiM-DES

The exhaustive key search is number of passplirgisgsthatanattacker reach to the correct key
and it is known as bruferceattack Where the attacker methodically checks all posdibtenary pas-
phrasesintil the correct trying is fouh(Goldwasser, 1999This target of search key is chosen at random
probability. So, in our approath-DESalgorithm we can evaluateoy mathematicgroof asthe follow-
ing assumptions:

Each trying of possibldictionary passphrasisg) —.

Where K is a key size used for algorithm.

In worst case of tryingrobability istrying all possible orse

TheComputatioriTime (CT) for exhaustive key searchn be calculated as follows

N

6°Y @0 q &
C
ﬂz E
C
P,5 ¢ p >(4-1)
q q
G P
C
¢ %G Pz G p
5 q ¢ G c
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In M-DES algorithm thekey size is 184 bit. So, the computation time'¥ ssible iteration of
key to reach the correct trying. Whereas assume, that the timeliredetD9 decryption per second
(Stalling, 2014. So, the calculation the average time required for exhalstiveearch. Where it turns out
thatM-DES greater than DES, AE®8, and TripleDES in terms of the number of alternative keys, the
time required gb Ttdecryption/s and the time requiregbatt decryption/s. So, thgl-DESis considered

more secure againkey attack and a brute force attack, as shown in table (4.1).

Table (41): Average Time Required for Exhaustive Key Search.

Algorithm  Number of alter-  The time required at The time required at
native keys decryption/s decryption/s
DES C X& pT C €0 PP QI i PR oI
AES-128 ¢ o8 pm ¢ &€i vV PMWQXI VB PTMWQAWI
3-DES C o pm ¢ &€i v PMWQWI LV PMWQMI
M-DES C C® pm ¢ €1 o/ pPpMOQWI o) PMWAQI

4.2 Experimental Environment Study:

The evaluation of the execution time is depending on set of parameters for each algorithm.
Such that, the operating system, stream type of files, machine properties as RAM, CPdJ and la
guage tools kit. In all experimental studies, we are exe®Mt&ES algaiithm, 3-DES, DES and
AES by using javaorogramming language. Where the characteristic environment as following:

1- The operating system is Windows 10 pro © Microsoft 2017.

2- Machine OS build in 64bit.

3- CPUtype InteE  C o r eEL0U ahdCPUspeed 1.70GHz ar140 GHz

4- RAMis 6 GB.

5- Implemented with jdk1.8.0_60.

6- Programing editing by NetBeans 8.0.1.

7- Used library tools calledryptoand securityupported by JDK 1.8.0_60.

The implementation oM-DES algorithm is used the set of Java Classes, packagesaand p
rameters, as shown in figure 4.1. The user interfaces build in easy used and simple display the
results. Where include the file information as file size and type of operation in two madels: e
cryption model and decryption model. The design depending on usingMvBES algorithm,
the other three type of block cipher algorithms.
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[£] TNR-DES Algorithm = = %
TNR-DES: Encryption and Decryption a)-File Size
File Size :
File Size : |1k v Result :
Algorithm: |
Algorithm: |MDEs - 2
Mode: z
Mode: v[ncr_vpt v
b)- Algorithm
Key: Algorithm:
EN-Key: Mode:
Time Process: 0
C)- Mode
Apply Encrypt
_Detr_\'pt —
Key:

Figure (4.1): The implementation of M -DES algorithm application.

Where the application d¥1-DES algorithm is working as read the stream text and gets
the wo type of key. The key for DES as original algorithm amdtkey for adding two rounds in
proposed oM-DES algorithm. Figure 4.2 shows testing fd-DES encryption model for input

text as fAali o and the cipher that is generat

| £ TNR-DES Algorithm

- O X

TNR-DES: Encryption and Decryption

ali

Algorithm: MDES  |v|
Input: ‘_J

Key: 123456781234567812345678 Type: |Encr_vpt v

2ef8d0d7 3F3110f7
EN-Key: ¢

Time Process: 0.00100 Sec

Ga5814aa78ccB966
Result:

Apply

Figure (4.2): Testing for M-DES encryption model for input text.
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The testingof the M-DES apgication is working as proposdd decryption model. So,
when the user pstthe ciphertext as input in alogrithm ahé same key of encryption modsl
used in decryptionit will convert ciphertext tplaintext. The result for testing is appearing the

same text that we added in endigp model, as shown in figure 4.3.

| £ TNR-DES Algorithm - O X

TNR-DES: Encryption and Decryption

Gab814aa78cc6966

Algorithm: | M-DES -

Input:

Key: 123456781234567812345678 Type: \Decrypt ¥

EN-Key:  2eRa0mminm Time Process:  0.00100 Sec

ali
Result:

Secure Message

Apply

Figure (4.3): Testing for M -DES decryption model for input text.

4.3 High Performance Evaluation:

The high performance is the increasing of speed up in algorithm execution time. One of the
goals ofM-DES algorithm is reach to high performance. Where, the modification of DES alg
rithm is not effect to time of computation. This issue is critical in cryptography field. In general,
in next sub section we comparing the time of computatidvl-&fES algorithm wih other block
cipher algorithm. The experimental studies the impact of the modifying of DES by adding to
rounds in average time execution. This experimental also, executed the three algorithms as AES,
3-DES, and DES, as shown in Figu4, 4.5 and 4.6)
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|£:| TNR-DES Algorithm

TNR-DES: Encryption and Decryption

File Size : |s0kB B
DES T
Mode: |Encrypt T

Key: 12345678

Algorithm:

EN-Key:

Time Process: 1.86 Sec

Apply

Result :

3870391005313 2ea1233c0d34c33722006.006 05785098 1d05d2c2c205400aa3ad
f26681dc4 1f4af7ce1b40233b89fa2bbea26e57443861e26a1a29ba2 1600177 cabdd 38
1d561557828a621ff86630057c06bb3a53%e5dal4dd100998c4333aba4ic7818c06734
c3770b35403007f0fAd665ad7 03927 9e 7 1ado 12M0fIE0aforof46990346car7ale0f
4d3d85e8ccB0cd125090180f8a1530e7231c5d2712aed e 1abdibiBaC36075245ad59
aef02d288135e90a12c5e25e49a1301e6751020288d614d64ae4876dIc7a00M49c9di0
df244ddf26d86a1d9f1866b269667 1beaccdeals313ad9aablid7b3a2764303c007c365
74aa6d33874bbtaab58aabdacti16ede008a000e1183de400754ddf00dIEd798170c74
0c5412a0845f9cfeat 1c3e87e6b80b20fa7b515a5¢30dfB842fa0429278166646991c65
a57a7851d08a50007351228384356620498721160341950ee98bc310886109ec5bb3de
5d204dccibcdee5678d83de3d89c0a62002ea4ad55fdedaabad2d1c4dda273f60a 1ic
Tadc1a54c7490021e92733dd3301bcb4 262417 236800896/03acc4290ce 012687 66648
1a4eaf40038871e301620ec48c63d2d6073a100d40c90fa129a6c34d5827820209308a
912a523286749b8f3db2b34dcbe378316ac5d4b18d0abe1e9dIbf07chd114afo7 2fdff
f0ed7al709287ca737037aef30ac053ada5224862d1d00046213a04797 392348669160
2d5d89ce76cecof54406b1182d55cfa24fic1acBh2f9d2cd2be287iBeceach57c0cE2
01873597a2078bc236e3e7d04d943d19ciBadba74d027 3600057450805 105c0c28920a
973e96957chddb242a614eb17cAdf30785b8aB48a73467d132b51d8210dd2Bedddad5a
1a8109357558c5343620060e29319121745e1045c3704cffaa28e5eedd7co38047702e

Figure (4.4): Encryption File have size 50KB by DES, show time process.

|2/ TNR-DES Algorithm

File Size : |s0KB B
Algorithm: |2 ]
Mode: | Encrypt :

EN-Key:

Time Process: 1.88 Sec

Apply

Key: 1234567835 dfghjk12345678

TNR-DES: Encryption and Decryption

Result :

d0f14e5ic8e3067663d0084400292146470d58ambbo0300827800283a72de65bdTEcad A

ci4000df422dd0710c61f34B6e 565081 daT449aech 169bafi06345040057 3d654 r
6303f07db7a2db2df7a1ec4 185a5237eed4750d719a05c0Mm57 7610934 bab5aT 08da
fdaB407aab3441dGee1ac2c26277eMedc3i2Tcd9eb7bl1 c52d626857 968306 1fde
92bffc67494f27ada126780d03046000ed7550422d0181a217c7aa2 7557614707 cd1
3811c0c1d17edb741584bhd80439241d936841024R0875331995a07 287 1d84db7ca9
98503c7b970d6c7bebaacef7d57e01a6dd952040ac35501bed05cI6d0cat8fclcscs
1631e83f239d321d52080402c72650336022935 3600302063998 ce5Ma6M03a69c7211c
8094144a1fbebe081513edfB098a0e52eM 1 aal7 db50dbe3c966009266e53c7d55b4a03
Tc271443efbcdfoabf3097b4e 9065532046 b6 be6aeBbbiZeacBnd 229230a0fa60085e
edaedBcdchbell1cdB4afiddcab06mef01f44b8211191f4a1d3e3751164a09796cchs
a44¢d2de650384f1dc8 1bdce2fd80daee 92336 105Mefd1d81d3582eecib10400ai2i2
c2caf343d0775020030d675a16M5M9c5edbd0883ccbar04a08cades1c108675903
0b5e7d87dadf5fc7232d0830536233/8891374a5M50cfc4041c013eef 13038593310
6008703320aac6211962b0bef276dcdcs 187fef1cAbcBTBe3a1b83cc2TadaT5ic2d e
bdfd35b203910d38fo20c08395M07c83986400619456 128724749 1 ccbfIda222fBbe
e0513a3a3360ef4aa321cTacofeidacd949dMAAEa2081320877dabcag7de9e50a34
b7ad5d66764553580f641badd4ed20cd3c8771a682ecdb29cB6fGcoedsbeo7452baadt
0f448e1c730ef49d66¢17d6eeaa3r218853944b4ac3ac353eb837379c 17650519 1ec "

Figure (4.5): Encryption File havesize 50KB by 3-DES, show time process
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TNR-DES: Encryption and Decryption

File Size : \smm v Result ;

— 5840cfabetee072ecTclBe5047533250728ad2cd7ce007cdbe0a57cabBiabIasEad0cl 1

Algorithm: ‘.&ES v afefice072ec1c06cH047533041d7e453/46959696349369150ed93cdasB8d0cfabebee. P

(72ec1c06c504753327549017dde31407780178f0249066a2da5884 0 cfafieBe072ec

c06c5047533246859eacf51d9495116802a960012c5358840cfabebee072ec clCS0

— 4753320077a00e87207394175M 20532 1587825864 0cfabebee07 260 1c06C50475332

Mode: ‘[ucr_y]n v 4b4f1b37fde949b93a5d7e8b6024d9aa58840cfabeBee072ec c0Bc50475332a98c41

e792efcidcca3828aceean085cas8840cfatefice072ec1c06C50475332698008c2e40c

BfcBadebehoded 1 7icaanbB40cfabieee07 2ec1c08ch04753324a4154024¢4950d5¢cc
f3feaaf8082917a08840cfa6efee072ec1c08c504753329d24af064227abec3ad6989

Key: 12345678asdfghjk 0113929258840 cfafiebee72ec1c06ca0475332eackaa1a5570fcTea 402002 36d0d

(caf8840cfabebiee72ec1c0fc5047533240d188ac20f27a04e1d29645e80d051:aR88
40cfabe6ice072ec1c06ca04753327407ea30977066213d50f50821c7 2d0fa58840cfab

efce(72ecc06c50475332de0f3a056Mede0fB6c4 3d2ee 143212025884 0 cfabetice07

EN-KEV: 2ec1c06c5047533230d3379082189332008591 3231031745884 0cfabeficelT2ec1cd

| 6c504753320f32196c275dbd2d385b4f8e 35 1c2fead8840ctabetice072ec c06c5047
53321366177730a31708f3ef38a488dceBhasea40ciateee07 2ecTc0BCE04753323d

5915¢91905de304d0d99¢Tef200e8 1258840 cfabiefice07 2ect c0BcB0475332c1 cad 709

Time Process: 1.70 Sec aficiecdfdal523M3atie 11BatBa40ctabehe072ec1c0fca0475332d8d1a4e6e06923

475200d4¢1360d93d3a58840cfaBefice072ecc06c50475332 L

Apply

Figure (4.6): Encryption file have size 50KB byAES, shown time process.

Also, the experimental is applying to tv-DES algorithm models. Firstvi-DES en-
cryption model that is reads the plaintext and generates the ciphertext. SdeDi decryp-
tion model that igeads the ciphertext and regenerates the plaintéxére the Average Exaee
tion Time (AET) is the average of ten execution times for executing each of these files in single
machine and is measured in Second Urie experimental results M-DES approach are di
tributed based on the two models with different set of files sizes as 1KR, 50KR, 100KR, 150KR,
200KR, 250KR.

4.3.1Experimental Results forM-DES Encryption Model

When applied the running inNM-DES Encryption model with set of files @3, is loading
the ciphertext in result as text area in an application, as show#. iIM-DES encryption adding
after DES ended four operations, such as permutation, swapping, substitution and exdusive di
junction operation. Depending on result of averagecution time that applieéd-DES Encryp-

tion in set of files size is near to reach the DES algorithm, as shown in table 4.2.
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Figure (4.7): Encryption file have size 50KB byM-DES, shown time process.

We applieda comparing testing result of thé¢-DES encryption model with the othei-c
pher block algorithms as AES;[3ES in encryption phase, as shown in table 4.2. The result
showthat M-DES encryption model reach a performance in average execution time comparing

with them in a same experimental environment, that present in previous section.

Table (4.2) Encryption Time Experimental for M-DES Encryption Model, DES 3-DES and AES.

A7 176 .18 176
1.82 1.94 1.93 1.81
7.68 7.86 8.27 8.92
19.7 21.60 20.02 25.02
39.34 41.92 40.09 53.39
65.2 68.80 65.29 87.29

The result as appear in figure84hows the modification in DES &4-DES Encryption
model in not effect in computing time for the original decryption phase DES algorithm.efhis r

sult is appearing with the block cipher algorithibemnchmarlcalled Crypto++ 6.0.0.
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