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Abstract 
 

This research aimed at analyzing, implementing, and evaluating encryption algorithms 

for multimedia (Video). We developed an android application for encryption/decryption of 

videos. Hence, it focuses on analyzing and implementing encryption algorithms for 

multimedia (Video). 

 The researcher followed several procedures. First, the researcher developed an android 

application for encrypting video frames using four symmetric encryption algorithms (AES, 

DES, Blowfish, and TripleDES) and calculating elapsed encryption time of each one. Second, 

the researcher used the MSU program to test video encryption quality and performance by 

calculating the value of PSNR, SSIM, and VQM. Finally, the researcher analyzed and 

evaluated the obtained PSNR, VQM, and SSIM for AES, DES, Tipple DES, and Blowfish to 

determine the best time of encryption. 

Experimental results show that DES is the best kinds of encryption algorthims in 

multimedia based on video quality measurements (PSNR, VQM, SSIM) . Additionally, AES 

is shown to be more effective in enctyption time than DES, Tripple DES, and Blowfish.  

Finally, the researcher developed an android application that involves all kinds of video 

encryption algorithms where it enables users to select any kind of symmetric encryption, 

sends the encrypted video to any user and enables him decrypting the encrypted video. 
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 الملخص

 

التشفير في الملتميديا )فيديو(. قامت   هدف هذا البحث الي تحليل ،تطبيق و تقييم خوارزميات
الباحثة بتطوير تطبيق اندرويد لتشفير وفك تشفير الفيديو. لذلك تركز هذه الدراسة على تحليل و تطبيق 

 خوازميات التشفير في الملتميديا )فيديو(.

أندرويد  بتطوير تطبيق الباحثة تعدة إجراءات للوصول إلى نتائج الدراسة. أواًل، قام الباحثة تاتبع
 AES, DES, Blowfish, andيقوم بتحويل الفيديو إلى مقاطع  باستخدام أنواع التشفير المختلفة )

TripleDESبرنامج  ةالباحث ت( وحساب وقت التشفير لكل نوع. ثانيا، استخدمMSU  وذلك الختبار
 ةالباحث تقام . أخيرًا،(PSNR, VQM, SSIM)من:  كالً  كفاءة الفيديو المشفر من خالل حساب قيمة

 ,AES التي تم الحصول عليها بالنسبة لكل من   PSNR, VQM, and SSIMبتحليل وتقييم قيم 
DES, Tipple DES, and Blowfish.وتحديد أفضل وقت للتشفير 

هي أفضل أنواع خوارزميات التشفير في الملتيميديا بناًء  DESنتائج الدراسة كشفت ما يلي، أواًل: 
يعتبر  AESبيَّنت أن الى أن نتائج  ضافةً باال(. PSNR, VQM,SSIMعلى قياسات كفاءة الفيديو )

تطبيق  ةالباحث تأفضل أنواع خوارزميات التشفير في الملتيميديا بناًء على وقت التشفير. أخيرًا،  طور 
رزميات تشفير الفيديو والتي تمكن المستخدمين من اختيار أي نوع من التشفير، أندرويد يشمل جميع خوا

 ارسال الفيديو المشفر ألي مستخدم، وتمكنه من فك تشفير الفيديو المشفر.
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Introduction 

Recently, the users and authors in the field of technology particularly information 

security field shed the light on developing techniques to secure their data and to ensure high 

level of security and confidentiality. Generally speaking, encryption is a way, technique, or a 

process of encoding information for the purpose of providing a level of security of its users. 

Therefore, it grants the authority for the authorized group to reach or access data and prevents 

other groups from accessing these data practically those who do not have authority to access. 

Globally, there are several techniques developed for encrypting data where each one has its 

own attributes. In this respect, analyzing the characteristics, advantages, and benefits of each 

one became imperative as to demonstrate the most effective one amongst the others. 

Richardson, R., & Director, C. S. I. (2008) articulated that encryption has long been used by 

militaries and governments to facilitate secret communication. It is now commonly used in 

protecting information within several civilian systems.  

(de Sampaio Ferreira ER, 2016) Mobile devices are not a recent term where they are 

considered a very popular term amongst the people around the world. The existence of 

internet a longest with mobile devices made the dependability on these devices an imperative 

need. The authors in the field of management classified mobile and internet as a psychological 

need which can not be ignored. Their importance came from their simplicity where millions 

of users exchange huge amount of information on these devices. Accordingly, the large 

dependent on mobile made the concentration of providing a high level of security necessity. 

Thus, de Sampaio Ferreira ER (2016) clarified that there are some risks that must be 

prevented as information leakage, installing malicious files. One of the techniques used in the 

safety process is the encryption process to ensure a high level of protection. 

Multimedia is a prevalent term which became important since the existence of internet. 

In this respect, Vaughan (2008) defined multimedia as any combination of text, sound, 

animation and video delivered by computer or other electronic or digitally manipulated 

means. It is a woven combination of digitally manipulated text, photographs, graphic art, 

sound, animation, and video elements (Vaughan, 2008). It allows clients integrating and 

manipulating data from several sources; for example, video, images, and text on a single 

hardware platform. In this study, the researcher focuses on multimedia by implementing 
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different symmetric encryption algorithms on multimedia as to figure out the most effective 

technique to be used. 

1.1 Statement of the problem: 

Nowadays, technology applications are widely adopted by millions of users around the 

world. Based on several researchers and based on the interested users, they articulated that 

there is a considerable percentage of risk in terms of security. Multimedia technology suffers 

from risks such as unauthorized access, vulnerabilities and eavesdroppers ; therefore we need 

to secure Multimedia using an encryption. In this research,  an analysis, implementation, and 

evaluation of four symmetric encryption algorithms on multimedia to figure out the most 

effective encryption algorithm to be used  and implement the best encryption algorithm in 

multimedia.  

In more detail, the researcher aims at tackling the statement of problem from two very 

important disciplines. First, the main problem is related to the mobile applications where there  

are no security for multimedia in both, sending and receiving of data. Second, it is noted that 

analysis of encryption algorithm using multimedia (Video) is not practiced or implemented by 

any of the researchers in the field of encryption. It is notable that the majority of analysis’s 

focused mainly on texts and images in the analysis process. In this respect, the attempts to 

determine the best encryption algorithm in multimedia, particularly in mobile is missed.  

1.2 Objectives of this Study 

The researcher aims at achieving the following objectives as to analyze, implement, and 

evaluate different encryption algorithm as follows: 

1- Contribute in securing the multimedia technologies.  

2- Measure the process of sending and receiving encrypted multimedia and assess the 

process of decryption in symmetric encryption algorithm. 

3- Provide a brief overview of symmetric and asymmetric encryption algorithm.  

4- Analyze the symmetric encryption algorithm such as AES, DES, TippleDES, and 

Blowfish. 

5- Evaluate the analyzed symmetric encryption algorithm to determine the best 

encryption algorithm for multimedia. 
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6- Develop an application program “encryption/decryption multimedia (video)” and 

implement it. 

7- Examine the Video encryption quality of AES, DES, Tripple DES, ad Blowfish in 

order to figure out the best encryption algorithm for Video encryption 

1.3 Significance of the study 

This study contributes to the literature in different ways. After reviewing the literature, 

it showed that there is a lack of studies that deal with multimedia encryption in general. In 

addition, the proposed/developed application contributes in the practical literature by 

encryption and decrypting of multimedia (video) using symmetric encryption algorithm 

AES, DES, Blowfish, TripleDES; up on our knowledge there is no researcher has applied the 

four algorithms in one application. 

Additionally, the significance of the current study comes from its benefits in the field 

of multimedia encryption. It aims at achieving a desirable level of security for multimedia. 

Our work present an analysis, implementation, and evaluation of encryption algorithms; it 

secures Multimedia data from evedsroper,  theft, and unauthorized access. 

1.4 Methodology: 

Our methodology to achieve the purpose and objective of this research; the research 

methodology consists of the following phases: 

1- Research and survey: it includes a review of recent literature in the topic of 

encryption to support the problem of this study and to provide a solid base toward 

understanding the topic of encryption and multimedia.  

2- Examining of the symmetric encryption algorithms. It is notable that the most popular 

symmetric encryption algorithms in multimedia are AES, DES, TippleDES and 

Blowfish. 

3- Application development: the researcher developed a mobile application using 

android program. This program aims at encrypting multimedia (Video) and 

decrypting it by focusing on the four symmetric encryption algorithms. Hence, this 

program calculates the encryption time for each examined encryption algorithms to 

determine the best encryption time. 

4- The video encryption quality is examined using MSU program as follows: 
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 Calculate PSNR through comparing the original video with the encrypted videos 

which encrypted using AES, DES, Tipple DES and Blowfish. 

 Calculate VQM through comparing the original video with the encrypted videos 

which encrypted using AES, DES, Tipple DES and Blowfish. 

 Calculate SSIM through comparing the original video with the encrypted videos 

which encrypted using AES, DES, Tipple DES and Blowfish. 

5- Analyzing video encryption quality measurement as follows: 

 Comparing the values of PSNR of symmetric encryption algorithms AES, DES, 

Tipple DES and Blowfish and selecting the lowest value which indicates of the 

best encryption algorithm. 

 Comparing the values of SSIM of symmetric encryption algorithms AES, DES, 

Tipple DES and Blowfish and selecting the lowest value which indicates of the 

best encryption algorithm. 

 Comparing the values of VQM of symmetric encryption algorithms AES, DES, 

Tipple DES and Blowfish and selecting the highest value which indicates of the 

best encryption algorithm. 

6- Comparing encryption time of each kind of encryption algorithm and select the 

lowest encryption time. 

7- Evaluate the examined encryption algorithms. 

1.5 Thesis Structure:  

This thesis is composed of six chapters as follows: 

1- Chapter 2 (background): this chapter is devoted to figure out the definitions of this 

study, demonstrate measurement of video quality encryption, and highlight the 

technical foundation of the current study. 

2- Chapter 3 (literature review): this chapter presents some related works which 

support this study and improve the level of understanding of the topic of encryption 

in multimedia and its quality measurements. 

3- Chapter 4 (proposed encryption system): this chapter aims to develop an 

encryption system and implement it on multimedia. 
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4- Chapter 5 (experimental results and discussion): in this chapter, the researcher 

applied encryption algorithms using android, and measuring the quality of 

multimedia encryption and its performance. 

5- Chapter 6 (conclusion):  presents the conclusion of this study. 
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Chapter 2 

Background 

Recently, users concentrate on encryption as an important technique to secure their 

data. Encryption is widely adopted by many users in the field of technology to achieve the 

highest level of confidentiality. Accordingly, the authors in the field of encryption articulated 

that there are two approaches of data encryption. First and foremost, the first approach of 

encryption algorithm adopted one key for encryption and decryption (symmetric) such as  

DES, Blowfish, AES and TripleDES. The other kind is developed to deal with two keys for 

encryption and decryption (Asymmetric). In this sense, this section provides a clear overview 

about encryption in general, measurement of video quality encryption, and the technical 

foundation. 

2.1 Mobile Computing: 

The notable expansion that has occurred in this decade in the areas of cellular 

communication, wireless local area networks and satellite services enable information and 

data can be accessed and used there anytime and anywhere. The current growth in the 

personal computer market, leads to realize that in a few years, hundreds of millions of people 

will have a laptop, palmtop or some kind of PDA. Whatever the type of mobile device, most 

of them should have the capacity to communicate with the fixed part of the network and 

other portable devices. In this computing environment is given the name of mobile  

computing or nomadic computing (de Sampaio Ferreira ER, 2016).  

2.2 Encryption Mobile Devices: 

Information security is associated with attributes they wish to secure data, systems, 

multimedia or any other resources that have some value to the individual. Broadly, 

information security involves requirements directed to the guarantee of origin, transit and use 

of information, in order to ensure all steps that make up their life cycle. Thus, the 

development of an application, security should not be treated as a process, but as part of the 

whole development. Practice safety comes down to providing confidentiality, integrity, 

availability and, according to some literature and authenticity . 
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As you increase the number of applications in the market, there is growing concern 

about the vulnerability and the occurrence of malicious attacks. Thus, it is motivating the 

implementation of techniques aimed at ensuring the information and the quality of services 

offered by applications, and help developers to incorporate such safety practices, are these: 

authenticity, confidentiality, integrity and  availability,(de Sampaio Ferreira ER , 2016) 

2.3 Multimedia Technology: 

 Multimedia technologies enable the users to integrate and manipulate data from 

diverse sources such as video, images, graphics, animation, audio and text on a single 

hardware platform. Now, multimedia has become the latest cultural phenomena in the 

information sector. The rapid ascent of multimedia technology over the last decade has 

brought about fundamental changes to computing, entertainment and education.  

The exponential growth of multimedia technologies and applications has presented the 

computerized society with opportunities and challenges that in many cases are 

unprecedented. It is becoming more and more popular because of the effectiveness of its  

applications in all aspects of human life. Multimedia applications have progressed to the 

point of sparking a fundamental paradigm shift in the very concept of information transfer 

and presentation. (Andleigh, P. K. & Thakrar, K. ,2003) 

2.4 SMS Technology  

SMS is a text messaging service component of phone, web, or mobile communication 

systems, using standardized communications protocols that allow the exchange of short text 

messages between fixed line or mobile phone devices. Users can use SMS to send or receive 

from a single person, or several persons, personal messages, email notifications, information 

services , school activity alerts, notification from teacher, job dispatches, and also stock 

alerts. With these usable application, SMS is now more and more common among mobile 

phone users. However the security issue of SMS’s is still an open challenging task. ( Paritosh 

S. Patil, 2014). 

The maximum size of SMS is (160 characters if 7-bit character encoding) or (70 

character if 16-bit Unicode character) is used. 

 SMS contains some meta-data:  
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a. Sender number and service center number.  

b. Data coding scheme and protocol identifier. 

c. Time stamp. 

Data confidentiality means the protection of messages against eavesdroppers. In the 

context of network security, access control is the ability to limit and control the access to 

host systems and applications via communication links. In order to prevent non-authorized 

attempts from accessing sensitive data stored on a device (for example financial data, 

passwords, private keys and so on), encryption should be in place to ensure those data are 

protected( El Bakry, H. M., et.al., 2014).  

2.5 Cryptography:  

Cryptography is a field that handle the topic of Secret (crypto-)-Writing (-graphy). It is 

the science or art of encompassing the principles and methods of transforming a readable 

message into one that is unreadable and then transforming the message back to its original 

form (Mahmoud, 2012). As the field of cryptography has advanced; cryptography today is 

assumed as the study of techniques and applications of achivivng the integrity and 

authenticity of transfer of information under difficult circumstances (Abdelwahed, Ann S., 

et.al., 2017) .  

Today’s cryptography is more than encryption and decryption. Authentication is as 

fundamentally a part of our lives as privacy. We use authentication throughout our everyday 

lives when we sign our name to some document and for instance and, as we move to world 

where our decisions and agreements are communicated electronically, we need to have 

electronic techniques for providing authentication. Cryptography provides mechanisms for 

such procedures (Kaur, G., & Malhotra, S. ,2013). 

2.5.1 Benefits of Cryptography: 

It hides the message is secure, no one would be able to know what it says unless there's a key 

code and they can provide digital signatures that cannot be repudiated and the benefits of 

cryptography are well recognized. Encryption can protect communications and stored 

information from unauthorized access and disclosure.  
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Other cryptographic techniques, including methods of authentication and digital signatures, 

can protect against spoofing and message forgeries. Practically everyone agrees that 

cryptography is an essential information security tool, and that it should be readily available 

to users. ( Kaur, G., & Malhotra, S. ,2013) 

2.6 Plaintext  

The information that we need to hide, is called plaintext, it’s the original text, it could 

be in a form of characters, numerical data, executable programs, pictures, or any other kind 

of information (Ahmed, Y.M. and Chefranov, A., 2011). The plaintext for example is the first 

draft of a message in the sender before encryption, or it is the text at the receiver after 

decryption (AbuTaha, M., et.al., 2011). 

2.7 Cipher Text:   

Its data that will be transmitted, it's a term refers to the string of "meaningless" data, or 

unclear text that nobody must understand, except the recipients. it is the data that will be 

transmitted Exactly through network. Many algorithms are used to transform plaintext into 

cipher text (AbuTaha, M., et.al., 2011, Mahmoud, A. Y. and Chefranov, A. G., 2009). 

Cipher is the algorithm that is used to transform plaintext to cipher text. This method 

is called encryption or enciphers (encode), in other words, it is a mechanism of converting 

readable and understandable data into "meaningless" data (Mahmoud, A. Y., and Chefranov, 

A. G., 2010), and it is represented as follows:  

𝐶 = 𝐸(𝐾)(𝑃) 

Where is  𝐸(𝐾)the encryption algorithm using key, P The Plaintext .  

2.8 Decipher (Decode): 

The opposite of cipher mechanism that is the algorithm which recovers the cipher text, 

this method is called decryption, in other words it's the mechanism of converting 

"meaningless" data into readable data (Doukhnitch, E., et.al., 2013)  

𝑃 = 𝐷(𝐾)(𝐶) 
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Where 𝐷(𝐾) is  the Decryption algorithm using key K, C is the Cipher text and P is the 

revealed plaintext. 

2.9 Encryption Algorithms: 

Encryotion algorthims are critical for users in several field in order to secure their 

confidential data. They enable the authorized users for accessing data and prevent others. In 

this resepct, encyprtiopn algorthims are classified into two main categories namely; 

symmetric and asymmetric encryption (Mahmoud, A.Y., & Chefranov, A.G. 2012) It’s 

notable that this research shed the light on symmetric encryption algorthims particularly 

(AES, DES, Blowfish, and TripleDES) as follows:  

2.9.1 Asymmetric Encryption Algorithms: 

Asymmetric key encryption is the technique, in which the different keys are for the 

encryption and the decryption process. One key is public (published) and second is kept 

private. They are also called as the public key encryption (Chefranov, A. G & Mahmoud, 

A.Y 2010). If the lock/encryption key is first published then the system enables private 

communication from the public to the unlocking key's user. If the unlock/decryption key is 

the one published then the system serves as a signature verifier of documents locked by the 

owner of the private key. Public key methods are important because they can be used for 

transmitting encryption keys or other data securely even when  both  users have no 

opportunity to agree on a secret key in private Algorithm (Mahmoud, A.Y., & Chefranov, 

A.G. 2014). The keys used in public-key encryption algorithms are usually much longer that 

improves the security of the data being transmitted. For the following algorithms the 

performance factors are used. (Tripathi, R., & Agrawal, S. , 2014, Chefranov, A. G & 

Mahmoud, A.Y 2013). 
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Figure (2.1): Asymmetric Key Cryptography Process. 

2.9.2 Symmetric Encryption Algorithms: 

In the symmetric key encryption, the same key is used for both encryption and 

decryption process. Symmetric algorithms have the advantage of not consuming too much of 

computing power and it works with high speed in encrypting them. The symmetric key 

encryption takes place in two modes either as the block ciphers or as the stream ciphers. 

Depending on the amount of data being encrypted or decrypted at a time (Ripathi, R., & 

Agrawal, S. , 2014). 
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Figure (2.2): Symmetric Key Cryptography Process. 

Block cipher mode the whole data is divided into number of blocks. These data is 

based on the block length and the key is provided for encryption.  

Stream ciphers mode the data is divided as small as single bits and randomized then 

the encryption takes place, processes fixed chunks of data common symmetric encryption 

algorithms. 

2.10 Symmetric Encryption Algorithms:  

2.10.1 Advanced Encryption Standard (AES)  

AES is the new encryption standard recommended by NIST to replace DES in 2001. 

AES algorithm can support any combination of data (128 bits) and key length of 128, 192, 

and 256 bits. The algorithm is referred to as AES-128, AES-192, or AES-256, depending on 

the key length. During encryption /decryption process, AES system goes through 10 rounds 

for I28-bit keys, 12 rounds for I92-bit keys, and 14 rounds for 256-bit keys in order to 

deliver final cipher-text or to retrieve the original plain-text, AES allows a 128 bit data 

length that can be divided into four basic operational blocks. These blocks are treated as 

array of bytes and organized as a matrix of the order of 4×4 that is called the state. For both 

encryption and decryption, the cipher begins with an Add Round Key stage. However, before 

reaching the final round, this output goes through nine main rounds, during each of those 
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rounds four transformations are performed; 1) Sub-bytes, 2) Shift- rows, 3) Mix-columns, 4) 

Add round Key. In the final (10th) round, there is no Mix-column transformation (Singh, G., 

2013).   

Figure (2.3) shows the overall process. Decryption is the reverse process of encryption and 

using inverse functions: Inverse Substitute Bytes, Inverse Shift Rows and Inverse Mix 

Columns. 

 Singh, G. (2013 ) stated that, Each round of AES is governed by the following 

transformations:  

1- Substitute Byte Transformation:  

AES contains 128 bit data block, which means each of the data blocks has 16 bytes. In 

sub-byte transformation, each byte (8-bit) of a data block is transformed into another block 

using an 8-bit substitution box which is known as Rijndael Sbox.  

2- Shift Rows Transformation : 

It is a simple byte transposition, the bytes in the last three rows of the state, depending 

upon the row location, are cyclically shifted. For 2nd row, 1 byte circular left shift is 

performed. For the 3rd and 4th row 2-byte and 3-byte left circular left shifts are performed 

respectively.  

3- Mixcolumns Transformation:  

This round is equivalent to a matrix multiplication of each Column of the states. A fix 

matrix is multiplied to each column vector. In this operation the bytes are taken as 

polynomials rather than numbers. 

4- Addroundkey Transformation:  

It is a bitwise XOR between the 128 bits of the present state and 128 bits of the round 

key. This transformation is its own inverse. 
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Figure (2.3):  Advanced Encryption Standard (AES ) (Singh, G., 2013) 

2.10.2 Data Encryption Standard (DES)  

Singh, G. (2013) indicated that DES is one of the most widely accepted, publicly 

available cryptographic systems. It was developed by IBM in the 1970s but was later adopted 

by the National Institute of Standards and Technology (NIST), as Federal Information 

Processing Standard 46 (FIPS PUB 46). The Data Encryption Standard (DES) is a block 

Cipher which is designed to encrypt and decrypt blocks of data consisting of 64 bits by using 

a 64-bit key. Although the input key for DES is 64 bits long, the actual key used by DES is 
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only 56 bits in length. The least significant (right-most) bit in each byte is a parity bit, and 

should be set so that there are always an odd number of 1s in every byte. These parity bits 

are ignored, so only the seven most significant bits of each byte are used, resulting in a key 

length of 56 bits. The algorithm goes through 16 iterations that interlace blocks of plaintext 

with values obtained from the key. The algorithm transforms 64-bit input in a series of steps 

into a 64-bit output. The same steps, with the same key are used for decryption. There are 

many attacks and methods recorded till now those exploit the weaknesses of DES, which 

made it an insecure block cipher. Despite the growing concerns about its vulnerability, DES 

is still widely used by financial services and other industries worldwide to protect sensitive 

on-line applications. The flow of DES Encryption algorithm is shown in Figure (2.4). The 

algorithm processes with an initial permutation, sixteen rounds block cipher and a final 

permutation (i.e. reverse initial permutation).  

 

Figure (2.4): Data Encryption Standard (DES) (Singh, G., 2013). 

2.10.3 Blowfish Algorithm:  

Blowfish is a variable-length key block cipher developed by Bruce Schneier. It does 

not meet all the requirements for a new cryptographic standard discussed above: It is only 
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suitable for applications where the key does not change often, like a communications link or 

an automatic file encryption. It is significantly faster than DES when implemented in 32-bit 

microprocessors with large data caches, such as the Pentium and the Power PC.  

- Description of the Algorithm:  

Blowfish is a variable-length key, 64-bit block cipher. The algorithm consists of two 

parts; a key expansion part and a data encryption part. Key expansion converts a key of at 

most 448 bits into several sub-key arrays totaling 4168 bytes. 

Data encryption occurs via a 16-round Feistel network. Each round consists of a key- 

dependent permutation, and a key and data dependent substitution. All operations are XORs 

and additions on 32-bit words. The only additional operations are four indexed array data 

lookups per round. (Singh, G. ,2013)  

 

Figure (2.5): Blowfish algorithm (Singh, G., 2013). 
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2.10.4 TripleDES (Triple Data Encryption Standard):  

Singh, G. (2013) in stated that TripleDES or the Triple Data Encryption Algorithm 

(TDEA) was developed to address the obvious flaws in DES without designing a whole new 

cryptosystem. Data Encryption Standard (DES) uses a 56-bit key and is not deemed 

sufficient to encrypt sensitive data. 3-DES simply extends the key size of DES by applying 

the algorithm three times in succession with three different keys. The combined key size is 

thus 168 bits (3 times 56). TDEA involves using three 64-bit DEA keys (K1, K2, K3) in 

Encrypt-Decrypt- Encrypt (EDE) mode, that is, the plain text is encrypted with K1, then 

decrypted with K2, and then encrypted again with K3. The standards define three keying 

options: 

 

Figure (2.6): General Depiction of TripleDES. Singh, G. (2013). 
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Option 1, the preferred option, employs three mutually independent keys (K1 ≠ K2 ≠ 

K3≠ K1). It gives keyspace of 3 × 56 = 168 bits. 

Option 2 employs two mutually independent keys and a third key that is the same as 

the first key (K1 ≠  K2 and K3 ≠  K1). This gives keyspace of 2 × 56= 112 bits.  

Option 3 is a key bundle of three identical keys (K1 = K2 = K3). This option is 

equivalent to DES Algorithm. 

In 3-DES the 3-times iteration is applied to increase the encryption level and average 

time. It is a known fact that TripleDES is slower than other block cipher methods. 

2.11 Measurement of Video Quality Encryption:  

2.11.1 Peak-Signal-to-Noise-Ratio (PSNR)  

PSNR is derived by setting the Mean Squared Error (MSE) in relation to the maximum 

possible value of the luminance (for a typical 8-bit value this is 28 -1 = 255) as follows:  

𝑀𝑆𝐸 =
1

𝑚𝑛
∑ ∑[𝑓(𝑖, 𝑗) − 𝐹(𝑖, 𝑗)]2

𝑛−1

𝑗=0

𝑚−1

𝑖=0

 

𝑃𝑆𝑁𝑅 = 10. log (
2552

𝑀𝑆𝐸
) 𝑑𝐵 

Where f(i,j) is the original signal at pixel (i, j), F(i, j) is the reconstructed signal, and  

M x N is the picture size. The result is a single number in decibels, ranging from 30 to 40 for 

medium to high quality video.  

Despite several objective video quality models have been developed in the past two 

decades, PSNR continues to be the most popular evaluation of the quality difference among 

pictures. (Wang, Y., 2006). 

2.11.2 Video Quality Metric (VQM)  

VQM is developed by ITS1 to provide an objective measurement for perceived video 

quality. It measures the perceptual effects of video impairments including blurring, 

jerky/unnatural motion, global noise, blocks distortion and color distortion, and combines 
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them into a single metric. The testing results show VQM has a high correlation with 

subjective video quality assessment and has been adopted by ANSI as an objective video 

quality standard (Wang, 2006). 

Wang, Y. (2006) stated that VQM takes the original video and the processed video as 

input and is computed as follows:  

 Calibration: 

This step calibrates the sampled video in preparation for feature extraction. It estimates 

and corrects the spatial and temporal shift as well as the contrast and brightness offset of the 

processed video sequence with respect to the original video sequence.  

 Quality Features Extraction: 

This step extracts a set of quality features that characterizes perceptual changes in the 

spatial, temporal, and chrominance properties from spatial- temporal sub-regions of video 

streams using a mathematical function.  

 Quality Parameters Calculation: 

This step computes a set of quality parameters that describe perceptual changes in 

video quality by comparing features extracted from the processed video with those extracted 

from the original video.  

 VQM Calculation: 

VQM is computed using a linear combination of parameters calculated from previous 

steps. (Wang, Y. ,2006). 

2.11.3 Structural Similarity Index (SSIM)  

Wang, Y (2006) presents different approaches for video quality assessment this method 

differs from the previously described methods, which all are error based, by using the 

structural distortion measurement instead of the error. The idea behind this is that the human 

vision system is highly specialized in extracting structural information from the viewing field 

and it is not specialized in extracting the errors. Thus, a measurement on structural distortion 

should give a better correlation to the subjective impression.  
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Many different quality assessment methods can be developed from this assumption but 

Wang proposes a simple but effective index algorithm . If you let x = {xi | i = 1,2,...,N} be 

the original signal and y = {yi | i = 1,2,...,N} be the distorted signal the structural similarity 

index can be calculated as:  

𝑆𝑆𝐼𝑀 =
(2�̅��̅� + 𝐶1)(2𝜎𝑋𝑌 + 𝐶2)

[(�̅�)2+(�̅�)2 + 𝐶1](𝜎𝑋
2 + 𝜎𝑦

2 + 𝐶2)
 

In this Equation 𝑋,̅ �̅�, 𝜎𝑋, 𝜎𝑦 , 𝜎𝑋𝑌are the estimates of the mean of x, mean of y, the 

variance of x, the variance of y and the covariance of x and y. 𝐶1 and 𝐶2 are constants. The 

value of SSIM is between -1 and 1 and gets the best value of 1 if xi = yi for all values of i. 

The quality index is applied to every image using a sliding window with 11 x11 circular-

symmetric Gaussian weighting functions for which the quality index is calculated and the 

total index of the image is the average of all the quality indexes of the image (Wang, 2006). 

2.12 Technical Foundation 

2.12.1 Encryption Quality Measurement Tool: 

In our research, the MSU tool is used quality encryption measurement,   

- MSU Video Quality Measurement Tool Documentation Program:  

Dmitriy, V. (2017) stated that MSU video quality measurement is used to perform deep 

comparative objective analysis of video quality. The main functionality of this software is to 

calculate objective quality metrics for digital multimedia content (video or image) using 

reference (when comparing several processed/compressed/distorted video sequences to 

original one) or non-reference (when analyzing content and getting mark of its quality) types 

of analysis. 

According to Dmitriy, V. (2017) the main application areas for this tool are: 

1- Video/picture codec quality analyzing (developers, quality assessment experts or 

even users can perform comparative quality analysis using some other codecs as 

reference, or to compare different releases of the one codec, etc.) 
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2- Video/image processing algorithm comparison (when analyzing objective quality of 

different processing algorithms). See Video Denoiser Comparison (Comparison of 

Different Noise Reduction and Removal Solutions) from YUVsoft Corp  

3- Different algorithms for image and video analysis (when analyzing unknown 

algorithm from other company to understand which pixels of the video or image it 

changes. 

2.12.2 Application Development : 

We use Android STDIO in the development of our application due to its reliability, 

functionality and characteristics. 

Android is a software stack for mobile devices that includes an operating system, 

middleware and key applications. Google Inc. purchased the initial developer of the 

software, Android Inc. in 2005. Android's mobile operating system is based on a modified 

version of the Linux kernel. Google and other members of the Open Handset Alliance 

collaborated on Android's development and release. The Android Open Source Project 

(AOSP) is tasked with the maintenance and further development of Android. The Android 

operating system is the world's best-selling Smartphone platform. 

Android has a large community of developers writing applications that extend the 

functionality of the devices. There are currently over 150,000 apps available for Android. 

Android Market is the online app store run by Google, though apps can also be downloaded 

from third-party sites. Developers write primarily in the Java language, controlling the 

device via Google-developed Java libraries .The unveiling of the Android distribution on 5 

November 2007 was announced with the founding of the Open Handset Alliance, a 

consortium of 80 hardware, software, and telecom companies devoted to advancing open 

standards for mobile devices. Google released most of the Android code under the Apache 

License, a free software and open source license. 

The Android open-source software stack consists of Java applications running on a 

Java-based, object-oriented application framework on top of Java core libraries running on a 

Dalvik virtual machine featuring JIT compilation. Libraries written in C include the surface 

manager (Alliance, O. H. , 2013). 
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Chapter 3 

Literature Review 

After reviewing the literatures, the researcher observed that there are many studies 

focused on the topic of encryption algorithms. In addition, authors in the field of encryption 

shed the light on the importance of this topic in both; multimedia, text and short message 

service (SMS) . In this respect, the researcher presents some related works which highlight the 

importance of this study, analyze video quality measurement, figure out several kinds of 

encryption algorithms and serve the purpose of this study in general as follows: 

(Anupam, et.al., 2017). This study basically concentrates on image encryption using 

TripleDES algorithm. It also aims at figuring out the main weakness of DES algorithm and 

demonstrates why TripleDES is more practical and feasible solution image encryption 

compared to DES. The researchers applied the comparative study by comparing the results of 

both DES and TripleDES. The study revealed that  TripleDES overcome all obstacles 

connected to DES algorithm. In a way of conclusion, rather converting image into bytes 

which are then converted to bits, and rather iterating 64 bit  code of DES using initial 

permutation. The TripleDES is instead based on the DES algorithm itself its uses  the same 

method as that of the DES but the difference is that it uses 3 keys rather than just one. For the 

encryption process, it at first encrypts the data utilizing only one key and after that encrypts 

the data utilizing another different key. Finally, it encrypts the data again utilizing another 

key. 

(Brindha, et.al., 2014). This article aims at tackling the image encryption using 

symmetric algorithm. The researchers focused on the comparative methodology where a 

comparative study of the DES algorithm with the present image encryption algorithms is 

applied. The original digital data back from the transmitted encrypted data form are collected 

from the decryption keys. The study result revealed that the proposed idea that developed; 

replicate the original image with no information loss. 

(El Bakry, et.al., 2014) Aims to describe an android application that helps the user to 

encrypt the message (SMS/Multimedia files) before it is transmitted over the mobile 

network.The idea of the program is to transmit encrypted messages and multimedia files via 

mobile networks or the internet as an alternative mean, the researchers used Hybird 

encryption algorithm based on Blowfish and S-Boxes of DES encryption the Result showed 



 26 

that transferring media is maintained online in the absence of mobile network coverage and 

sending SMS/MMS is cheap, fast and simple. 

(Kumar, S., & Srivastava, S. 2014). This article aims at proposing a number of image 

encryption scheme on the basis of S-DES that utilizes chaotic map of the original image. The 

process of transformation is demonstrated by the chaotic map which afterword noticed a 

chaotic image of the original one. Hence, the chaotic image which was noticed is used for the 

encryption of the original image. Indeed, the resulted encrypted image provide a clear 

evidence of the randomness of algorithm. In a way of conclusion, utilizing S-DES algorithm 

contributes in increasing the disruption and distraction of the encrypted image. On the other 

hand, the analysis process shows the security durability of the proposed algorithm.  

(Masram, R., et.al., 2014) This article aims at analyzing, comparing and contrasting of 

some symmetric key cryptographic ciphers namely; RC4, AES, Blowfish, RC2, DES, 

Skipjack, and TripleDES. The analysis and comparison processes are accomplished on the 

basis of encryption time by considering the variation of several file characteristics such as 

data types and size, data density and key sizes. The results of this study concluded that the 

time of encryption doesn’t rely upon the data type and data density of file. More deeply, the 

time of encryption relies mainly upon the number of bytes in the file. The study results 

clarified that the encryption time and data size are relative to each other; for example, in case 

of the size of data increase, the time is also increase nearly similar to the increase of data size. 

The study results revealed that the encryption time decreases in a case of increasing key size 

for stream cipher such as RC4. Finally, the study results showed that AES is considered to be 

the fastest block cipher with an encryption rate of 108MB/sec, but RC4 is the fastest one 

amongst the other ciphers with a rate of 270MB/sec. 

(Paritosh S., 2014). This study aims at dealing with an SMS encryption for mobile 

communication on Android message application. In this respect, as known, the transmit ion of 

an SMS communication is not secured, the researcher develop a secure SMS by additional 

encryption through the usage TripleAES Block cipher symmetric encryption algorithm. The 

researcher proposed the TripleAES for several reasons namely; low encryption time when 

message size is more than 256 bit. The researcher aims at proposing running after 256 bits. 

The result showed that suitable and easy to implement in mobile devices for the proposed 

scheme with the increasing use of SMS for communication and information exchange. 

 (Sahu, S. K., & Kushwaha, A. 2014). This article sheds the light on finding out the 

most efficient, effective and productive algorithm to be utilized in the future. In this respect, 
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the main aim of this study is to implement several and different encryption algorithms for the 

purpose of noticing the performance of each algorithm. The selected algorithms are compared 

on the basis of different data types such as text and image. The study results showed that 

Blowfish is considered to be better than the other encryption algorithms with accordance to 

encryption speed; however, it’s more consuming to battery than the other kinds. On the other 

hand, AES is considered to be more effective for encryption, decryption and residual battery 

and even it’s more End to End delay. 

(Singh, G. ,2013) This article provides a deep clarification of the most popular 

Encryption Algorithms, particularly those of RSA, DSE, TripleDES and AES.  As a result of 

the great development in the use of internet and network, it’s imperative to secure the data 

transmitted over various networks utilizing several services. This comparative study used 

different encryption methods as to determine the best among them and the most efficient one. 

The study found that all of these methods are valuable for real time encryption. In addition, 

the study result revealed that each of these methods has its own procedure, process and way 

which could be appropriate for different applications and has its own pro’s and con’s. 

However, the result of this study argued that AES algorithm is the productive technique with 

accordance to speed, time and throughput and avalanche effect. Finally, the study results 

articulated that the security given by these techniques can be improved more and more if more 

than one method is applied to data.   

(Singh, P., & Singh, K. ,2013). This article aims at tackling the idea of encryption and 

decryption of images utilizing a secret-key block cipher called 64-bits Blowfish. In the 

respect, the main objective of this study is to increase the level of security and improve the 

level of performance. The Feistel network is employed which emphasizes on straightforward 

capacity 16 times. The algorithm will be utilized as a variable key size up to 448 bits. 

Furthermore, the proposed algorithm is planned, developed and acknowledged using 

MATLAB. The study results revealed that the blowfish algorithm is safe against unapproved 

or unauthorized assault and runs speedier than the well-known existing algorithm. 

(Mandal, P. C., 2012). This article gives a reasonable examination between four most 

common and utilized symmetric key algorithms: DES, tripleDES,AES and Blowfish. In this 

sense, it aims at presenting the performance evaluation of selected symmetric algorithms A 

comparison is implemented on the premise of these parameters: rounds, piece estimate, key 

size, encryption/decoding time, CPU process time as throughput and power utilization. After 

conducting the simulation using Java Programming, the study results demonstrated that the 
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blowfish is more reasonable than AES. Therefore, blowfish has better performance than other 

algorithms.  Secondly, AES has advantage over the other TripleDES and DES in terms of 

throughput & decryption time except Blowfish. Finally, point is that TripleDES has the least 

performance among all the algorithms. 

(Rohan R., et.al., 2012). This study articulated  Encryption is of prime  importance 

when confidential data is transmitted over the network varied encryption algorithm like AES, 

DES ,RC4, and others are available for the some the most widely accepted algorthim is AES 

algorithm. The researchers develop application on android platform allows the user to 

encryption and decryption of the data, the researchers used AES Algorithm, the result stated 

that provides application more secure, fast  and strong encryption of the data  and application  

can run any devices which works on android platform. There is a huge amount of confusion 

and diffusion of the data during encryption which makes it very difficult for an attacker to 

interpret the encryption pattern and the plain text form of the encrypted data. The messages 

encrypted by the developed application are also resistant to Brute-Force and pattern attacks. 

(Olson. E, and Woojin Yu., 2012). This study reported comprehensive survey of 

encryption algorithms and their usage in mobile computing, specifically in the PalmPilot™ 

(Motorola) used the encryption algorithms RC5, RC6 ,Twofish and Triple-DES. The analysis 

of each algorithm the result showed that analysis each algorithm and choose  select the Best 

algorithm . based on that, there is a common set of instructions, such as rotational shifts, 

exclusive-or, and data moves, which are widely used among all the algorithms. As 

transmission speeds increase, it has become apparent that encryption and decryption in palm 

devices will become a bottleneck the result can clouded that made at an instruction and 

hardware level for effective communication. 

(Elminaam, et.al, 2010).This article aims at comparing and evaluating amongst six 

symmetric encryption algorithms namely; AES, DES, TripleDES, RC6, Blowfish and RC2. In 

addition, It aims at providing a clear comparison of each one’s characteristics based on 

several factors such as different sizes of data blocks, different data types, battery power 

consumption, different key size and finally encryption/decryption speed. The experimental 

results revealed the followings: first, Blowfish is the best kind of algorithms amongst the 

others where its performance is highly appreciated and works better than the others. Second, 

TripleDES still has low performance compared to algorithm DES. Third, with accordance to 

time consumption, the study result revealed that RC2 is the worst one amongst the others. 

Finally, the study results showed a considerable advantage of AES over the other kinds of 
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algorithms particularly those of RC2, DES, and TripleDES in terms of audio and video files, 

text and document. Thus, AES performs better than RC2, DES, and TripleDES.  

(Hore, A., & Ziou, D., 2010). The objective of this study is to compare and contrast 

between PSNR and the SSIM quality metrics through the analysis of their analytical formula. 

The results of this study showed that there is a simple relationship between PSNR and SSIM 

which utilizes for the popular degradations; for example Gaussian blur, additive Gaussian 

noise, jpeg and jpeg 2000 compression. In addition, the experimental study which was 

devoted to measure the sensitivity of PSNR and SSIM articulated that PSNR is more sensitive 

to additive Gaussian noise than SSIM. On the other hand, it was observed that SSIM is more 

sensitive to jpeg compression than PSNR. In addition, the study results stated that PSNR and 

the SSIM are more sensitive to additive Gaussian noise than Gaussian blur, jpeg and jpeg2000 

compression. Finally, the value of PSNR could be predicted from SSIM and vice versa. Most 

importantly, there was a clear and considerable level of difference between SSIM and PSNR 

with accordance to their sensitivity level to image degradations where they are in different 

level of sensitivity. 

 (El Fishawy, N. F., & Zaid, O. M. A., 2007) This article aims at scrutinizing, 

inspecting and investigating three types of encryption algorithms namely; RC6, MRC6, 

Rijndael in order to figure out their performance on the encryption of images of diverse 

constructions with three modes of operations. Four measuring factors are taken into 

consideration, in addition to visual inspection. The study results discovered that Rijndael is 

better than MRC6 with accordance of images which characterized as little high frequency 

components and more high frequency with others. In addition, MRC6 encryption with OFB 

mode achieved the lowest time and highest quantity. Furthermore, MRC6 is seen as the best 

kind of algorithms amongst the others kinds where it achieved the best result on images of 

binary data with all modes of operations; little high frequency components with CBC mode, 

and more high frequency components with ECB mode. 

(Zeghid, M., et.al. ,2007) This study aims at analyzing the Advanced Encryption 

Standard (AES), and add a key stream generator (A5/1, W7) to AES. Therefore, the main 

objective of this study is to guarantee the enhancing of encryption execution; basically for 

images described by diminished entropy. This study is a comparative one where the execution 

of the mentioned techniques are applied for exploratory purposes. The result of this study 

showed that the modified algorithm is very effective in reducing the level of entropy 

compared with the traditional one. In addition, it revealed that the modified algorithm proved 
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its efficiency in improving the encryption performance and increasing the level of security as 

well.  

(Nadeem, A., & Javed, M. Y. 2005). This article which tackles the most well-known 

key algorithms namely; DES, TripleDES, AES (Rijndael), and Blowfish aims at comparing 

the performance of these key algorithms. In this respect, these key algorithms were 

implemented and compared by encrypting input files of varying contents and sizes. The 

implementation stage is performed using the key algorithms’ standards specification and 

tested on two diverse hardware platforms.  The study results discovered that Blowfish is 

considered to be the most effective and fastest algorithms. In contrast, Blowfish was not 

satisfactory with accordance to security where it didn’t provide a considerable level of 

security; however, some consider security as an imperative demand. 

(Bhargava, et.al. ,2004) This article aims at tackling four fast MPEG video encryption 

algorithms. These algorisms utilize a mystery key to arbitrarily change the sign bits of 

Discrete Cosine Transform (DCT) coefficients and the sign bits of motion vectors. The 

encryption is performed by the inverse DCT (IDCT) throughout the MPEG video 

decompression processing. These calculations add a little overhead to MPEG codec. Software 

usage are sufficiently quick to meet the time requirements of MPEG video applications. The 

study results articulated that these algorithms are productive and leading to positive results 

especially with accordance to the level of security provided by these algorithms. In a way of 

conclusion, these kinds of algorithms could be utilized to secure video-on-demand, video 

conferencing, and video email applications. 

(Enza R., de Sampaio F. 2002) This study aimed to develope an application to perform 

this security function, the researchers used the Blowfish algorithm and implemented it on the 

Android platform, the result  enabled the  user to make data encryption of devices and 

ensuring a high level of information  protection. 
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Chapter 4 

Proposed Encryption System 

In this chapter, we developed an encryption system; the proposed system is 

implemented on multimedia (video). The encryption algorithms AES, DES, Blowfish, and 

TripleDES are used in our proposed encryption system.  

4.1 Implementation of Advanced Encryption Standard (AES)  

This type of symmetric algorithm is known as Rijndael algorithm is a symmetric block 

cipher. It was recognized that DES was not secure because of advancement in computer 

processing power. The purpose of NIST was to define a replacement for DES that can be 

used in non-military information security applications by US government agencies. It can 

encrypt data blocks of 128 bits using symmetric keys 128, 192, or 256. It has variable key 

length of 128, 192, or 256 bits; default 256. It encrypts the data blocks of 128 bits in 10, 12 

and 14 round depending on the key size. AES encryption is fast and flexible. It can be 

implemented on various platforms especially in small devices. AES is tested for many 

security applications. (Mandal, P. C. , 2012). 

In this sense, the researcher encrypted and analyzed this type of encryption because it’s 

one of the most popular types. Hence, the researcher encrypts the video using AES 

encryption algorithm as to use it in the analysis process for the purpose of determining the 

best encryption algorithm types that can be used in multimedia. Thus, the encryption process 

is applied using Android program through converting video into three frames and then 

encrypt them for the purpose of this research.  
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Figure (4.1): Original and AES encryption Frames 

Figure (4.1): this figure shows the using of AES encryption algorithm in the analysis 

process. The first three images are the original video frame before encrypting them. The 

other three images are the video frame encryption AES algorithm after encrypting them.  

4.2 Implementation of Data Encryption Standard (DES): 

This encryption is considered to be as one of the most widely accepted, publicly 

available cryptographic systems. It was developed by IBM in the 1970s but was later adopted 

by the National Institute of Standards and Technology (NIST), as Federal Information 

Processing Standard 46 (FIPS PUB 46). The Data Encryption Standard (DES) is a block 

Cipher which is designed to encrypt and although the input key for DES is 64 bits long, the 

actual key used by DES is only 56 bits in length. The least significant (right-most) bit in each 

byte is a parity bit, and should be set so that there are always an odd number of 1s in every 

byte. These parity bits are ignored, so only the seven most significant bits of each byte are 

used, resulting in a key length of 56 bits. The algorithm goes through 16 iterations that 

interlace blocks of plaintext with values obtained from the key. The algorithm transforms 64-

bit input in a series of steps into a 64-bit output. The same steps, with the same key are used 

for decryption. There are many attacks and methods recorded till now those exploit the 

weaknesses of DES, which made it an insecure block cipher. Despite the growing concerns 
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about its vulnerability, DES is still widely used by financial services and other industries 

worldwide to protect sensitive on-line applications (Singh, G. , 2013) 

In this sense, the researcher encrypted and analyzed this type of encryption because it’s 

one of the most popular types. Hence, the researcher encrypts the video using DES 

encryption algorithm as to use it in the analysis process for the purpose of determining the 

best encryption algorithm types that can be used in multimedia. Thus, the encryption process 

is applied using Android program through converting video into three frames and then 

encrypt them for the purpose of this research.  

   

   

Figure (4.2): Original and DES encryption Frames. 

Figure (4.2): this figure shows the using of DES encryption algorithm in the analysis 

process. The first three images are the original video frame before encrypting them. The 

other three images are the video frame encryption DES algorithm after encrypting them.  

4.3 Implementation of Blowfish Encryption Algorithm: 

It is one of the most public domain encryption algorithms. In this respect, Blowfish 

was developed in 1993 by Bruce Schneider as a fast alternative to existing encryption 

algorithms. Blowfish is a symmetric key block cipher that uses a 64 bit block size and 

variable key length. It takes a variable-length key from 32 bits to 448 bits. Blowfish has 

variants of 14 rounds or less . Blowfish is a very secure cipher but it is has been replaced by 
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Twofish and Rijndael due to its small 64 bit block size. Blowfish is one of the fastest block 

ciphers which has developed to date. Slowness kept Blowfish from being used in some 

applications. No attack is known to be successful against it, though it suffers from weak keys 

problem (Mandal, P. C. , 2012). 

In this sense, the researcher encrypted and analyzed this type of encryption because it’s 

one of the most popular types. Hence, the researcher encrypts the video using Blowfish 

encryption algorithm as to use it in the analysis process for the purpose of determining the 

best encryption algorithm types that can be used in multimedia. Thus, the encryption process 

is applied using Android program through converting video into three frames and then 

encrypt them for the purpose of this research.  

   

   

Figure (4.3): original and Blowfish encryption Frames 

Figure (4.3): this figure shows the using of Blowfish encryption algorithm in the 

analysis process. The first three images are the original video frame before encrypting them. 

The other three images are the video frame encryption blowfish algorithm after encrypting 

them.  
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4.4 Implementation of Tripple Data Encryption Standard (TripleDES) 

It’s notable that this type of encryption algorithm is one of the most generally accepted 

types of encryption.  

In this sense, the researcher encrypted and analyzed this type of encryption because it’s 

one of the most popular types. Hence, the researcher encrypts the video using TripleDES 

encryption algorithm as to use it in the analysis process for the purpose of determining the 

best encryption algorithm types that can be used in multimedia. Thus, the encryption process 

is applied using Android program through converting video into three frames and then 

encrypt them for the purpose of this research. 

   

   

Figure (4.4): Original and TDES encryption Frames 

Figure (4.4): this figure shows the using of Tipple DES encryption algorithm in the 

analysis process. The first three images are the original video frame before encrypting them. 

The other three images are the video frame encryption TripleDES algorithm after encrypting 

them.  
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Chapter 5 

Experimental Results and Discussion 

In this chapter, the results of encryption algorithms are introduced, the researcher 

applied encryption algorithms by using Android, and analyzed encryption quality and its 

performance. 

5.1 Encryption Algorithm Using Android 

- Android Encryption/Decryption Application  

The researcher developed Android application that can be used for encryption and 

decryption of multimedia in general, and video; in particular. This application will be used in 

the analysis process of encryption algorithm as to select the best among of  them.  

This application is divided into encryption video frame and encryption video as follows: 

5.1.1 Encrption Video Frame: 

This application converts video to frame in the first stage. Then, the program selects 

three frames in different times in order to analysis these three frames into pixel array in the 

second stage. Regarding to the third stage, the array of pixels is converted to byte array for the 

purpose of encrypting them. Finally, each of the encryption algorithms (AES, DES, Blowfish, 

and TripleDES) is selected independently, where the three frames are processed using each of 

encryption algorithm. These procedures are conducted to select the best encryption algorithm 

in analyzing the quality video encryption. The following chart provides a clear clarification of 

the above description: 

 

 

Figure (5.1): Video encryption frame. 
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5.1.2 Encryption Video: 

This application is totally different from the encryption video frame. In a way of 

conclusion, this application directly converts video to binary in order to encrypt it. In this 

sense, after converting video to binary, the researcher encrypted this video using each of the 

encryption algorithms (AES, DES, Blowfish, and TripleDES) independently. After that, the 

researcher calculated the encryption time and saved the encrypted videos in a file. Finally, the 

encrypted videos which were processed are decrypted and the time of decryption is 

calculated. The researcher selected videos with different volumes in order to analyze the 

calculated time of encryption and decryption. 

 

 

Figure (5.2): Video encryption 
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5.2 Application Interface: 

The following figure provides a clear description of application which divided into 

two parts namely; encryption video frame and time encryption video as follows: 

 

Figure (5.3): Application Interface 

This figure shows the interface application that contains video frame encryption and video 

encryption.  
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5.2.1 Process of Video Frame Encryption 

This is first part of the developed application. The following figures provide a clear 

description of the encryption video frame which will be used in the analysis process: 

 

 Figure (5.4): Video Frame Encryption Interface 

This figure shows the interface video frame encryption  
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Figure (5.5): Video Selection 

This figure shows the process of selecting video form gallery. As shown above, users 

press the icon of “select video” in order to select the required video for encryption. 
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Figure (5.6): Encryption Video Frame. 

This figure shows the four types of encryption where the users can select any of these 

encryption algorithms for the beginning of the encryption process. As shown above, the 

encryption list of the four encryption algorithm’s types (AES, DES, Blowfish, and 

TripleDES)  is appeared above. The above images are the original frame and the encrypted 

one after the encryption process.  
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Figure (5.7): Encryption and Original Frame. 

These three figures show the encryption and original frames which were saved. The first 

figure shows two files as shown above namely; encryption and original. The second figure 

shows the original frame before the encryption process. In addition, the third figure shows the 

frame after the encryption process using the four encryption algorithms (AES, DES, 

Blowfish, and TripleDES) 
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- Encryption Algorithm outcomes  

 

                  (A)                                       (AES)                                      (DES) 

 

(Blowfish) 

 

(Tipple DES) 

Figure (5.8): Original and Encryption Frame (A) using Four Encryption Algorithm 

This figures show the encryption process of frame (A) using four encryption 

algorithm. As shown above, it’s observed that the first image is the original one before the 

encryption process. However, the other four images are the encrypted images using different 

types of encryption algorithms (AES, DES, blowfish, and TripleDES). 
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(B)                                            (AES)                                         (DES) 

 

                                   (Blowfish)                     (TippleDES) 

Figure (5.9): Original and Encryption Frame (B) using Four Encryption Algorithm 

This figures show the encryption process of frame (B) using four encryption algorithm. 

As shown above, it’s observed that the first image is the original one before the encryption 

process. However, the other four images are the encrypted images using different types of 

encryption algorithms (AES, DES, blowfish, and TripleDES) 
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(C)                                            (AES)                                         (DES) 

 

                                   (Blowfish)                       (Tipple DES) 

Figure (5.10): Original and Encryption Frame (C) using Four Encryption Algorithm 

This figures show the encryption process of frame (C) using four encryption algorithm. 

As shown above, it’s observed that the first image is the original one before the encryption 

process. However, the other four images are the encrypted images using different types of 

encryption algorithms (AES, DES, blowfish, and TripleDES). 
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5.2.2 Video Encryption Process:  

This is second part of the developed application. The following figures provide a clear 

description of the encryption/ decryption process and time: 

 

Figure (5.11): Encryption Video Interface 

This interface shows several icons which present the several types of encryption 

algorithms. It addition, it contains a button “select video” which enables the users to select the 

required video for the encryption process. Furthermore, this interface contains another two 

buttons which represent the encryption and decryption as shown above. 
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Figure (5.12): Interface for Selecting Video. 

This figure shows the process of selection video where the users can press the button 

“select video” in order to choose any video for encryption and decryption.  
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Figure (5.13): Time of Video Encryption Interface. 

This interface shows the process of encryption using any of the four types of encryption 

algorithms. It’s observed that, after selecting the video, the users press button “Encryption” 

which activates the encryption process and determines the time of video encryption using 

each type of encryption algorithm as shown above. 
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Figure (5.14): Time of Video Decryption Interface. 

This interface shows the process of encryption using any of the four types of encryption 

algorithms. It’s observed that, after selecting the video, the users press button “decryption” 

which activates the decryption process and determines the time of video decryption using 

each type of encryption algorithm as shown above. 
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Figure (5.15): Encrypted and Decrypted Videos. 

This figure shows the encrypted videos; in addition to, the decrypted ones as shown 

above. This process enables users to send encrypted videos everywhere. 

 

 

 



5.3 Multimedia Encryption Quality and Performance Encryption Algorithms: 

The digital data exchange increasingly grows up due to the vast technological 

acceleration. The amount of data exchanged among users is increasing over time where it’s 

important to concentrate on the confidential issues of users. In this respect, security became 

imperative in data communication encryption algorithms to improve the data confidentiality 

and privacy by making the information incomprehensible which can be only be decoded or 

decrypted by whom own the confidential keys. However, these encryption algorithms expend 

a considerable amount of proprieties and resources particularly those of battery power, CPU 

time, memory and others. Consequently, it’s very imperative to assess the performance of 

various encryption algorithms as to discover the most effective and efficient one to consider. 

Accordingly, this section is devoted to evaluate multimedia encryption quality and 

performance encryption algorithms (AES, DES, Blowfish, and TripleDES). There are several 

measurement of video encryption quality, the most measurement used in the literature are 

PSNR, SSIM, and VQM, and these are the three popular measurement of the video quality 

matrix. In this sense, the evaluation process is accomplished using MSU by measuring the 

quality of encrypted video by calculating PSNR, SSIM, VQM, and Encryption time.  

5.4  Measurements of Video Encryption Quality:  

5.4.1  Peak Signal to Noise Ratio (PSNR): 

According to Kotevski, Z. G., & Mitrevski, P. J. (2010), the PSNR parameter is an 

engineering term for the ratio between the maximum possible power of a signal and the power 

of corrupting noise that affects the fidelity of its representation. PSNR is usually expressed in 

terms of the logarithmic decibel scale. Normally, higher PSNR indicates that the 

reconstruction is of higher quality. In ideal case the value of PSNR would be 100 dB, but in 

reality, in the field of image processing, typical values for PSNR are between 30 dB and 40 

dB but in the encryption the lowest value in PSNR is the better type in encryption. The PSNR 

can be calculated by using  the following equation. 

𝑃𝑆𝑁𝑅 = 10. log (
2552

𝑀𝑆𝐸
) 𝑑𝐵𝑀𝑆𝐸 =

1

𝑚𝑛
∑ ∑[𝑓(𝑥, 𝑦) − 𝑔(𝑥, 𝑦)]2

𝑛−1

𝑦=0

𝑚−1

𝑥=0
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It is appropriate to mention that the better video encryption is the lowest value of PSNR. 

Table (1) shows the obtained PSNR when AES, DES, Blowfish, and TDES are applied  

Based on visual inspection and the numerical evaluation of PSNR, table (5.1) shows 

DES gives better encryption video quality. 

Table (5.1): PSNR when AES, DES, Blowfish, and TripleDES are applied  

TripleDES Blowfish DES AES frame   

9.663921356 9.481870651 9.356659889 9.45023632 A 

PSNR 9.263773918 9.263467789 9.105448723 9.358650208 B 

9.495256424 9.099662781 9.291466713 9.365951538 C 

5.4.2 Structural Similarity (SSIM) 

Concerning the SSIM, Kotevski, Z. G., & Mitrevski, P. J. (2010) articulated that the 

Human Visual system (HVS) is highly adapted to extract the structural information from the 

area of viewing. SSIM metric uses this characteristic of the HVS in estimation of quality of 

the processed digital video. 

Structural information of an image can be defined by those characteristics that represent 

the structure of the objects in the scene, independently of the mean brightness and contrast. 

These measurements are based on measuring of three components: luminance comparison, 

contrast comparison and structure comparison, but in the encryption the lowest value in SSIM  

is the better type in encryption. The SSIM can be calculated by using  the following equation. 

S(x, y)  =  f (l(x, y), c(x, y), s(x, y)) 
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Figure (5.16): Structural SSIM(Z. G., & Mitrevski, P. J. ,2010)) 

Structural similarity index is a combination of these separate components. The SSIM 

index can gain values from 0 to 1 where value of 1 represents maximum quality. 

It is appropriate to mention that the better video encryption is the lowest value of SSIM. 

Table (5.2):  SSIM when AES, DES, Blowfish, and TipleDES are applied 

 frame AES DES Blowfish TripleDES 

SSIM 

A 0.095456854 0.095456854 0.094349742 0.105678543 

B 0.067786887 0.067786887 0.073506318 0.062787369 

C 0.088881433 0.088881433 0.099860169 0.098422155 

Based on visual inspection and the numerical evaluation of SSIM, table (5.2) shows 

DES gives better encryption video quality. 

5.4.3 Video Quality Metrics (VQM)  

Regarding VQM, Kotevski, et.al. (2010) stated that Human eye sensitivity to spatial-

temporal pattern decreases with high spatial and temporal frequency. Based on different 

sensitivity, high spatial or temporal information can be represented with less data and less 

precision, while human eyes are more or less insensitive to the loss of this information. This 

characteristic of HVS is exploited by DCT quantization, which is the base for VQM. The 

values of VQM start from 0 and in real situations can reach around 12. 
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VQM value of 0 represents minimum distortion and maximum quality, but in the encryption 

the highest value in VQM is the better type in encryption.  The system diagram of the VQM 

system figure (5.17). 

 

Figure (5.17): system Diagram VQM (Kotevski, et.al. ,2010) 

It is appropriate to mention that the better video encryption is the highest value of 

VQM.  

Table (5.3): Shows the obtained VQM when AES, DES, Blowfish, and TDES are applied. 

 frame AES DES Blowfish TripleDES 

VQM 

A 21.12600327 21.17166901 21.45413399 21.07658195 

B 23.15967941 22.99813843 22.89849091 23.81027603 

C 21.8660202 21.57479477 21.78812218 21.22340202 

Based on visual inspection and the numerical evaluation of VQM, table (5.3) shows 

Blowfish gives better encryption video quality due to its highest value of VQM. 

5.4.4 Encryption time: 

The time taken to convert plaintext to cipher text is encryption time. Encryption time 

depends upon key size, plaintext block size and mode. In our experiment we have measured 

encryption time in seconds. Encryption time must be less making the system fast and 

responsive. Tripathi, R., & Agrawal, S. (2014). 
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Table (5.4): Shows the obtained encryption time when AES, DES, Blowfish, 

 and TripleDES are applied 

Time seconds 

encryption 

video 

AES DES Blowfish TipleDES 

1 M B 13 sec 20sec 19sec 20 sec 

5M B 62 sec 99sec 114 sec 102 sec 

15M B 286 sec 469sec 438 sec 525 sec 

50 M B 881 sec 1642sec 1790 sec 1593 sec 

100M B 1238 sec 2062sec 2582 sec 3660 sec 

According to the above table (5.4), the performance results show that the Enryption 

time of AES is also lower than the encryption time of DES, Blowfish, and TippleDES. To 

conclude, the performance of AES algorithm in Video  encryption time is much better than 

DES, blowfish and tipple DES algorithm. 

 

Figure (5.18): Time encryption algorithms of videos. 

In a way of conclusion, the study results revealed that DES algorithm is considered to 

be the best multimedia encryption algorithm comparing with the other encryption algorithms 

(AES, Blowfish, and Tipple DES). Thus, these results are gathered based on the last 

calculation of SSIM, PSNR, and VQM.  
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Regarding the encryption time, it’s was observed that AES has the lowest encryption 

time comparing with the other encryption algorithms. Indeed, the researcher concluded that 

DES is the best encryption algorithm in terms of multimedia encryption (video); however, 

AES is classified as the best encryption algorithm in terms of encryption time where it 

consumes the lowest time amongst various kinds of encryption algorithms. 
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Chapter 6 

Conclusion 

This study tackled the several kinds of symmetric encryption algorithm by 

implementing each kind on multimedia (Video) to demonstrate the best technique among 

them. This section summarized the findings that the study discovered through the data 

analysis and implementation.  

The findings deal with various kinds of symmetric encryption algorithm and their effect on 

multimedia as follows: 

6.1 Results of the Study 

1- The study results revealed that DES is the best encryption algorithm in multimedia based 

on quality measurement video (PSNR, SSIM, VQM).  

 First, regarding PSNR, the highest value of PSNR indicates of higher quality 

comparing with videos whom PSNR values is lower. In this sense, DES provided the 

lowest value of PSNR which means that DES is the best type of encryption 

algorithm.  

 Second, regarding SSIM, the highest value of SSIM indicates of higher quality 

comparing with videos whom SSIM values is lower. In this sense, DES provided the 

lowest value of SSIM which means that DES is the best type of encryption 

algorithm. 

  Concerning VQM, the highest value of VQM indicates of the best type of encryption 

algorithm. The lowest value of VQM represents the minimum distortion and 

maximum quality. For the purpose of this research, the highest value of VQM means 

maximum distortion and this is the best encryption algorithm. Accordingly, Blowfish 

recorded the highest value in VQM which means that Blowfish is the best kind of 

encryption algorithm.  

2- Regarding the encryption time of multimedia (Video), AES is considered to be the lowest 

time of encryption. When comparing different sizes of videos; for example, 5MB, 15MB 

and 100MB, it was observed that AES consumed the lowest time of encryption. In 
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contrast, the most consumed time of encryption in video was recorded in Blowfish and 

TripleDES. It’s notable that DES came in between where it provided the average time. 

3- The researcher developed android program that involves all kinds of symmetric 

encryption algorithms simultaneously. Users are capable to select any kind of encryption 

algorithms according to the objective of encryption analysis. This program provides the 

ability to select any video from the gallery, selects any kind of symmetric encryption, 

provides the ability to send the encrypted video to any user and enables him decrypting 

the encrypted video. 
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