
 
 

 

Al-Azhar University-Gaza 

 

Deanship of Postgraduate Studies  

 

Faculty of Engineering & Information Technology 

 

Department of Information Technology 

 

 

 

 

 

ANALYSIS AND EVALUATION OF 

CYBERSECURITY TECHNIQUES FOR SOCIAL 

ENGINEERING  

 

By: 

Sabreen Refaat Hamouda Qwaider 

 

Supervisor 

Associate Professor 

Dr. Ahmed Y. Mahmoud 

 

 

A Thesis Submitted in Partial Fulfillment of the Requirements for the Degree of 

Master in Computing and Information Systems 

 

December – 2019  



 
 

 

 غــــــــــــزة –جامعـــــــــة األزهــــــــــــــــر 

 

 عمـــــــــادة الدراســــــــــــات العليـــــــــــــــا

 

 كليـــــــــــــة الهندسة وتكنولوجيـا المعلومات

 

 اتــــــــــالمعلومـا ـــــــتكنولوجي قــــــســــــم

 
 

 

السيبراني للهندسة  تحليل وتقييم تقنيات األمن

 جتماعيةاإل
 

 

ANALYSIS AND EVALUATION OF 

CYBERSECURITY TECHNIQUES FOR SOCIAL 

ENGINEERING 

 

 :الباحثة إعداد

 صابرين رفعت حمودة قويدر

 

 إشراف:

 مشارك أستاذ

 محمود يحيى أحمد د.

 

 درجة على الحصول لمتطلبات استكمالا  الرسالة هذه قدمت

 المعلومات ونظم الحوسبة في الماجستير

 

  م9102 -هـ 1441





 
 

 

 
 

 

 

]           [ 
 

] :11[ 

 



 
 

THESIS APPROVAL SHEET 

 

 

The thesis "ANALYSIS AND EVALUATION OF CYBERSECURITY TECHNIQUES FOR 

SOCIAL ENGINEERING". 

 

Submitted by 

Sabreen Qwaider R. H. 

Has been approved. 

The University Advisor: Dr. Ahmed Y. Mahmoud. 

 

 

Signature: _______________________________________ 

 

 

 

 

 

 

 

 

 

 



I 
 

Declaration and Legal Disclaimer 
 

 

 I acknowledge that I, Sabreen Qwaider, have written this thesis myself without any helping 

from anyone and the product is my own work. 

 I also confirm that this work has not been presented - in any part or all of it - to any other 

degree, professional qualification or anything else. 

 I further emphasize that this scientific research and its information is the result of my 

research efforts in the analysis and necessary work, except in the case of the inclusion of works 

that formed part of co-authored publications. My contributions and those of other authors in this 

work are clearly indicated below. 

 I would like to point out that this work and its information, examples, and applications are 

for educational and general use purposes. It is not for use for interpretation, legal advice or illegal 

acts. 

 Moreover, these results fall within the limits of the facts and circumstances in which they 

were made, and nothing should be interpreted otherwise. 

 We also disclaim responsibility for the reference in this thesis of examples and instructions 

for doing illegal things. 

 

 

Sabreen Qwaider 

 

 

 

 

 

  



II 
 

Dedication 
 

 

To My Great Father For His Support  

To My Beloved Mother For Her Love, Pray, And Continuous 

Sacrifice 

To My Family 

To All My Teachers 

To My Friends 

 

 

 

 

 

 

 

 

 

 



III 
 

Acknowledgements 
 

 

 All praises and thanks to God for the success and care for me during all stages of my life, 

who gave me strength and helped me to accomplish this hard work.  

 

 I would like to thanks and express my love and appreciation to the most precious of me in 

this world, my beloved parents, who were and still provide psychological and spiritual support to 

me, and their precious calls for success. 

 

 I would like to express my appreciation to the supervisor, Associate Professor Dr. Ahmed 

Mahmoud for his continuous support and encouragement to me throughout this research work. I 

have learned many of his useful guidance during the work on this research to be of valuable 

scientific meaning and appear in this wonderful final form. 

 

 In addition, I do not forget to thank my valued professors at Al-Azhar University - Gaza, 

during my undergraduate’s and master's degrees. 

 

 In order not to overlook the right of anyone, sincere thanks to all those who supported me 

and helped the family, relatives and friends, in the completion of this academic research. 

 

 

Sabreen Qwaider 

 

 

 

 

  



IV 
 

Abstract 
 

 

 The growing utilization of cyberspace from all users with different ages, by both female 

and male, has two aspects of the same coin, good and bad. The first side is to improve life and 

work efficiency, and the second side reveals the privacy of users in public.  

The problem is at the second type, which is the usage without any awareness or understanding 

from the user of his electronic behavior, which has further acute especially after the spread of many 

websites, forums, emails and social media. This misuse threatens the user and the systems he is 

working on, making him vulnerable to cyber-attacks known as cybercrimes or cyber-attacks. As 

cybercrimes prevent users from their privacy, and disperse the integrity of the data. 

 

 This thesis proposes suggestions for Cybersecurity techniques to solve the problem caused 

by cybercrimes. These provided Cybersecurity techniques can be implemented with either simple 

ways, which do not require any complex programming for the mediocre user, or programming 

ones that require a high capacity and knowledge of technology for programmers and security 

engineers.  

 In addition, the thesis provides two comparisons. The first is for the proposed methods and 

tools during the research with the aim of protecting the systems, such as filtering, artificial 

intelligence, machine language, and biometric systems, in terms of characteristics, advantages, 

defects, the size of the companies that can use these solutions, and possible alternative solutions. 

The second comparison is for the systems used to enter buildings, computers or electronic system, 

which some of them are used today, and others that we suggested for use. The conditions of 

comparison were in the size of the companies, small, medium, or large, the characteristics of each 

system, their advantages, disadvantages, and alternative solutions to solve these disadvantages. 

 The proposed cybersecurity techniques depends on the analysis of cyber-attacks and 

cybercrimes, using their definitions and working concept, within the framework of both types of 

attacks that are: the victim assists the attacker unconsciously, and the hacking takes place directly 

on the computers. The latter has two sides: programming piracy, or depending on software 

penetration methods with human unconsciousness. 



V 
 

 The study was adapted using three different tools SEToolKit, Metasploit, and Zenmap, on 

different computers, and experimental websites created with the purpose of experimentation, with 

the aim of examining attacks, and verifying the accuracy and the effectiveness of the protection 

systems used. To document this, a comparison was made that clarifies the characteristics, showing 

the capabilities and features of each tool. 

 

Keywords: Cybersecurity, Hacking, Cybercrime, Cyber-attack, Protection, Network, Security, 

Attack, Crime, SET, Metasploit, Nmap, Zenmap. 
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 الملخص
 

 

 ا هوإنم ،رو الذكوأ اإلناثسواء  األعمار، مختلف في المستخدمين جميع من اإللكتروني للفضاء المتزايد االستخدام 

 تخدمينالمس خصوصية عن يكشف الثاني والجانب العمل، وكفاءة الحياة تحسين هو األول الوجه. وسيئة جيدة واحدة، لعملةوجهان 

 .لعامةل

 حدة زدادي والذي اإللكتروني، لسلوكه المستخدم قبل من فهم أو إدراك أي دون الستخداما في تكمن في النوع الثاني المشكلة إن

 ستخدمالم تهدد االستخدام إساءة. االجتماعية والوسائط اإللكتروني البريد، المنتديات، المواقع من الكثير راشانت بعد خاصة

حيث . ةاإللكتروني الهجمات أو اإلنترنت جرائم باسم المعروفة اإللكترونية للهجمات عرضة يجعله مما عليها، يعمل التي واألنظمة

 .البيانات تكامل وتشتت خصوصيتهم، من المستخدمين اإللكترونية الجرائم تمنع

 األمن ياتتقن تطبيق يمكن. اإللكترونية الجرائم عن الناجمة المشكلة حلت التي سيبراني أمن تقنيات األطروحة قدمت 

 عالية قدرة تتطلب التي تلك أو ،العادي للمستخدم معقدة برمجة أي تتطلب ال والتي البسيطة، الطرق من بأي المقدمة السيبراني

 .األمن ومهندسي للمبرمجين تقنية ومعرفة

 مثل نظمة،األ حماية بهدف البحث أثناء اقتراحها تم التي واألدوات باألساليب تعلقت ىاألول. مقارنتينعمل ب الباحث قام 

 يمكن يالت الشركاتحجم  ،العيوب ،المزايا، الخصائص حيث من الحيوية، واألنظمة الماكينة ولغة االصطناعي والذكاء التصفية

لدخول المباني، أجهزة الكمبيوتر أو  المستخدمة نظمةألل هي الثانية المقارنة. الممكنة البديلة والحلول ،أن تستخدم هذه الحلول

ي حجم فالبعض اآلخر اقترحه الباحث لالستخدام. كانت شروط المقارنة و اليوم،االلكترونية، التي يستخدم بعضها  ةاألنظم

 .العيوب هذه لحلبديلة ال والحلول عيوبه، مزاياه ،نظام كل خصائص، كبيرة أو متوسطة أو صغيرة شركات،لا

 تعريفاتها امباستخد اإللكترونية، والجرائم السيبرانية الهجمات تحليل على المقترحة السيبراني األمن تقنيات تعتمدا 

أجهزة الحاسوب  اختراق يتمأن و وعي، دون المهاجم تساعد الضحية: هي التي الهجمات من النوعين كال إطار في عملها، ومفهوم

المعتمدة على البرمجة، أو التي تعتمد على عدم وعي االنسان واستخدام طرق االختراق  قرصنةال: وجهان لهالنوع األخير . مباشرة

 .البرمجية

 أجهزة على ،Zenmapو ،SEToolKit، Metasploit مختلفة، أدوات ثالث باستخدامتحليل البحثي ال تم تطبيق 

 ستخدمةأنظمة األمان الم دقة من التحقق، الهجمات دراسةبهدف  التجريب، بهدف إنشاؤها تم تجريبية ويب ومواقع مختلفة كمبيوتر

 .أداة كل وميزات إمكانيات تبين ،خصائصال توضح مقارنة إجراءقام الباحث ب هذا، لتوثيق. فعاليتهاو

 لهجوم،ا الحماية، الشبكة، األمن، ،، الجريمة السيبرانيةسيبرانيةال الجريمة، القرصنة السيبراني، األمن: المفتاحية الكلمات

 ، الهندسة االجتماعية.الجريمة
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Chapter 1 

Introduction 

 

 Over the past years, the development of technology in its branches has witnessed an 

increase in the number of Internet users, with 51% of the world's population using the global 

network, or about 3.8 billion user [1]. 

 People have become more familiar with the use of the internet for their permanent dealings 

with sites, social media of all kinds, and chat rooms that connect people from different 

countries together. This enables them to easily exchange files, whether written, audio, video, 

and images at any time or place.  

This development not only stood at this point, but also coincided with the development of 

mobile phones, which facilitated the communication and control of all the machines that man 

deals with on a daily basis through what is known today as Internet of Things (IoT). 

With this surge of technology affecting all categories of users, by age or gender or use, 

technological breakthroughs of computerized devices have increased by different ways of 

penetration, virus transmission, worms, or horse attack. 

Nevertheless, the weakest point in this series is the penetration of the key component of 

information security, the man who uses these machines in his routine activities. 

Consequently, the fraudsters did not stop at that, but studied the human behavior of 

technology through social networking sites, ordinary sites, and even his tendency through 

electronic research to be an effective tool against the unconscious victim of danger. They 

combined human behavior with technological breakthroughs to show what is now known as 

Social Engineering (SE).  

 This thesis analyzes the cyber-attacks associated with SE based on three classifications, 

first the performing party if it is human, or a robot. As for the second classification, it depends 

on the form of communication between the two parties to the conversation, whether it is direct 

or indirect communication, and if it is direct, is it one or two directions. As for the third 

analysis, it indicates the methods of carrying out the attack, whether it is social, technical, or 

physical - depends on the presence of the attacker personally at the site of the event -. In 

addition, the thesis proposes a new classification in the method of implementation, which is to 

be a social technologist. 
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Both the study of first, second, and third classification is from the revised articles. We also 

remind you of the impact of the cyber and social cyber-attacks on the user. 

 The thesis provides cybersecurity solutions to the normal user, companies of various sizes, 

or programmers can use to protect himself or the system he is working on. These solutions 

depend on the method of modifying the behavior of the individual, his style, or in the software 

system, to avoid expected attacks. 

 It also provides a comparison between the methods that can be used during programming 

to activate access to devices, such as password and artificial intelligence. It explains the 

advantages and disadvantages of each, along with a proposal for some alternative solutions. 

The goal is to find out which systems can be used best later. 

 The thesis introduces a second comparison of the elements - devices or humans - used to 

protect entry to various systems, such as the camera, and the biometric system, with an 

identification of alternative solutions that can be used to eliminate faults of different systems. 

We have suggested some new solutions. 

 The last part of this thesis presents methods of working tools that were used during the 

study to apply social cyber-attacks to virtual systems created for the purpose of research. 

With regard to the completion of this chapter of the research, we have explained the problem 

separately, the objectives of the work, and its importance to the user and society. We also have 

limitations, methodology, and structure of the scientific thesis in the following chapters. 

 

1.1 Statement of the Problem 

 

 The lack of knowledge of SE, its importance, impact and usefulness when used by attacker 

who can use what is useful in the service of their personal interests, has caused the person who 

used the machine to become the most dangerous weakness of the machine itself. Such that, it 

made his/her electronic behavior more easy, from penetrating software or hardware, to enter 

the world of the victim, whether devices or data. 

 

 According to statistics at [2, 3], the end of the first quarter and the beginning of the second 

quarter were the most severe on users depending on the showing numbers of phishing emails, 

as shown sequentially in Figure (1.1) and Figure (1.2) below. Likewise, attacks increase in the 
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first month of the beginning of the quarter, as shown in Figure (1.1) below, and decrease in 

the third month. Although in Figure (1.2) below, the attacks on them decreased from the first 

quarter to the second, with a clear increase in the third months of the first quarter and the first 

month of the second quarter. 

 

 

Figure (1.1): Statistical Highlights for 1st Quarter 2018 [2] 

 

 

Figure (1.2): Statistical Highlights for 2nd Quarter 2018 [3] 

 

As well as reports for the same year, shows that payment sites and banks are more vulnerable 

to attack than financial websites followed by Software as a Service (SaaS) / webmail providers 

and file hosting / sharing sites, illustrated in the attached Figure (1.3). 
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Figure (1.3): Targeted Industry Sectors at the 1st Quarter 2018 [2] 

 

 The methods used by attackers to enter unauthorized areas are many, for example: 

Nowadays, the work is not only done centrally between staff inside local company, but the 

employee can work from a continent and the company he works in on another continent. 

Increasing of that leads to the transfer of large amounts of confidential information and data 

over the Internet without taking into account the risk and privacy risk you may be exposed to. 

It is also easy for anyone to trust what cannot be trusted logically. As an assumption that the 

users can trust an anonymous person only by owning the e-mail address and personal location, 

and rely on giving the part information or access to systems. 

Even the devices can be compromised by pressing on attached link sent to the e-mail as an 

authenticated e-mail. 

 The latest breakthrough means today is through a short publication on a social networking 

site. An intruder can analyze and send information for registration to something or 

advertisement link, in relation to what was posted at the social network or at the email status. 

At that way, the person will share all his data and destroy the privacy and confidential. 

Therefore, the purpose of this research is to study different penetration methods on multiple 

websites, not just the method of deception, as well as methods of protection, which can be 

used by the user and do not pose a threat to the other hand. In addition, try to mitigate threats 

to email attacks and associated social networking sites in some way. 
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1.2 Objectives  

1.2.1 Main Objective 

 

 The main objective of this research is to analyze the unauthorized cyber-attacks through 

the user's social behaviors, the details of each method on a case-by-case basis, and the degree 

of compatibility of the target with the method used during the penetration. 

In addition, study methods proposed to produce possible anti-attack measures, and the 

extent to which the possibility of reducing the risk of access to the stage of control of the 

device. 

 

1.2.2 Specific Objectives 

 

 Identifying the seriousness of the cybercrime, cyber-attacks and their types.  

 Identifying the cybercrimes related to human social behavior. 

 Classification of social cybercrimes within types of human, robots or both of them. 

 Suggesting the most appropriate cybersecurity methods to protect the user. 

 Comparing the existing Cybersecurity methods in terms of advantages, disadvantages, 

features and alternative solutions. 

 Encourage users to learn more about the danger of using technology without prior 

awareness of processes that appear as natural processes through the three tools that 

were used in the experiment. 

 

1.3 Significance of the Study 

 

 Cyber-attacks happen on devices in a matter of seconds. According to a study at clark 

school [1], there is an onslaught every 40 seconds of the ransom attack. Cybersecurity ventures 

expects this proportion to drop to 14 seconds for the attack; this is where the importance of 

this study stems. Based on our knowledge, this analysis, comparison, and suggested 

Cybersecurity methods have not been pre-worked. 

 



7 
 

 Firstly, knowing the difference between cyber and social cyber-attacks makes it easier to 

understand the mechanism of their occurrence. 

 Secondly, the social cyber-attacks that occur, come with either human action or 

sophisticated technological technologies. Therefore, analyzing each attack in detail, and 

linking it with the direct cause of its occurrence, facilitates the process of protecting the system 

and finding appropriate cyber security methods. 

 Third, these days development takes place in any of the cyber and social cyber-attacks 

depending on linking it with another attack to form a quirky road, to make the user think that 

this is normal behavior. So, prior knowledge of how to form an attack makes it less likely that 

it will happen the next time, no matter how different the method of execution. 

 Also, knowing the cause of the cyber-attacks, whether cyber or social cyber, enables 

finding effective cyber security solutions, and preventive methods to reduce the risks before 

they happen. 

 In addition to researching preventive solutions, such as passwords and others used to 

protect user accounts, how security levels, weak, medium, or strong, may affect the workflow 

and security of the system used. 

1.4 Scope and the Limitations of the Research  

 

 This research analyzes and classifies social cyber-attacks based on their definitions, the 

method of occurrence, and the causes for their occurrence. 

 The approach of the author during the research is find the main cause of the attack, with 

the aim of finding the best solution, so the focus is mainly on the causes of the attacks. 

 The study depends on the thinking and behavior of both the ordinary user and the employee 

at the company. For the ordinary user, the research does not indicate their gender or age, such 

as the behavior of children - under the age of 18 - and their way of thinking is completely 

different from the adult person, and requires a special study for that. On the other side of the 

employee, his knowledge about hacking varies based on training courses, recent knowledge 

and others.  

 In addition, the study is more comprehensive as both analysis and application have 

occurred on the World Wide Web network rather than the local ones. This is because most of 

the social cyber-attacks occur more and in an influential way on the websites on the World 
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Wide Web, whereas the locality hacking occurs either from a person employed by the company 

directly, or by using the World Wide Web.  

 As well, the research does not refer to any particular websites, for example, some social 

cyber-attacks have a greater impact than others do on either government websites or banks. 

 The research does not focus on the type of attacks that take place on computer operating 

systems such as Windows, disk operating system (DOS), and Linux, or on mobile systems 

such as iPhone (iOS), Android, and Windows Phone. However, it focuses on the types of 

attacks that compare human behavior, since each system has certain characteristics that differ 

from the others. 

In this thesis, we use Windows operating system while working on the previously mentioned 

tools and during the stage of executing the attacks. 

 The study presents the proposed cybersecurity methods in several forms, including: 

- Methodological solutions that people or companies can follow in the work system and 

during the use of the Internet, such as continuous training of employees to protect 

against potentially exposed social cyber-attacks. 

- Examining systems by carrying out some of the cyber-attacks on e-mail and 

experimental websites that we have created for research purposes. 

- Implementing social cyber-attacks using the three tools that we chose. The purpose of 

doing this is to use them as verification and screening tools for the system, not as 

penetration tools. These tools were chosen for reasons including that:  

1. They are the most comprehensive of all types of social cyber-attacks. 

2. Ease of installation on devices. 

3. Ease of use and dealing with them. 

4. All tools run on the most used operating systems, such as the Linux operating 

system, and Windows - except for SEToolKit, which requires you to download 

a virtual environment -.  

5. Nmap has a graphical interface known as Zenmap, which was used during the 

implementation phase.  

6. The most important reason is that they are open source tools so it is easy to 

modify them to suit the enterprise system of any user. 
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1.5 Methodology 

 

 This section illustrates the proposed methodological plan to achieve the intended objective 

of the thesis, which is as follows: 

1. Study and review of previous research and theories on cybercrime, their applications in 

different fields and explain their importance to different information systems. 

2. The study of specialized literature in social engineering - in terms of literary and not 

technical - types, methods and models used from and on human beings. 

3. Study the close relationship between cybercrime and social engineering, and provide 

reasons for the importance of knowledge of it. To study the proposed classifications in 

advance of the types of attacks mentioned, and to know the ways of linking them in real 

life with those attacks in order to facilitate access to the causes of the users of victims of 

hackers. 

4. Analyze the different effects of each of the multiple types of cybercrime and social 

engineering on the average user as well as how to use the intruder to attract his victim. 

5. Based on the results of step 3 we will consider whether we can use this classification or 

make our own classification. Use the analysis results from step 4 to classify social cyber-

attacks. This step will facilitate the process of reaching the goal of cybersecurity solutions 

to protect as much as possible of users' information, data and privacy. These include 

technology-based, human-based, or both of them. 

6. The use of several tools to audit our system and verify the degree of security carried out by 

protection programs, and human behaviors. These tools do almost the same thing as an 

attacker, including cyber social engineering attacks, network attacks and others. After this 

step, we will make a comparison between these tools, showing where the features of each 

tool appear, with presence some reservations. 

7. Present the results of this thesis and propose some development points in the future. 

 

1.6 Thesis Structure 
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This thesis consists of six chapters: 

 Chapter 2 is divided into three parts. Part I presents definitions, theoretical and technical 

foundations of cybersecurity and electronic crime, as well as the goal that, most of the talk is about 

cybercrime. Part II is devoted to social engineering in purely literary terms without technical 

foundations and that it is a two-edged sword in terms of importance and danger to human beings. 

Part III the central point in this thesis work - provides the basis of the relationship between 

electronic crime and social engineering, with the presentation of various types, which will be 

discussed either in general in the thesis or fully analyzed in details later. 

 Chapter 3 introduces the relevant works of what is mentioned in Chapter 2 in all its parts. 

It mentions the most important research and analysis as well as the solutions submitted by 

researchers in recent years. 

 Chapter 4 presents a detailed analysis of some the most common of cybercrime types in 

the Internet that use social engineering as their means, with an annex to the results obtained during 

application. This analysis includes a precise comparison of attacks, to analyze each type of causes 

and ways of occurrence, to be used in the presentation of our proposals to protect against these 

crimes, while comparing the effectiveness of each of these proposals to the user groups used by 

them. 

 Chapter 5 presents implementation of social cyber-attacks using 3 tools, SEToolkit, 

Metasploit and Zenmap, with the aim of examining the accuracy of systems and their ability to 

protect important data, as well as to see if a person is vulnerable to attack, as it is one of the most 

important tools of social cyber-attacks. It also provides many information about these tools such 

as the reasons for choosing them, the operating systems that these tools work on, how to install 

some of them, steps for dealing with others, and their characteristics. The final section of the 

chapter presents an accurate comparison of the three tools, and then displays the summary resulting 

from that comparison, during which it shows the effectiveness, properties, and features of each 

tool. 

 Chapter 6 presents the conclusion and a summary of the thesis and suggests 

recommendations and proposals for the future work. 
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Chapter 2 

Theoretical Foundation 

 

 This chapter is the basic of the thesis. It introduces the cybersecurity concept in section 2.1, 

includes the concepts of cyber-attack and cybercrime concepts in section 2.1.1, and presents the 

difference between cyber-attack and cybercrime as well in addition to a detailed explanation of 

each cyber-attack.  

 In addition, it clarifies the concept of social attacks in section 2.1.2, and clarifies the 

qualities that lead the user, whether novice or professional, to their occurrence. 

 Section 2.1.3 is the focal point of this thesis, which is the combination of cyber and social 

attacks. It explains the steps of the attack, if it is one-step or several steps, and the types of it.  

 Section 2.2 identifies and demonstrates the three different logical classifications of the 

cybercrimes, which depends on the part who executes the attack, the communication form between 

the attacker and the victim, or the essential type of the implementation. 

 Section 2.3 dissects some of social cyber-attacks that significantly happen at this time. 

Some explanatory explanations include varies terms like: the different types of systems, the user 

gender, the age, nationality or the level of education. 

  

2.1 Cybersecurity 

 

 The development in cybercrimes and cyber-attacks is always evolving to deceive the 

victim, and its largest current development is its integration with SE, to pose even threats to the 

normal user of the internet. On the counter side, there has been an evolution to protect systems 

and the user, as it depends on both parties together, which is known as Cybersecurity. 

 Cybersecurity: is a technical and non-technical practice to protect systems, and information 

from digital crimes and attacks [4 - 6]. 
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2.1.1 Background of Cybercrimes 

 

Digital crimes mean cybercrimes or cyber-attacks, not computer attacks, which depend on virus 

attack at almost of the time. At common, both cybercrimes and attack are two sides of the same 

coin, but the difference lies in that the cybercrime falls under both confidentiality, also means the 

privacy that only enables concerned persons access and read information, and integrity that means 

the content of a message or data remains unchanged as it moves from the sender to the receiver. 

Whereas, the attacks come under availability concept, which is concerned with the continuous 

operation of the system, and made it available to users at all times and under all circumstances [7].  

 

 The concept of cybercrime refers to felony -threat- that is committed against the victims 

directly or indirectly, with the aim of causing moral or physical deterioration, as destruction of 

reputation, modifying of data, taking control of system or stealing money, using different modern 

communication networks [8].  

 Despite the multiple definitions of cybercrime, the goal is one, exposing the security of 

data and information. Therefore, the security department of any company must protect the 

confidentiality of the data, whether during the transfer between the parties or in the stage of storage 

on the devices.  

 

To know how to protect the systems and users, we must first know the types of cybercrimes [9, 

10] and the methods of its occurrence, which are as follows: 

 Man In The Middle (MITM): It is the attack, in which the attacker deceives both the sender 

and the receiver by communicating with them [11, 12]. As shown in Figure (2.1) below, 

the attacker is in the middle of the connection, where he receives and sends the messages 

between the sender and the receiver. Both parties think that they directly talks to each other 

and the connection is secure, but it is not. The attacker may not change the message if the 

target is eavesdropping only, or change it if his purpose is other than deception, extortion, 

theft, or others.  
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Figure (2.1): Illustration of MITM Attack [13]  

 

 Brute force attack: It is an attempt unauthorized access to the other account, through guess 

the user name and password, both or either of them, through trying a general bunch of 

assembled characters, numbers, symbols together in several attempts that are entered into 

the account. 

So that the hacker has to experiment with countless possibilities if the password is large, 

which predicts easily or hard to get the right word. Whenever the password is small, the 

number of possibilities is less, and the less time it is obtained. 

 

 Dictionary attack: It is a kind of brute force attack, which tries to obtain reliable 

information for those who are not authorized to obtain it. 

 The attack depends on multiple attempts of words to enter the system, and often the 

hacker first tries to rely on common words in the entry, which depends on the ease of entry. 

The more common the words are, the more the number of attempts will depend on them, 

and the time as well. 

 In order to make it easier for the hacker to take this step, it is based on another 

principle: the effectiveness of this attack is higher by obtaining more information about the 

victim [14] and what the desired goal is (and this is often done with SE attacks). 
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 Distributed Denial of Service (DDoS): It is a powerful tool to harm a company's network 

or server, in order to prevent the original users from accessing to the available services, for 

a temporary or unspecified time. As shown in Figure (2.2) below, the attacker sends 

excessive messages, often containing invalid references, at the same time from unique 

addresses controlled by one device to the victim, which is often one device. This attack is 

especially used for types of financial extortion such as banks and credit cards. 

 

 

Figure (2.2): Illustration of DDoS Attack [15] 

 

 Potentially Unwanted Program (PUP): It is a kind of undesirable software for the user, 

which is installed with the original software, and can be classified into two types of adware 

and rogue. 

 While most of these programs are malicious to the user, some are useful in use but 

they are annoying. These programs are shown to the user as funded ads that are more 

common in search engines, programs that are downloaded on mobile, or those that need 

internet during their use.  

 As mentioned in [16, 17], PUP forms are multiple, including ad-injection, ad-

replacement, pop-ups, and pop-unders. 

 

 Malware:  
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 It may also be called Spyware, Ransomware (as cybersecurity) or Virus (old 

definition).  

 It is a cyber-attack that is formed in the form of a malicious program, which is 

installed in the victim's device, usually without his knowledge, to carry out certain 

activities. It depends on the instructions that a computer makes when opening a particular 

program or email [18], at a specific time.  

 Although similar to the definition of both Malware and PUP, it differs in terms of 

installation or distribution. 

 As malicious software is installed without the user's knowledge, inside his own 

device and this is known as silent installation vectors. PUPs are downloaded after the 

consent of the user (either consciously or unconsciously) because in this way they are not 

harmful to the reputation of Anti-Virus (AV) vendors. 

 

 Phishing in cybercrime: A type of attack by which the attacker tries to control the victim's 

devices through a fake email, link, or website.  

 Normally, this type of e-mail is not marked as a spam e-mail [19], but the user 

teaches the system as a phishing e-mail, the user is fooled, and follow the information and 

orders.  

 

 Hacking: It is a human attempt to prevent the illegal access of indigenous programs and 

data [20].  

 The term Hacking today is no longer frightening, since in terms of use, people are 

divided into two main parts:  

 White Hat Hacking (WHH) -Ethical Hacking-, where program owners employ 

good hackers to break through a system project and then resolve this hacking in order to 

maximize the program. In contrast, Black Hat Hacking (BHH), in which the pirate enters 

the devices and programs of others for destructive purposes, whether material or moral. 

There is a third type, but not so famous, which is the Gray Hat Hacking (GHH), which 

takes the middle position between the two basic types. 
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 Botnets: They are one or more compromised computers that are controlled from a master 

computer that is called Botmaster. The control process is automatic and this is shown by 

its name derived from the Robot. 

 Weaknesses are exploited by using some methods such as exploiting software gaps 

and SE to get the victim's device, and then sending commands from the master to the rest 

of the control devices to execute them through channels, which are called Command and 

Control channels (C & C) [21, 22]. 

 The authors of [22] remind the vast majority of botnets are based on the use of the 

Internet Chat Protocol (IRC), which has been designed to run large social chat rooms. 

 

 Cyberstalking: It is the form of cyberbullying, which is the frequent use of the Internet to 

harass and hurt others; it is similar to bullying in real life.  

 Online bullying can occur via telephone, e-mail, or social media. It can be seen in 

several forms [23] such as identity theft, data destruction, sending viruses as infected file, 

spreading lies, insulting statements about the person or family, spreading hate and inciting 

terrorism, or the victim's electronic tracking. 

 It may happen to anyone at any time during 24/7, due to the fact that many sites do 

not make much effort and time to verify the credibility of their members. 

 

 Misusing personal information (Identity Theft): It is the use of a person's identity other 

than his or her original identity, in other words impersonating the victim, in order to deceive 

a certain group of people or all people in general, for a short period of time - often - or long 

- in cases of major crimes. 

 The identity may be a user name and password, a person's ID, driving license, bank 

credit card, or even a person's voice ID.  

 Since there are multiple types that a person can pretend to be another person, the 

methods of obtaining them are also multiple. The simplest is to be written on paper, or 

portable in a wallet [24]. However, the most complicated way is to obtain data from the 

victim’s personal email, hacking his/her personal computer, or possibly stealing the 

computer itself. 

 



18 
 

 Online Scams: They are basically annoying emails, mostly in the form of ads or spam, that 

vary by type of fraud. For example, if the hacker gets multiple emails for people in a 

particular country, which is known to have increased unemployment or an incidence of 

poverty. The crook sends e-mails with a fictitious job for these young people or unrealistic 

financial fraud as rewards to fix malicious software, or other processes of victim fraud. 

 Online romance scam is one of the highest rates of fraud [25] in this genre, which 

emerged in 2008 and is still present. Where the fraudster starts his way of online dating 

and then swears the victim with huge sums. 

 Also, known fraudulent e-mails get a huge legacy of someone from the same 

victim's family, but they are often rare because the fraudster must know the victim's last 

name. 

 

 Exploit Kit: It is a code resides in the back view of trusted programs, such as programs 

Adobe Reader, Flash Player and Java [26], that the average user downloads on the 

computer for normal use [27, 28].  

 This code or file containing the code is written specifically to take advantage of the 

holes in the user's computer for multiple fraud purposes, which ultimately aim to control 

the user's computer. 

 

 Ransomware: It is a type of malicious software that infect a victim's devices by deceiving 

them, often with unwanted e-mail "spamming or phishing e-mail", by encrypting the files 

in order to ask for money to deliver the decryption key [29]. This type of attack often uses 

a Trojan horse [29] to download malicious software on the victim's machine. This program 

immediately encrypts the target computer, files or some important files, and then sends the 

victim a message asking for money to deliver the decryption or decryption key directly 

from the striker. 

 Nowadays money is delivered via electronic money as a Bitcoin currency, because 

it cannot be tracked, so the offender cannot easily be reached. 

In this sort of offensive, which evades malicious software from virus protection programs 

on victims' devices, targets companies and organizations whose files are very important 

and confidential, as well as the victim community needs to get them as quickly as possible.
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 This type is represented by universities, as there are many departments that operate 

on the university system and therefore are vulnerable to protection against this type of 

attack. In addition, government and medical institutions that always need immediate access 

to data. There are also law firms that always have secret and dangerous files, especially 

those that deal with issues with the government or institutions with a large and influential 

organizational structure in the country's economy. 

 

2.1.2 Social Engineering 

 

 Social engineering does not mean dominance and controlling the human mind, as some 

believe, but it is to build an environment closer to idealism to increase the responsiveness of the 

responding person to what the attacker wants him to do. 

 

 Social engineering is defined in terms of information security is the easiest and the 

simplest way to obtain classified information about a target, without the need for special 

technical attack methods, but by the weakest factor in the organization -employees-. 

 

2.1.2.1 Human Behavior Used in SE 

 

 The linkage of real life with virtual one is exaggerated, from different age groups – in any 

level of education - without security awareness, making it easy to get information - regardless of 

purpose - without the need for complex software technologies, but depending on how effective the 

hacker uses any principle of SE [30, 31], which is defined as follows: 

 

1. Familiarity (Liking): The admiration and inclination of the thing is by curing the emotions 

and feelings of the target person. For example, No one wears something he/she does not 

want, eats something he/she does not want to eat, or be emotionally comfortable with 

people he/she does not accept. 

Therefore, hackers, marketing experts, User Experience (UX) and others have relied on 

creating the environment and the factors that the customer values to achieve the principle 

of admiration, persuasion and purchase. They may be like a charming place, a distinctive 
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website with beautiful colors, modern technological features, a beautiful fashion model 

(male or female), or even a person loved by the public. 

 

2. Social proof (consensus): Some people do what others do without considering the 

reliability or credibility of the order.  

 For example, a credible person nominates a program that deals with fake 

certificates, or has internally installed Trojans horse. In this case, a large number of people 

who trusted the first person and believed that this program was safe, their devices would 

be damaged without their knowledge. 

 

3. Scarcity: In the principle of management science, scarcity in the thing generates the 

demand for it. If you want to sell a product or raise the price of something, you should 

reduce its quantity or make limited offers for limited periods only. 

 

4. Authority (Influence): People tend to obey power even if the orders against the mind, the 

rationale, or the harm of any kind, to reach multiple goals, such as the experiment by the 

psychologist at the University of Stanley Milgram [32] on obey the characters of power. 

The psychologist found that a very high proportion of men would obey orders and 

instructions directed at them even if they were contrary to their conscience.  

 

5. Adherence / Non-binding automatic compliance: People are committed to what they 

have said or written without change, even if the source or motivation changes, with the aim 

of proving that the basic idea of pledge corresponds to their own image. Others may know 

that people act and obey orders directed directly or indirectly at them, without guarantee 

of the occurrence of what is required. 

 This is evident in the fact that some companies obligate employees to sign 

employment contracts whose conditions are to work within certain hours as provided by 

law, while allowing the company to take the appropriate punitive action in case the 

employee violates the orders. In the event that the employee's refusal to work extra hours 

without pay is the case of applying the appropriate penalty from the point of view of the 

institution. Another example, that some marketers make the customer close the window by 
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pressing Register Later button or if you answered No to a question such as if you want to 

upload your personal photo on the site, you are not eligible for this request. 

 

6. Reciprocity: This principle is based on the theory of "Good cop / Bad cop" [33] which is 

defined in some way as the belief of treating, using or exchanging thing with others 

depending on what they have done first, for mutual purposes.  

 As an example, a state donates money to another country at a time of political 

disaster, to return the second known state to the first state by sending its soldiers in a war 

to support the first state. 

 

Through the concepts of cybersecurity and SE, and what we have referred to in the general 

principles that are used and have an impact both in their original world, we will now identify the 

concept of cybersecurity through social engineering, and what principles have assembled together 

and used to attack the opponent.  

 

2.1.3 Cybercrimes in SE 

 

 Cyber-attacks carried out using SE are defined as intentioned or unintended threats directed 

at the target through the use of technological methods that have been left with a human or non-

technical nature.  

In other words, it depends on implementing technical methods on systems, by misusing the 

victim’s social behavior. These technical methods are intended to be cybercrime technologies, 

such as those described in the first section of this chapter, which represent the second threat to the 

destruction of computers after human element has been overcome in Cyber Social Engineering 

attacks. 

 From the previous definition, we find that: 

 

 The attacks were carried out by the enemy at: 

 

 One time, which is known as Hunting: where the correspondence is sent from the 

attacker to the victim to achieve the desired goal according to the steps (collecting 
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information, identifying the victim and his preferences, developing the relationship 

with him, preparing for the target and finally carrying out the goal). These steps 

may be prolonged or decreased depending on the victim's concern and alert to 

security information. This method is the most common in the attacks because it 

ensures the minimum communication between the two parties, since after the 

implementation of the goal, the connection is disconnected [34].  

 

 Multiple times, this method is known as Farming [34]: The attacker is not intended 

to carry out only one attack, but continues to exploit the victim of several attacks, 

and rarely used in SE. 

 

2.1.3.1 Steps to Perform Multi-stage Attack 

 

These methods, especially the process of farming because it needs a long period of time, are a 

specific approach based on several steps of collecting information, developing a relationship with 

the victim or increasing knowledge of the target technical system, exploiting this relationship, and 

finally executing to reach the goal [35, 36]. We will explain each of them separately below, as 

follows in Figure (2.3):  
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Figure (2.3): Steps to perform a Multi-stage Attack 

 

1. Collecting information: The methods used for burglary are vary according to the target. 

The hacker determines his target, how to reach it, and then starts collecting information 

about it. If the target is a website, for example, he studies the code that was made from it, 

and understands the programming method that was used. He may also look for loopholes 

in the code, such as if the programmer forgets to erase the user and password used during 

the system-written scan process. More than that, such as knowing the programmer himself 

or the company programmed the site, this information makes it easier for the hacker to 

know the way it was used in programming. 

Insomuch as it is an organization, the fraudster collects information about the 

people working in the organization, where the low levels of security in the system, so that 

he can enter the institution or one of the branches of electronic systems to implement its 

scheme. 

 

2. Developing a relationship with the victim or increasing knowledge of the target 

technical system.  

 It is possible to develop the relationship when the goal is directly related to humans, 

in one of two methods: by recognizing the victim either automatically or personally.  

When it is recognized electronically, through the site that used to communicate with him, 

and then can extend that until the meeting at real life. If it is personal, the attacker has 

personal knowledge and a live connection with the victim, such as being a coworker or 

neighbor in the same neighborhood. However, if the goal in this case is the technical 

system, this step by knowing the hacker all the gaps in the site, to take advantage of them 

later. 

 

3. Availing this relationship 

 In this step, the attacker takes advantage of what he has achieved in the previous 

two steps, from building complete confidence that enables him to move easily and 

without doubt, and paves the way for the next step, the implementation of the goal. 
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An attacker can perform some hidden operations that the victim may not do in his account, 

such as creating a new account with the same administrative powers, or modifying some 

internal data in the system that will have the effect of facilitating the later execution of the 

target. The assailant may also be able to inject the system with a virus code to retrieve data 

or stop the site after a specific event he performs during its completion to perform the task. 

 

4. Accomplishing the goal 

 This is the phase in which the crook performs what he has sought from the 

beginning. He starts implementing the final step by using what he has built, especially in 

step 3, to get the goal of stopping the electronic system, hacking his coworker's account, 

misappropriating - purloin - company funds, or even sending threatening or penetrating 

messages to other people's accounts - As a start to another plan with a larger goal. 

 

These basic points are used in cyberspace operations based on SE. However, internal steps differ 

depending on the objective as we have already indicated, and may be further increased as 

secondary steps. Therefore, the number of primary or secondary steps of an attack depends on its 

classification, which appears in the internal context of the definition of cybercrime in SE as 

previously reported. 

 

2.2 Classification of Cybercrimes in SE 

 

 Classification of cyber-attacks differed depending on the actor, the method of 

communication between him and the victim or the method of implementation of the basic, and 

many other classifications. The following is an explanation of the three basic classifications of 

attacks, which used in this thesis. 

 

 In these attacks, the opponent can make them classified in several ways; we will indicate 

some of them as follow, after the illustration of them in Figure (2.4) below. 
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Figure (2.4): Classification of cybercrimes in SE 

 

 First Classification: the part who carries out the attack. 

o Human-based (Face-to-Face or Closed-Interaction): means a dynamic interaction 

between the individual, the attacker and the intended victim, to complete the goal 

of obtaining sensitive data or passwords with ease [37, 38].  

Where the interaction between the attacker and the person targeted to carry out the 

attack, in the sense that the communication is from person to person either directly 

or indirectly. Such as spoofing and interacting with employees, directly contacting 

the victim and circumventing to take sensitive information or a password for a 

system, or perhaps tapping a conversation between people who does not have 

permission to attend the conversation. 

o Technology-Based (Robots / Computer-Based Attack): The attacker in this type 

depends on automation [37] or computer software programs [38] to interact with 

the victim rather than him, and may need human intervention in some steps.  

However, the efficiency and effectiveness of the attack depends on the persuasion 

of the speech delivered during the interaction by text or voice messages, as well as 

on the strength of the program used to penetrate or malicious program that is 

injected to install on the victim's device. 
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 Second Classification: the form of communication method between the attacker and the 

victim. The attack may be either direct or indirect, if direct it may be in one direction or 

two, we will explain each of them below. 

 

o Direct: It means that the connection between the attacker and the victim is direct 

and without any intermediary party. The two sides of the conversation can be two 

people (the attacker and the victim only as we mentioned) or more (from both 

sides). It is worth mentioning; that this connect takes one of two faces, either one-

way communication (Unidirectional) or two-way communication (Bidirectional). 

 

- Unidirectional (One Direction):  

Means that the attacker communicates with the victim in such a way that 

the victim cannot respond to the message. Examples are many, including: 

Sending messages by phone with an unknown address that has a link, which 

leads to penetration by clicking on it. A caller with an electronic robot, tells 

the caller to press a number button to enter a specific section where he or 

she will receive gifts or something else, or perhaps a No-reply email [39] 

with content leading to the attacker's goal of penetration. 

 

- Bidirectional (Two Directions): 

Means that the attacker communicates to the victim and the victim can 

respond in return. This type of communication may result in long-term 

contact between the parties. Where the first party initially earns the trust of 

the other party, to reach to the goal of either obtaining information or 

making it perform some of his work. This method often used to do phishing 

[40] attacks using e-mails. 

 

o Indirect: Means that the contact between the attacker and the victim is using some 

physical media. Such as UBS left next to the victim's office, or possibly an 

unreliable website [39] that contains some of the requirements of the pre-fitted 

victim that attracts him. The parties of the conversation may also take an individual 
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body for a person, a victim, an attacker, or a group of people on both sides, but the 

difference is that this type is mostly dependent on the physical medium. 

 

 Third Classification: Basic method of implementation. 

 

o Social-Based: Means that the individual -attacker- has relationships with the victim 

through social media [37, 41], which are usually present in real life, but that is 

unconditional. The attacker exploits the techniques of social psychology, such as 

those described and explained in details in the previous section of this chapter, 

which curiosity in the human is one of the most dangerous as the use of attackers 

is based on them. Depending on such emotions and feelings, the benefits of a 

person's trust are acquired and information is then learned through these networks, 

which is called Social Capital [42]. The most successful attacks at this type are 

baiting and phishing. 

 

o Technical-Based: Consider using technical methods to extract sensitive information 

from a website by using simple tricks such as relying on the fact that most users 

rely on the same simple password for many web-based or complex accounts such 

as hacking methods. 

 Not only that, Data-processing algorithms are being used to extract 

information, such as the Maltego1 tool [41], which relies on collecting data from a 

variety of web resources, such as very rich social networking sites. 

 The name, address, workplace, phone numbers, hobbies, favorite food, 

favorite friend's name and other things are extracted from many different online 

sites. These information may have been used as answer to a security answer to reset 

the password for a system if it is lost. 

 

o Physical-Based: It refers to the use of physical approaches [41] and actions in order 

to obtain information from the victim. 

The use of physical methods does not mean that the attacker uses physical force on 

the user. However, it is intended that the attacker uses his physical structure and 
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physical methods in this type of attack, such as searching the bin of the victim's 

computer if the attacker is a member of the company or has access to the target 

computer in any way, or dumpster diving, which is one of the SE attacks. 

 Other examples are that the attacker peeks the victim during typing the 

credit card number and password, or obtaining the password from the victim's 

notebook is one of the ways that are known as examples of the attack. 

 

Two or more classifications may merge together to form a new type, such as a Social-Technical 

attack, or another, to be a deeper and stronger attack than the primary one. 

 

2.3 Cyber Social Engineering Attacks  

 

 Based on the definition of cyber SE attacks, we found that they must have little 

technological methods, such as those used in cybercrime, to execute it and have good benefits. In 

addition, the methods used in the application of SE in cybercrimes are numerous. The main and 

known behavior has been recalled - even if not conventionally known - as follows: 

 Figure (2.5) below shows that fraud can be classified as type of fraud to (phonetic, textual), 

depending on the target category of victims (open, specific), by job title (executive staff, executive 

officers), or by Fake website.  
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Figure (2.5): Phishing Attack Types 

 

1. Phishing:  

It is an attempt by the attacker to deceive the victim in order to obtain sensitive information 

[31], such as the user name and password of a bank account or a system, home address, 

insurance information or a password for a system, which contains confidential information 

of interest to the attacker via digital communication like e-mail, websites or social 

networks. 

The most important characteristic of this type of fraud is that it targets a large amount of 

people in the smallest possible area. It also does not contain any information specific to a 

specific destination of the sender. However, the victim is fooled by the fraudster, so how? 

 The victim cannot make such a grave mistake if there is no confidence in the 

attacker, and that is what the attacker is doing. Where the point of trust and accurate speech 

in the text message addressed to the victim via e-mail, mobile phones, or social networking 

sites, to gain confidence and then reach the desired goal. 
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 Examples of some of the different patterns of these messages are that they may 

come from people - the attackers - who were working or still working in the same position 

we know so we trust them, or perhaps have nothing to do with it, but what made us trust 

them is the signature at the end of the letter. Where the attacker changes something very 

accurate to seem real, and this is the most dangerous species because we cannot compare 

each time if everything is as original or not.  

 

2. Deceptive phishing: 

 The fraudster tries to obtain the victim's private information by sending him a 

phishing email [43]. 

The scammer can send hundreds or even thousands of e-mails through this type to people, 

hoping that the victim does not notice the booby trap and re-connect or re-register data as 

instructed by the deceptive. 

 This type does not require much effort from the fraudster or trying to get accurate 

information about the victim; it may study the property of an area, such as a country with 

a high unemployment rate, and sends specific random emails this region only, so it is the 

most widespread of all types of phishing. 

 

3. Spear phishing:  

 It contains the same concept of phishing attack, but it is more accurate. Where the 

attacker targets certain people, may be one or more, but not as large a class as his 

predecessor [31]. 

Therefore, the attacker needs to do a thorough preliminary research about the target 

person, so that the message contains accurate points, which make the victim does not doubt 

the final and directly open the message and interact with it, by clicking on the links, 

download attachments, or reply to the message. 

For example, an attacker being a friend of an employee of a company, known as 

simple information about the company and its course of action one day, he will email his 

friend or any of the employees of that company during the zero day of the security team, 

also known as an independent attack called a Zero-Day (ZD). 
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ZD is a cyber-attack that occurs when an error is detected in a personal computer, and 

mostly in a company's program or network. Bad people exploit this error before it is 

repaired. This may sometimes cause the fault not to be fixed permanently, causing 

significant damage to the company. The rate of occurrence of this attack is higher during 

the day of maintenance of the company’s hardware and software [44]. 

During this day, attackers send their malwares to the vulnerabilities that have been 

detected, to apply the work to a real hardware. They wait until a certain file is opened to 

see if the environment in which the infected system is working is real or virtual (as 

sandboxing). As they study the environment, if the mouse is moved or typed using the 

keyboard, the attacker knows that the system is a human being and not a robot and this 

environment is important to him, so that it starts to activate its bad behavior. Otherwise, 

the malware stays in a waiting state that may last up to weeks. 

 

4. Voice Phishing (Vishing or Phone scam Social Engineering):  

Phone Social Engineering attacks refer to the use of voice over the telephone to obtain 

confidential information about the user and affect his or her privacy [31, 45].  

For example, the victim giving his / her private information by filling out a questionnaire 

over the phone, to a person who claims to be an employee of a company that the victim 

deals with, such as an insurance company. 

 This type of attack came from both words Voice and Phishing that is why it is 

Vishing. Vishers can use either the telephone or the Voice over Internet Protocol (VoIP) 

system to complete the attack but they often choose VoIP system. 

 In this type of attack the sound is relied upon and some other side effects that lead 

to the target. Such as a girl using a sound clip to cry a baby, as a side effect, when making 

a call to the insurance company, for example, claiming that she is the victim's wife and she 

needs some information right now but she cannot find it. 

 When contacting the staff of the Fraud Assistance Section in particular to obtain 

the information of a special customer called Impersonation on Help Desk attacks [37]. 
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5. Robocall attacks: 

 They are used for phishing swindles via devices to spread unwanted phone 

messages called Autodialer [46]. 

 Autodialer is a device or computer program that automatically connects to a set of 

phone numbers stored in it, to communicate a message, which is often interactive, using 

VoIP. The VoIP player has many functions such as voice mail and SMS (Short Message 

Service) delivery, customizable caller ID, interactive voice response, text to speech, and 

more. These characteristics properties are in the phonetic scam. 

 Robocall's main legitimate objective is to do promotion, sell services and products, 

and solve tax problems in some countries. However, the attackers have used it as a tool to 

do rapid frauds, so the victim cannot think clearly and respond quickly to the robot. 

 These attacks are the most difficult to get rid of, once the response to this category 

of communications, the victim's number will be stored in the attacker's devices, and will 

not be disposed of despite the prohibition [37], because the attacker will change the visible 

number of the caller each time connected, using the VoIP techniques, previously 

mentioned. 

 An example of a Robocall attack is a cluttered connection like a bank, to confirm 

if the victim has spent money on his credit card to buy something. If the answer is No, ask 

him to re-enter the card number and password to complete the verification. 

The resemblance between this attack and Vishing attack is the use of human voice in the 

process of deception, as well as the use of VoIP system. 

However, the difference is that in Vishing attack, the caller is a real person who can 

naturally interact with the caller and answer in logical ways, but in the Robocall attack, it 

is made from a robot that uses a pre-recorded voice of the vishers, and if the message has 

a response to a query, the answers are often illogical. 

 

6. SMiShing: 

SMiShing attack is a type of phishing attack that uses text messages. Its name is a brief of 

-SMS phishing-; that shows why it is specific to the attack through mobile phones [45]. 

The attack is based on persuading the victim through a few words to click on a link, which 

causes harm to him. 
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 These are often messages that are annoying to the user; however, they evade 

catching spam programs by making their identity as a trusted authority such as a bank, or 

an interactive message between the attacker and the victim such as contest messages. 

As an example, the attacker sends a text message as a bank asking the future to enter his 

credit card number to confirm it, as the bank has done maintenance and lost some data. 

 

7. Whaling attack: 

 It is the deception of individuals with senior management positions in companies 

or higher-value, who are called Big Fish [37], such as chief executives mostly. 

Information that you can be obtained from big-fish people are the greatest valuable, 

because it aims to obtain sensitive information about access to the accounts of the chief 

financial officer of the company, which differs from obtaining information from a regular 

employee. Therefore, the search for information about the victim is greater and more 

accurate than any other type of deception, as well as the information that is tricked by the 

victim is more accurate and effective in persuasion than others. 

 

8. Business Email Compromise (BEC) Attack:  

 This breakthrough can be said to be the second step to fool the Whaling that has 

already been discussed. It takes care of communication with financial sources such as 

banks [37], through any other means of interaction that does not require the vital interaction 

between the person and the bank, which is usually e-mail, on behalf of the Executive 

Director [47] who obtained his information in advance. 

 This type is dangerous if there is no specific supervision from banks or from the 

company to prevent financial transactions via e-mail. 

 

9. Fake Website Attack (Fake Software Attack [37], or Tabnabbing Attack [48]): 

 It is a type of Phishing attack [48] that is created by creating mock sites, which are 

a replica of a well-known site that has a very large number of visitors, created by the 

attacker to obtain the password and traffic or data for customers who trust the primary site. 
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 These sites may be a site for online banking, sites designed to pay via credit cards 

for purchase and payment online, or social networking sites like Facebook, Twitter, and 

Instagram. 

The victim is fooled by his preoccupation with another site [49], where he sees the 

resemblance of phantom delusion with which it usually opens in general form without 

regard to the fact that the link is longer than the habit or contains some letters and symbols 

that are unusual for the eye. 

 

10. Baiting (Trojan Horse, or Road Apples) Attack: 

Baiting attack is one type of cyber-social attacks, in which the attacker depends on the 

curiosity of the victim for something unknown and may also be attractive, inside it 

detrimental malicious program targeting the required platform. 

 This anonymous thing may be intangible and related to electronic acumen such as 

a link to get free gifts, after pressure from the victim leads to download malicious software 

targeted to his computer. Perhaps, as well, downloading music or video from an unreliable 

site that performs the same purpose. Downloading or updating device security software 

against viruses that maliciously open the attacker's gateway for him to achieve his goal. 

Downloading or updating device security software against viruses that maliciously open 

the attacker's gateway for him to achieve his goal. 

 

It is also possible for this type of attack to depend on materialism -physical- as road apples 

[37] or an apple in the way, which is the other name of this attack. Where the apple is a 

Compact Disc Read-Only Memory (CD-ROM), hard drive or Universal Serial Bus (USB) 

flash driver left in the company's corridors or on an employee’s desk, curiosity is made by 

the person to find out who is returning, so he inserts them to the computer in a sound 

structure, but quickly return to harm. It could even be a gift from the attacker to the victim, 

for example a computer accessory, as a keyboard embedded in malicious commends [31] 

for execution as soon as it was connected to the computer, but that would require high 

technical knowledge from the attacker. 

 However different its methods, this attack actually acts as a Trojan horse, an 

internal attack, a majestic phenomenon, but its interior is devastating. 
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From that we conclude that the pretext attack is the first and original scenario of the 

occurrence of impersonate attack, during which the identity of users is obtained by what 

is known as identity attack, to occur by many different attacks, such as: A Quid Pro Quo 

attack, which we see in Figure (2.6) below. 

 

 

 

 

 

 

 

 

Figure (2.6): Illustration of How a Social Cyber-Attack is taking place 

 

11. Impersonating: 

It is a non-technical social engineering attack that the attacker impersonates someone else, 

whether by stealing someone's identity or by identity fraud, in order to carry out some 

attacks as Pretexting, Quid Pro Quo and Piggybacking attacks [6] that deceive the victim. 

It is divided into several types, the most important of which are office assistance services 

on the telephone. These attacks are called Impersonation on Help Desk attacks, or Vishing 

attacks, which has already been defined above. 

 It should be noted an important point in the concept of impersonate is that there is 

a difference between identity theft and identity fraud, who enter somehow in a method and 

goal as well as the penalty of plagiarism which is the first step in any social engineering 

attack within the cyberspace domain. 

 

In the process of research in scientific papers, as well as in some international laws such as 

American law, we found that identity theft was defined as the intentional use and without 
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prior authorization of another person's identity. It is for the aim of committing, assisting or 

even inciting to commit a crime as illegal activity, which this is an infringement of local, 

Federal, or any other applicable law [38, 50, 51]. It is not a social engineering attack in 

itself. 

 These data include name, gender, social number, credit card, study information, 

home address, workplace, any numbers or confidential information, and other data. 

As for identity fraud, it already has many aspects, but the most confident concept is the use 

of stolen identity data in the process of fraud, and stolen identity can be a dead person, not 

only the living, and may extend to the process of fabricating identity data of people who 

do not actually exist in life. 

 Nevertheless, there are many crimes that have not been mentioned in some laws, 

but they are part of a term called identity crimes, and they are the biggest umbrella, which 

guarantees both identity theft and identity fraud. 

It is natural that words increase the amount of data the attacker gets from the target, the 

more dangerous it becomes. 

 

Online identity criminals do not steal the same identity but use it to obtain the person's 

money or to provide loans from the bank that do not require high guarantees, such as the 

United States daily loans that require only the email address of the person [31].  

 The victims are only known when the representative of the bank comes to ask for 

payment. 

 

12. Pretexting: 

This non-technical social attack is the construction of a credible scenario and an 

unquestionable story, using the confidence between the attacker and the victim, from his 

knowledge of the victim and his personality. The goal of the attacker is to know information 

from the victim using the method of urgency or to do something by using his weaknesses 

in fear and threat without legitimate grounds [36]. 
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13. Quid pro Quo:  

The meaning of this attack comes from its name, which refers to something for something. 

It is a promise, explicit or not, of the attacker to perform a service or benefit - Counterfeit 

- in return of sensitive information [6, 37, 52]. 

 This attack is similar to the baiting attack in terms of the basic concept that the 

attack is in the service, although the yield is different as the first one is in the form of 

service but the second one is mostly in the form of a good. 

One example is that a person asks for an employee's own access information for specific 

research purposes, so it is easier for him to process malware, if his goal is long-term, or to 

get the information requested directly. 

 One of the most common types of attack, when combined with an impersonation 

attack, is certainly a greater threat if the impersonator is a person from within the company 

or hardware maintenance department. Depending on his or her trusted position, or who is 

impersonated by a trusted person in the company, the employee may ask the company staff 

to install a program or stop the antivirus block to update a system on the computer. 

 In addition, exclusive examples are programs that rely on personal fingerprint 

access. For example, if information is very important and cannot be accessed by all 

employees, the attacker will have some tricks to get someone's fingerprint to access this 

information. Such as serving a bottle of juice and then apologizing and changing it to 

another after being touched by the required person, and gets the fingerprint so the 

attacker can enter his account. 

 

14. Tailgating:  

Physical access [37] are other names for the same attack involving entry into a restricted 

area by using a secure door or the method of forging identity. One example in everyday 

life is that an attacker will follow someone who has a pass to the intended building before 

closing the security gate [6, 37]. 

 Most companies of the middle or lower level are caught in the trap of this attack, 

as the security enhancements can be somewhat incomplete or the attacker can speak kindly 

and courtesy to carry out his mission [53]. He can also identify a fast deliveryman and ask 

security for temporary entry into the intended building, or even disguise himself as a new 
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driver in the company and ask the security to allow his passage in a nice courtesy, and that 

he has forgotten or lost the entry card. He may be able to enter his intended location in the 

company during a day of interviews for new jobs in the same building. 

 One of the common cases nowadays, install a camera or a listening device in a 

stuffed teddy bear, or even a sticky printer, and present a gift to the victim. 

An example of direct programming cases is that the attacker asks the intended victim for 

his or her computer and installs malware on it for the intended purpose. The attacker may 

ask for a mobile phone instead of a computer to make a call, and then connect it to his 

device for tracking. 

 

15. Piggybacking (can be also named as Physical Access [37]):  

It is the same concept as Tailgating attack, where the attacker enters the intended building 

through the open gate, either a physical door or an electronic port, but the difference lies 

in the knowledge of the victim [6] or the person in charge of the institution who may be 

the source of opening the gate. It is possible to call this person the name of the Hidden 

Inner Assistant or the Hidden Wicked Hand. 

 

16. Watering hole: 

The watering hole attack is the most sophisticated SE attacks [6] because it depends on 

both technical and non-technical aspects of the attacker. 

It means that the attacker searches for vulnerabilities, in the most trusted and used sites by 

the target person, to infect them with the usual malware [31]. This is done months before 

the attack and the attacker is in constant contact with the site to confirm that the penetration 

is continuous and ready, as if the attacker waiting in the water hole to ZD, the time of the 

victim's visit to the site to be installed on the Trojan horse directly on his device. 

 This attack is often used for one purpose: either for the purpose of Internet-based 

espionage, or state-sponsored attacks [54]. 

 This attack requires technical knowledge of the attacker, because he does not look 

for a site with security holes ready, but looks for gaps in a reliable site by the victim uses 

it constantly. The target of the victim is also greater than that of one person, but several 

people. 
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Pop Up social engineering attacks have two types, which are Pop Up Windows (PUW) attack and 

Scareware attack, as shown in Figure (2.7) below. 

 

 

Figure (2.7): Pop Up SE Attack Types 

 

 The first type that is dealing directly with the victim through Internet browsers only, 

without the need to download malicious programs that are in the background, called the attack of 

Pop Up Window. 

 The second type depends on the method of intimidation and victimization of the victim to 

download programs, called the Scareware attack. 

However, we may use the first type in the second one to be part of it, as shown in Figure (2.8) 

below. 

 

 

 

 

 

 

Figure (2.8): Illustration of Pop Up Windows Attack is part of Scareware Attack 
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Both types will be explained separately as follows: 

 

17. Pop Up Window attack: 

It is an attack that appears through a new window that pops up in the victim's user browser, 

for the purpose of informing him of something and requesting his consent or revocation of 

the order. 

 Usually the main purpose of these windows is to subscribe to the site, or to force 

the user to enter his/her e-mail to receive a news or announcement [55] of a news. 

 The attacker will exploit one of these or other reasons to convince the user and 

intimidate him or exploit his greed to achieve his goal. 

 This attack is done on the browser itself, where the user enters his own information 

directly, which can be as one of the following examples: 

- The user has lost the Internet connection [37] and the window 

requests from him to enter the user name and password to activate 

the connection again. 

- The user is required to enter the email and password to register in 

the gifts of the site. 

- An annoying window during browsing the site requires the user to 

enter his e-mail to keep the user informed of what is new in the site. 

- A warning that the user's device was quickly checked and found that 

the device is full of files is not important, and all you need is to 

subscribe to this site to be cleaned without the need to download any 

programs, simply tempts many users who do not want to download 

cleaning programs or programs Anti-virus on their computers. 

 

Many other methods that may convince some users and make them prey to the attacker, 

who gets the information by simply pressing at OK or Send button, to activate the malicious 

programs planted in this window [37], then send the information and address the hacker 

waiting for it. 
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18. Scareware attack (Deception software attack, Rogue scanner software attack or 

Fraudware attack [56]): 

This type of attack uses both attack sequences of cybercrimes and SE attacks to deserve to 

be down this subtype. It relies on intimidating the user by showing him a message that his 

device has been scanned quickly and contains spyware or malicious viruses [57], which is 

a deceptive message, appear as screens pop-up on the browser [55] during the user's surfing 

the internet, or through spamming e-mails. 

 After a person has panicked on his data and device with this phantom message, he 

downloads the attached program that this counterfeiter has offered to clean his computer, 

another program is installed either to steal information or to stop the device and extort the 

victim to pay money for disposal.  

 

 The similarity between Scareware and Ransomware is that both download 

malicious software in order to get money and delete it later. However, the difference is that 

the first goal is to steal the data that prevents access to it, i.e. without encryption, the second 

encrypts the data and opens the data again using the decryption key after the attacker 

receives the payoff. 

 

 For this attack and the PUW attack, the main difference is that the PUW attack does 

not download a program on the victim's machine, such as a Rogue scanner software attack, 

but by clicking the word OK, malicious programs in the pop-up page [37] are activated, 

and then send credentials data to the attacker. 

 

19. Fraudulent website:  

This type is based on the main idea of Online Scams, where the victim's confidence in the 

sites is exploited during his surfing the internet, which in turn visits a fake site containing 

programs such as Trojan horses [58], just to be downloaded on the computer; it does the 

opposite act against the phenomenon. 

 In this type, the target may be the user's important information, so the attacker 

immediately demands a ransom, or the user does not notice the robbery on his computer, 
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except at a specific time, such as an attacker can recruit a number of devices in order to 

attack a denial of service on a site. 

 

20. Diversion Theft:  

It depends on the deceit of the middle party between the main parties, the attacker and the 

victim, as the middle party is the delivery company [37] or postal worker who is deceived 

by the attacker and directs him to an area other than the intended area to block his way.  

A new branch of this attack is included, in the state that the attacker makes a change in the 

goods delivered to customers. 

 This attack may be a secondary attack to another major involving tapping the 

underlying victim, and knowing the data needed for the attack. 

 

21. Dumpster Diving (Trashing):  

It is one of the physical attacks, which the attacker searches for and rubbish (enterprise 

garbage) in order to obtain data [59] from his point of view that it is useful. 

 Garbage exploration is already a legal process in some possibilities where there is 

no signage limiting the tampering with the property of others, and this garbage in the public 

street, or in the back alley not belonging to the institution. 

 According to [60] the law states that garbage that is not private property is any 

waste that is left for commercial carriers. 

 

As for the quality of this garbage, it may be: 

1. Electronic material: from Compact Disc (CD), Digital Versatile Disc - as a 

scientific term but Digital Video Disc as a well-known term among people - 

(DVD)), USB, or old devices. They were abandoned without being completely 

destroyed after being worked on by the staff a long time ago, and contains the work 

of the old institution, which can be restored by some technical means. 

 

2. Paper data containing: 

o The names of company employees who can be deceived in a friendly 

relationship and then access to the organization's organs. 
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In addition, it may contain their phone numbers and credit card numbers, 

which can be exploited by a bank information officer to obtain a password 

or other special information. 

o Handwritten notes are passwords or sensitive information written on a 

notebook, or perhaps a schedule of employee presence and holidays, 

allowing the attacker to know when he or she can enter the institution. 

o A directory of names and information of former clients of the company can 

be used for impersonations carried out by the attacker later. 

o It is dangerous if this information is an organizational chart of the directors 

of the institution with personal emails to them, which enables the evil person 

to exploit them in the attack of the BEC or Whaling phishing attacks. 

o Legal papers that contain the internal laws of the institution that show 

weaknesses and can be easily exploited. 

o Receipts, orders and receipt of goods, which may enable the attacker to 

request a new shipment elsewhere, withholding from the payment process 

and throwing it at the institution according to the bank account number.  

 

Therefore, some companies allocate a warehouse for their own garbage, and do not allow 

anyone to enter without the permission of the person in charge, but access to it is a great 

treasure for hackers because in this case would be more accurate in the classification than 

if they were in the public street. 

 

Although the rubbish from the point of view of the institution is worthless and damaged, it 

is a source of great success, and the start of an extension of another type of attack that 

cannot be traced from the other most of the time [36], so that this attack is preferred to 

hackers. 

 

22. Shoulder Surfing:  

It is a physical attack that relies on the body of the attacker, where the attacker literally surf 

- stand - behind the user to know his personal information and know his authentication 

information directly [41]. 
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 At it, the attacker is often a very reliable person for the victim to enter important 

information in front of the attacker, and the latter observes him from his place. 

 

23. Reverse Social Engineering:  

It is a non-technical attack as itself, but it also needs technical skills to happen. It is based 

on the degree of trust between the attacker and the victim, or the extent to which the victim 

needs the attacker as the only person who can solve the problem after creating a realistic 

or deceptive scene is the best example of the pretext attack [58, 61] model. 

 

The attack depends on three sequential points [41], which are: 

 Causing the problem (sabotage). 

 Declaration. 

 Help. 

 

These steps are as follows: 

 The attacker first identifies his target, which is often a person of high standing in 

the company, and the attacker is mostly from the technical support team, in this attack. 

Then, the attacker creates a problem for the target person in the system, or in his or her 

own network. At the same time, he declares that he is the only person who can solve this 

problem, to be called by the victim himself, as an employee of the company so it is a field 

of trust. 

 During the repair process, the attacker asks for some information, such as the 

username or the access code. The victim gives him the information, thinking that he is 

innocent and his goal is only to solve the problem, so that he may eventually think that he 

owes the attacker. 

 The attacker, as reformer, may do another trick instead of asking for information or 

a password, which is to tell the victim that he needs to download a specific program to 

protect his devices. This trick would be useful in the event that the victim was a person of 

the exact type and caution. 

 Consequently, they used the exchange system. Since both sides got what they 

wanted, the victim had his device repaired, and the attacker got the information, even 
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without having to communicate initially with the victim and the other one – the victim- 

was the one who communicated at first, so everyone was happy at the end. So some think 

it is a kind of Quid pro Quo attack [55] but it is a service for something. 

 

This type of attack, if the attacker and the victim from within the company, the most 

common case, may require more steps than preparation and research, as well as a way to 

withdraw without doubt, before the attack is launched. 

 

A famous example of this attack is the provision of protection service to the bank account 

of the penetration, as the goal is critical and not just information. 

 

24. Pharming Attack:  

It is called by others to be Phishing Without a Lure [62]. It is an attack that aims to change 

the course of the original website traffic to another fake website [37, 62].  

 

The attack is often carried out in a technical way, where unauthorized access to the original 

site servers. The attacker makes manipulation either in the original Uniform Resource 

Locator (URL) to be re-updated to the fake site, or during the verification process of the 

user's email, which the attached link is the fake link. First, he gets the victim’s passwords 

and then other things that seek personal and financial information. 

 

Some spyware removal programs often deal with getting rid of this pharmacy attack, yet 

once the user returns to use the same browsing habits, the same problem returns. Anti-

virus programs do not perform this type of attack. 

 

25. Eavesdropping:  

A social engineering onslaught means unauthorized listening [38] to a dialogue between 

two or more people, whether inside a company during a meeting or a lunch, or outside the 

company may be by telephone or tapping e-mails. 
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 The onslaught of eavesdropping within the company is because employees think 

that there are no other attendees in this meeting so the talk is loud [6]. 

 This attack damages when they are sensitive information about the company, or 

includes a competitive plan between two large companies, or perhaps to know a particular 

story such as the presence of individuals at home or company to carry out another attack. 

 

26. Bogus surveys (Fake surveys or Bogus questionnaire [63]):  

They are attacks from the victim's visit to reliable websites then transmitted through a 

window to a fictitious questionnaire that requires personal data from the victim. The most 

common means at this time are through fake ads (through e-mail [64] or websites) that are 

somehow tempting to the victim, and by clicking on any button such as the button of more 

details or purchase, whether the website is products or services for sale, is converted to that 

questionnaire. 

 Most of the time, the fake sites to sale, which require the introduction of credit data 

to be theft immediately, however if the sites get personal data is a long-term attack, that 

the attacker will communicate with the victim and may gain confidence to get other goals.  

 

27. Spoofing (Duplicate Origin):  

It is the process of sending a message or making phone calls, anonymously [65], as a trusted 

entity, such as being under someone else's identity. 

 This attack is normal if it is under common means of telephone, e-mail or website. 

Nevertheless, it can be more complex, such as Internet Protocol (IP) spoofing, Domain 

Name System (DNS) server, or even Address Resolution Protocol (ARP) attacks [65].  

 The attacker relies on the goal of gathering as much personal, sensitive and possibly 

financial information in a single step, even if it is complex and requires a technical rather 

than a social method. This will facilitate things later and reduce the time of the attack. It 

also enables the attacker to easily control the functions of the site, its accounts, and its 

connections. 

 Each type of spoofing attack can occur separately, or all species occur as a 

cumulative attack. Below we will explain each attack separately and how a person can 

know if he has been victimized. 
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 ARP Spoofing Attack: 

The ARP is relied upon to reach the victim's IP, where ARP messages are sent to 

the victim's network, in order to try to associate the victim's IP with the attacker's 

mac address. When you get it will be able to know all the information he wants. 

To find out if you have been attacked with such an attack, type the command arp -

a in the command line, to see if there is any penetration of your IP. 

 

 IP Spoofing Attack: 

Getting the IP of anyone within the network will make it easier for the attacker to 

log in and send files with similar names, which means that they have become a 

DDoS attack. It can be caught using bandwidth monitoring systems, or extension 

systems for network analysis as it tracks file traffic and checks its various names. 

 

 Email Spoofing Attack: 

Since it relies on replying to an e-mail without verifying that the sender is the real 

person, if the attacker was able to obtain from the initial victim through previous 

attacks his own information and use it. It can be detected if: 

 The sender's name is unknown. 

 Sender name is empty, or not listed. 

 The title of the message is blank, with an unknown sender name. 

 The title of the message is not clear or Link. 

 Sometimes your first name or surname may be used in the sender's field, so 

that the victim falls under suspicion and opens the message –in case the 

receiver do not deal with people from his/her family. 

 The message is in the Junk Mail list. 

 

 DNS Spoofing Attack: 

It features an attacker with an integrated database of the most popular hosting types, 

and IP addresses. When the attacker penetrates the DNS, he directly changes the 

domain name, thereby changing the IP, and the victim moves to a new location. 
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 To find out if the original site was attacked, developers can track it using 

several tools, for example: Solarwinds TraceRouteNG, dns traceroute, Visual Trace 

Route and others. 

 

 As for the difference between Phishing attack and Spoofing attack, the first is to 

create a service similar to the original but by changing the domain name, while the second 

is like the other name Duplicate Origin [66], depending on a simple change in the original 

service to appear as the original. 

 One example of Spoofing is changing a small thing in an organization's logo and 

communicating with a large company under this slogan as if it were a trusted person. 

 

28. Hoaxing:  

Deceiving people by telling lies as facts [67], or turning facts into lies to deceive the 

other person. 

 It often depends on changing the other's point of view to the other party's goal by 

intimidating something that he does not want. This will lead to the handling of false 

warnings as if they are correct, which will lead to the destruction of devices or 

breakthroughs of the systems we are working on. 

These warnings are not just about people, but can be issued as advertising, marketing, or 

additional messages asking you to do something. An example is a window asking for a 

message to be forwarded to benefit everyone. 

 

29. Cross Site Request Forgery (CSRF):  

This attack is one of the weaknesses of the Internet [68], since by linking an untrusted site 

to a trusted site; the unreliable site could force the user’s browsers of that forum to send 

unauthorized requests, without the user's knowledge and using his name to many other 

sites.  

 



49 
 

 

Figure (2.9): Processing of CSRF [69] 

 

 As shown in Figure (2.9) above, the compromised original site directs the user to 

the other malicious site. After that, many internal operations occur between the victim's 

browser, the malicious site and the original site, without the user's knowledge. 

 The vulnerability is the inability of the browser to differentiate between trusted 

request from the user and unreliable requests sent from other sites because the user is 

actually logged on to the site [55]. It also has the ability to use it to make unlimited clicks 

on Pay Per Click (PPC) ads. 

 The CSRF attack contains so many vulnerabilities that any action the user can 

perform can also be executed by the attacker, so they are powerful attacks. The higher the 

victim's responsibilities on the website, the greater the risk to the entire application. 

 Another method of CSRF, which is done by e-mail [55], sends a picture or a text 

tag as soon as it is clicked. The browser executes malicious commands hidden in the 

Hypertext Markup Language (HTML) or JavaScript (JS) elements, because the browser 

believes that the user is still logged on. This attack exploits the user's trust to launch an 

attack against it. 
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 There are many types of attacks [69] that belong to the CSRF attack, including 

Random Token Validation, Hyper Text Transfer Protocol (HTTP) Header, proxy site 

client, Custom HTTP header, Plug-in Browser, etc. 

 

30. Advanced Persistent Threat (APT) attacks:  

They are more sophisticated attacks than many other attacks for two reasons: first-reason, 

they are multi-step and long-term tracking, second-reason: they rely on the synthesis of 

other attacks such as Spear-Phishing attack and Watering Hole attack [41].  However, they 

are among the SE attacks because they rely on the characteristics [70] of psychology, which 

has already been mentioned, with information technology, as well as the intelligence of the 

attacker, who uses it professionally. 

 Since they extend for long periods, they require first: research and study for both 

the company and employees, and second: a highly professional without naps of the 

attacker, meaning that the systems after penetration will continue to operate normally and 

without the observation of the victim. According to [71], the hardware and software used 

by the attacker must be highly advanced. 

 Often the main goal of the attacker after this much effort is to spy [41] to steal 

information for large companies, which in the end will lead to an invaluable financial loss. 

 

2.4 Summary 

 

 This chapter clarified the concept of cybersecurity, which depends on protection from 

cyber-attacks and cybercrimes that occur on the user's devices. Relying on that, the concept of 

cybercrime has been defined, as it depends on the use of technology in its implementation, and as 

a number and explained some of its most common types. 

 It also clarified the concept of social engineering and its characteristics, from the 

psychological side, which the attackers combined with cybercrimes, to show the concept of social 

cyber-attacks. 

 This chapter also clarified three types of classifications of cybercrime, based on the party 

conducting the attack, the method of communication between the two sides of the attack - the 

victim and the attacker -, and the method of their implementation. 
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 Many concepts of social cyber-attacks have been explained, where some points were 

shown, such as: how the attack occurred, the times when it might happen, and the legal view of its 

occurrence, if it needed to provide both the human and technological component at the time of 

occurrence or one of the parties is sufficient for it to happen.  
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Chapter 3 

Related Review 

 

 Internet usage has recently increased in many purposes, but without sufficient user 

awareness, affecting its privacy. There has been a recent surge in fraud and exploitation to enable 

attackers to penetrate systems. Section 3.1 recalls some of what scientists and experts have 

considered in their previous work and the latest statistics on attacks on users. Subsequently, the 

related work research papers are divided into: 

1. Cyber-Attacks Relied on Technical-based at section 3.2. 

2. Humanitarian Social Attacks at section 3.3. 

3. Cyber-Attacks Relied on Social-based at section 3.4. 

 

3.1 The Latest Specialists of Cybercrime 

 

 This section talks about cyber-attack statistics. Therefore, this section explains the 

analytical and statistical research done on the users who were attacked. It also presents corporate 

reports to find out what their outlook for cyber and social attacks is. 

 

Morgan [1] presents the report, supported by a number of universities, government officials, 

experts, and the largest technology companies in the industry as well as cyber-attack fighters, 

showed that the proportion of Internet users on the globe has increased from previous years. 

 The study site was on the sectors most vulnerable to cybercrime, namely government, 

financial, industrial, health and transport. 

The report showed that the average time of cybercrime in 2017, estimated at 40 seconds for one 

type of attacks, but this rate will decrease with the expected technological development, to 14 

seconds in 2019, according to research estimates, and this is what actually happened. More 

seriously, the financial loss of victims is estimated at $ 6 trillion a year from 2021 with an increase 

in the following years. Of course, this financial cost includes not only the money stolen from the 

Internet as a cybercrime, but also includes theft of personal and financial data, overheating, 

deregulation, fraud, theft of intellectual property of writings and products, criminal investigation, 
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and even damage beyond these crimes. However, the contents of the report may differ from this, 

in deleting unimportant or adding some important points from the viewpoint of researchers, which 

may affect protection later. 

 

Anti-Phishing Working Group [2, 3] provide one of the quarterly periodic reports of the 

International Federation, which bring together many companies and institutions on the work line, 

starting with companies under attack until law enforcement agencies.  

This report is for the past year, 2018, indicating two main things that the most important ones were 

presented in our research beforehand: 

 First, the types of phishing attacks are widespread and have been reported either by 

members or through the APWG website. These attacks are categorized as: cross-site, email, 

Uniform Resource Locator (URL) or on a particular site's brand, like Facebook, as opposed to the 

months of the specified quarter, to show results of the number of reported breaches. 

 Second, measures the extent of the development of criminal deception programs, and the 

extent of their spread by taking advantage of the research attached by the members. A detailed 

explanation of each attack is made separately by intersecting with: ratings, numbers, countries, 

such as Brazil, and site categories, such as being focused on financial sites or banks. 

 At the end of the report, they talk about two things:  

 Why there has been increasing in this particular kind of attacks. 

 Why there has been a concentration of fraudsters on those particular sites. 

 

Gluschke, Caşin, and Macori [4] present a clear concept of cybersecurity as a protection for 

international networks and nationalities, and shows the extent of global threats, especially in the 

field of energy - vital infrastructure. 

 The book also includes clear enhancements to cybersecurity, such as capacity building, 

standards and cybersecurity policies, as well as security enhancements to electronic energy. 

 

Researchers in [5] introduce Cisco's definition of cybersecurity; it specializes in protecting digital 

systems and software from all possible changes. 
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Breda, Barbosa, and Morais [6] both researchers included the definition of cybersecurity 

somewhat similar to its predecessors with some consideration of what the focus of research is in 

SE. They explained that technology-based attacks are now less used, because protection against 

them has increased in the major corporations in question. Instead, those that rely on the human 

element have emerged as the weakest point in the company at the moment because of his 

inexperience in this area and the ease of arousing his feelings. 

 The researchers presented many important points that were referred to during this research 

from the definition of SE, classifications, social attack vectors such as eavesdropping, shoulder 

surfing, and reverse social engineering. In addition, the Socio-Technical vectors (as the researchers 

called them) include phishing, watering hole, and baiting. 

 

Subsequently, in reference [7], respectively, shows that cybercrimes and cyber-attacks are similar 

concepts in terms of general application but different in characteristic, and this difference is shown 

in the concepts of complementarity, integrity and privacy of both. The terminology of these latter 

concepts is explained in the above section. 

 

Halder and Jaishankar [8] provide the concept of cybercrime and some of the goals of the attack 

on the victim, especially women, using the latest electronic means of e-mail, chat rooms or 

advertisements. The book also reveals some of the tactics used by piracy, defamation, and 

electronic extortion, which occur by attackers, who may be difficult to track. It explains some of 

the ways in which the victim can improve her position as much as possible or avoid doing so from 

the ground up. 

 

3.2 Cyber-Attacks Relied on Technical Basis 

 

In [9] the website of pandasecurity, one of the leading companies in the field of anti-virus software, 

shows us the definition of cyber-attack. Then what kinds of company does it protect through the 

software it makes? They have been categorized into two types: Crimes attacking devices and 

networks such as Malware, Botnets and Viruses. Others make computers a helping hand in the 

attack, such as Exploit Kits, and Online Scams. 

https://www.google.ps/search?tbo=p&tbm=bks&q=inauthor:%22Debarati+Halder%22
https://www.google.ps/search?tbo=p&tbm=bks&q=inauthor:%22K.+Jaishankar%22
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The site also included a brief history of cybercrime, its impact on society, perhaps some general 

advice to reduce it, and many other things about their software products. 

 

The authors of the website of the government of the Netherlands in [10] provided important 

information not only for the news of the government of the country, but the laws and branches of 

each branch of life and its precise details. One of these branches is technology, including a special 

section on cybercrime. It presents the most important general cyber technical attacks, which they 

may have been subjected to in their legislation as crimes, including phishing (in terms of cyber, 

not social engineering), and hacking. 

 

Malik and Arora [11] supplies project that is designed to measure the possibility of knowing the 

IP address and MAC address of the network, on networks of different sizes through sniffing and 

spoof applications. This application uses one of the methods of MITM attacks or is known as 

Session Hijacking Attacks, where an attacker can spy on messages in the legitimate conversation 

between the original interlocutor, sender and receiver. This is done by intercepting the messages, 

reading them or changing their original content, and then sending them back to the receiving party 

or to other third parties as well and assisting him in the attack.  

  

Singh et al. [12] provide an analysis of four cyber-attacks that can be set on a wide range of novice 

users: ARP poisoning, Denial of Service (DoS), Brute Force, and Backdoor Injection, which are 

made over wireless networks when users use the Internet. 

 The analysis shows that the back injection, or what is known as the possibility of changing 

the output based on the ability to change the input through the query entering the system database, 

is the most dangerous and most common, followed by ARP Poisoning, which is a type of MITM, 

and finally Brute force attack. 

 

Kumar Dey [14] advances the definition of a technical dictionary attack, and we also took 

advantage of the attached experience to find out how to get a password that is 1012 times harder 

to break. The researcher invented a method he called "Prashant's algorithm", which he wrote as a 

table in the research, solved two problems:  

 First: not to forget the person's password. 
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 Second: the difficulty of penetration, even if it does, it will not affect the rest of the 

accounts of the other victim.  

 

 This method has been applied to many sites, most notably: Email, Facebook and Twitter. 

 

Kotzias, Bilge, and Caballero [16] provide an analysis of PUP spread through Pay per Install 

(PPI) services. PUP is an unwanted ad for the user and may sometimes include downloading 

programs, either harmful or benign, accompanying other programs that the user wants to 

download. 

 In this analysis, more than half, 65%, of the PUP has been proved to be downloaded by 

other PUPs, regardless of whether they are benign or malicious, and that PPI services distribute a 

large number of PUP and programs belonging to the original distributors. While PUP distribution 

is different from malware distribution and some of which actually distribute malware, PUP-

malware somehow affects PPI services. 

 

Urban et al. [17] designed a software framework to determine the extent to which user tracking 

and privacy effects can be obtained and exploited through advertising programs that appear in the 

Firefox browser in particular. 

 The analysis showed that Adware and PUPs focus on the user's click, which shows 

sensitive information about his or her life without prior permission such as: IP address, personal 

habits and preferences. The analysis considered that this type is worse than the programs 

downloaded on users' devices, because they present the user's life and sell it to other companies. 

This is partly the use of SE to circumvent users. 

 

Bendovschi [18] examines an analysis of cybercrime that has been reported all around the world, 

the number of such attacks has reached nearly 15 million, in the three years prior to 2015. Major 

factors are due to human error, deliberate attack, or system gaps, and the ability and skill of the 

attacker is also part of the effectiveness of the attack. Most of the attacks are more serious if they 

were internal factors such as former administrators, as well as linking more than one account on 

the same device-using using IoT. 
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A theory has been used that has emerged that there is a link between the type of attack and the 

purpose, which is much more used in the attack on the government sector and the media than the 

private sector. Cyber-espionage, cybercrime, and intrusion are the most frequent, causing billions 

of dollars in financial loss, as well as privacy and reputation destruction. 

Therefore, the research suggested internal and external measures for the organization, including 

obtaining a team specialized in research on security matters of the company and keeping abreast 

of the latest developments of the programs, as well as trying to increase the security of information 

privacy through the use of protection from organic devices (Biometric Authentication) in addition 

to passwords.  

 

Wu, Miller and Garfinkel [19] explore this study, which is designed for security toolbars in the 

web browser, to see how well aware and used by web users, and how effective they are in 

protecting them from phishing. 

 The researchers found that users do not care about their safety as much as they want to get 

into that site, and that some safety bars do not recognize the complex phishing attacks and show 

that the site is reliable although it is not. Therefore, the study was expanded to the type of tapes 

called Confirmations Pop-Ups that appear periodically to users, to get the results that these tapes 

less effective over time for lack of response by users to them. 

 Therefore, it is advised to increase knowledge about security in the use of the Internet, 

to warn the user in positive terms before sending his financial or other information, and advised 

the user, through tapes, to go to the correct location to maintain security. 

  

Yar, and Steinmetz [20] present, in his sequenced book, the issue of cybercrime and society from 

the economic, social, political, and cultural sectors of life, first only Yar by himself and then jointly 

with Steinmetz in 3rd edition. In third edition, they speak of the seriousness of future crime in the 

presence of unconsciousness in the development of social networks and the increase in mobile 

communications used by individuals. 

Since first edition, the author has focused on specific issues namely cyber-terrorism, piracy and 

intellectual property theft, financial fraud and identity theft, hate speech, internet pornography, 

surveillance and censorship, online stalking, policing the internet, and computer hacking which 

we used this book for reference. 

https://www.google.ps/search?tbo=p&tbm=bks&q=inauthor:%22Majid+Yar%22
https://www.amazon.com/s/ref=dp_byline_sr_book_2?ie=UTF8&field-author=Kevin+F.+Steinmetz&text=Kevin+F.+Steinmetz&sort=relevancerank&search-alias=books
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He also elaborated on two topics, namely, how to apply the theory of criminality to the various 

criminal violations mentioned, and consider the implications of the occurrence of crimes in the 

future. 

 

Feily, Shahrestani and Ramadass [21] have provided a comprehensive survey of botnet 

networks, which are used in many cyber activities, such as: sending spam, stealing information, 

computing resources, and identity theft. Research has shown the value of these networks to 

cybercriminals for two reasons, firstly the ability to hide identity using multitier C & C 

architecture, and secondly the difficulty in tracking their harmful activities to spread across 

international borders. 

        In order to solve this, they were categorized into four types: signature-based, based on 

anomalies, based on DNS, and mining base, but found that Signature-based recognized networks 

only known robots, and with the development of its C & C communication infrastructure cannot 

identify on robots. For other species, data mining techniques and DNS traffic can help solve the 

problem. 

 

Zarfoss et al. [22] explain the attacks of botnet networks, as its predecessor presented on the same 

topic to complement each other. They also confirm that the IRC is the communication protocol 

used in multi-level C&C communications. This protocol is used to implement the main Botmaster 

that recruit victims' computers. 

        It was concluded that robot networks are too large for thousands of online robot programs 

because of the fact that botnet footprints are much larger than their influential sizes. Although 

these robots represent attack platforms for other devices, they have self-protection methods. 

 

Van Hee et al. [23] propose a system to capture electronic bullying signals, which rely on harming 

others via the internet as mentioned in the definition in chapter 2, on social media, whether these 

signals from bullies, victims or even browsing the site. 

 This system was first implemented in both English and Dutch in 2018, and included 

categories related to bullying: curses, threats, expressions and words of racism and hatred. The 

system, with its continued application, can also identify the most serious cases, and if so, will 

enable many people to be rescued through immediate intervention from the local authorities. 
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Moore [24] explains in the book about cybercrime and ways of verifying its existence to all the 

tasks, whether they are professionals or students. He also extends to modern crimes and how to 

detect them using modern methods such as computer forensics based on modern research that tries 

to identify the reasons for doing so, specifically, for the works put forward in the book. 

 

Whitty and Buchanan [25] compose a study to investigate the extent of fraud using personal 

relationships over the Internet, in Great Britain from 2008 to 2011. During the study, it was found 

that, a large proportion of adults, both female and male, were found to have been beguiled, with 

financial losses amounting to 3.5 billion pounds sterling each year. 

The fraudsters started a relationship with the victim over the Internet that lasted for at least 6-8 

months, and then the fraudster began asking for money from the victim by extortion, or by creating 

a fictitious tragic story for his need for money. The result is that the use of the human element 

through swindle without prior knowledge of the victim, or the ability to inform the police may 

create a new type of crime, which needs to be resolved before spreading further. 

 

Hopkins and Dehghantanha [26] look at the development of the exploitation groups and how 

they are applied in practice. It also analyzes for a better understanding of the economics of these 

groups. 

The exploitation groups evolved into the so-called Angler kit, which supports more important and 

complex industries in the field of weapons, exploitation and installation. It also included faster 

automatic distribution, which led to a growth in click and ransom fraud more than ever. 

        Despite the evolution of the methods of treatment and control in cybersecurity that the 

ambiguity of the ecosystem of the Angler kit of the actors by its manufacturers, made it difficult 

to obtain timely treatment of the process. 

 

Kurniawan and Fitriansyah [27] presented this paper to talk about the ways of exploit kit using 

the forensic method network on the web. It shows how a user can be hacked through a site without 

feeling sent by malicious code to his computer through the open ports, as it is called Loopholes, to 

make the user a victim of extortion. 
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GREAT-Global Research and Analysis Team [28] present in this report a special kind of exploit 

kit, which is on the programs. This report shows several points: First, most of the vulnerabilities 

used in attack by general attackers are the same as those used by attackers who aim for a purpose. 

Second, most attacks, almost 68%, are on programs that are intended for general use and are often 

not regularly updated by the user such as Microsoft Office, or vulnerabilities in Windows. Third, 

most attacks on programs are used in SE, because they are done on programs that are handled by 

employees who are not educated in this regard.  

 

Popoola et al. [29] demonstrate a definition of the Ransomware cyber-attack on random emails, 

and some of the ways in which it has penetrated into different sectors. The researchers also 

mentioned some of the technical solutions proposed to reduce the spread of inflation and increase 

the ransom required of the attackers. However, these solutions will not be of benefit without the 

protection of individuals, and protection from the institutions themselves, it was necessary to 

mention some of the foundations in that area.  

 

3.3 Social Attacks Based on Psychological Basis 

 

The writers in [30] review several studies that illustrate the concept of SE in terms of information 

security, as well as the six important effects of the concept of social engineering that explain why 

a person behaves toward certain things and can be exploited to be a serious agent in cybercrime. 

 

Kontio [31] presents the different methods of SE, starting from the characteristics that lead man 

to make mistakes and then damage, which has been guided alongside in [28], to cyber social 

engineering attacks that will be mentioned as a point (3) of this chapter.  

Knowing and understanding a person, whether a novice or an expert in a particular discipline, of 

how an attack is made is the basis of protection from it, thereby focusing on making the search for 

previous attacks that have actually occurred and clarifying them to the public as examples to be 

learned. It also enhances the person's understanding of the nature and importance of the data they 

are dealing with. The attacks mentioned include Identity Thefts and Impersonation, Tailgating, 

Watering Hole, Phishing and Spear phishing, and Baiting. Each of these attacks has been 

extensively explained in collaboration with other references. 
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The bookkeepers in [32] illustrate one of the most dangerous methods that can be used against a 

human being. This experiment, which is called Milgram experiment, has been used in the past, and 

is still being used, in subjecting the victim by force by a government authority, a certain power, or 

in other ways that can control the human mind to make man a tool in the Master's hand. 

 

The scholars in [33] review one of the methods of intelligence or parties concerned with taking 

confessions from people. Using the method of tricking the victim to get recognition by first 

intimidating him by someone, then comes someone else who represents a good and willing help 

to be recognized easily. 

        This method may be useful in the ancient times, but now some of those who represent the evil 

role reject it because they felt that why they should be the outcasts. Nevertheless, some 

cybercriminals have been able to use this concept by relying on the fact that they are the same 

person who harms the victim, without knowing the victim, and then comes personally to offer the 

assistance. 

 

3.4 Cyber-Attacks Relied on Social Basis 

 

Samani and McFarland [34] review attacks that fall under the heading of SE, and how these 

attacks are carried out through clear reader concepts. The report talks about how the evil person 

may begin to infiltrate the victim through the ways he or she carries out the attack, whether it is a 

one-time - Hunting - or several stages - Farming -, and will he continue to communicate with the 

victim or will he only talk to him once. 

This report removes the victim's mistake that he is always the guilty of his inattention, and adds 

another reason that attackers may be dealing in more complex ways to bypass human protection. 

Finally, the report offers some ways to protect innocent people from such attacks. 

 

Chantler and Broadhurst [35] designed this report after analyzing the recent attacks, especially 

related to SE, the current trends of cybercrime crimes, and potential cybercrimes in the future as 

well. The researchers found that some attacks based on SE, such as phishing, replaced other 

attacks, such as deception. 

https://www.researchgate.net/scientific-contributions/18679362_Alan_N_Chantler?_sg=UWqX-d1WGk4HYpUX-k5bkWswbraoVujLpDUzmL1wQsbNV608xCc4lZADCntUyx_mq-VWGEY.GpvOmeY_ftx3EQ4bTWcD1T_7cxCcYHvn63CF4DZ8yIf6J60xvqF6Pim3OInogfrmmG6YBBbebmzAhxJjNR12DA
https://www.researchgate.net/profile/Roderic_Broadhurst?_sg=UWqX-d1WGk4HYpUX-k5bkWswbraoVujLpDUzmL1wQsbNV608xCc4lZADCntUyx_mq-VWGEY.GpvOmeY_ftx3EQ4bTWcD1T_7cxCcYHvn63CF4DZ8yIf6J60xvqF6Pim3OInogfrmmG6YBBbebmzAhxJjNR12DA
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        Therefore, this research shows how the roguery between the fraudster and the victim arises 

from the beginning of gathering information, developing the relationship, and reaching the desired 

goal. These operations are combined side by side with the technical side, so it is expected that 

attacks may be increased by using robots rather than viruses and worms, which were mostly 

intended for inconvenience. Thus, the possibility of forgery of personal information and access to 

banking data is simple, which is often a mobile phone, because most daily operations are done 

through it. 

 

Frumento et al. [36] explained the steps of the cyber-attack using SE. In addition, they analyzed 

which of these attacks is the most effective, and what each type of attacks aim at. The authors also 

relied on classification of attacks as whether they belong to the human side or not, as a first 

classification. In the event that it needed the attacker to do it, it was classified secondarily until it 

needed technical means to complete its implementation. 

If it can happen without human intervention, it is classified if it needs to collect information or 

not. 

The number of attacks carried out on the country and type of operating systems of the victim is 

also presented, along with a review of the financial values obtained. 

 The research also showed that there is a link between the type of attack and the victim's 

personality or so-called victim modeling. Therefore, the researchers have developed some of the 

countermeasures that may be useful to users, which programmers can take into account during 

programming, such as more levels of authentication at login phase, limited amount of available 

information at company website, and improved protection systems. 

 

Salahdine and Kaabouch [37] provide an integrated analysis on the concept and nature of social 

cyber-attacks. This scientific paper looks at their classifications and methods of detecting the types 

of attacks mentioned. The research also suggests some solutions that may protect systems from 

penetration before it occurs, and in case of damage. The research underscores an important point: 

countermeasures without human-skilled worker training will not succeed in the security of the 

system. 
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Patel [38] offers a clear and simple approach to understanding the methods of attack in SE, as it 

covers many of the expected attacks on computerized systems, which serve cybersecurity 

professionals to ensure the protection of programs, without dealing illegally on the systems. 

It offers a clear and simple approach to understanding the methods of attack in social engineering, 

as it covers many of the expected attacks on computerized systems, which serve cybersecurity 

professionals to ensure the protection of programs, without dealing illegally on the systems. 

The work was introduced using the Social Engineering Toolkit (SET) to apply attacks, during 

tutorials, such as access to computer systems, network servers, web browsers, email, and SMS, so 

that he could think of a solution before these threats occurred. 

 

Mouton et al. [39] introduce a system that expands the classical social engineering classification 

into six aspects of attack with relationships. Classical SE attack is categorized into direct (Bi or 

Unidirectional) and indirect, which is called the Social Engineering Attack Ontological Model. 

Expands a category into several branches, and then based on it will determine the attack, namely: 

 The aim of the attack (financial, unauthorized access, denial of service).  

 The medium (face-to-face, email, etc).  

 Social engineer (individual, group). 

 Target group (Individual, group). 

 Attack compliance (friendship, fear and other types mentioned in chapter 2 in the social 

attack properties section). 

 Attack technology (Phishing, Pretexting, Baiting, or Quid Pro Quo) 

  

Mouton, Leenen, and Venter [40] suggest detailed templates for social engineering attacks, to 

study their models and their comparability. There are phases that have not been documented during 

research such as information gathering, attack planning and exploitation relationship, because 

researchers believe that it is something that is comprehensive and does not contain details. 

The templates during the research covered the types of communications used in both the social 

engineering attack framework and the ontological model, namely indirect, one-way, and two-way 

communications. 
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The researchers relied on mitigating the problem and its difficulty in understanding it by linking it 

to real-life examples, thus separating the process of collecting information, the first goal, and then 

they turned these templates into scenarios.  

From the authors' point of view, these scenarios can shed light on the exact details of the victims 

during the attack. This shows the role of awareness of the cybersecurity engineer to develop 

methods of awareness and protection for the staff in charge of the system. 

 

Krombholz et al. [41] provide a range of reasons believed to increase attacks on information 

systems.  

The most important reason is that the research referred indirectly to the world of Internet of Things, 

which uses the policy mentioned in the research and is in hand. It also extends to cloud sites that 

will reveal a lot of information in case the password is broken. In addition, one of the reasons have 

mentioned in chapter 2, is that the combination of both a SE attack with zero-day-exploits will 

result in significant destruction not only in hardware, but also in the institution's technological 

infrastructure. 

        Therefore, the research relied on mentioning specific species and focusing on certain types of 

SE attacks. Knowing the details of the attack and how it occurred will be known the solution, and 

take countermeasures.  

 

Pokrovskaia and Snisarenko [42] talk about the important technological role in quality and 

productivity in digital environment. However, at the same time, there is a contradiction to this role, 

which appears in the paper in the form of a complex relationship between social capital, value and 

effectiveness in social relations, with social engineering. 

Social capital has expanded enormously through social media, but sometimes it is used to deliver 

important business messages or information. This leads to an impact on the institution in several 

aspects, the most important economic aspect in both positive and negative situations. 

 

Suganya [43] provides an analysis of the types of phishing attack, according to the author's 

classification, which is done through several methods, including e-mail or instant messaging. It 

says that the most often obtained from this attack is the username and password. Of course, once 

you get them, anyone can access any system from anywhere, thus getting all the important and 
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unimportant information. So some solutions have been offered that could help reduce these attacks, 

which may be agreed by some users and not by others, as the following: 

 AntiPhish and PHONEY are add-ons to the browser, in order to protect the user from 

counterfeit sites, by tracking the path of the user and protect him from access to these sites. 

 Another technique depends on the difference between the structural features of the site and 

HTTP transactions, depending on that the phishing site cannot hide the distortions in the DOM. 

 

Vaisla and Saini [44] present several ways to combat today's Zero Attack, comparing the 

complexity that exists. He then demonstrated belligerence using the C# method to automatically 

detect the vulnerability and follow the worm path and this shows effective complexity and 

performance that is more effective. Without knowing the identity of hackers, various attack 

methods will be detected, including knowledge of prevention methods, thus improving the 

performance of the system. 

 

Yeboah-Boateng and Amanor [45] relied on 20 end-users to study phishing attacks, like 

SMiShing and Vishing, on mobile devices. There were several findings, including that most of the 

systems under this attack are iOS, as well as men because they think they have sufficient 

knowledge of technology and do not take precautions. Some reasons have also been identified, 

such that most mobile phone users do not take precautions during their work and transmit 

information between them and the devices of others. However, one of the most useful results is 

that the words decoying and alluring are important words that may alert the user during their 

presence or their synonyms in emails, as well as messages coming from the company from which 

the email was made, after checking Messages for protection.  

 

Tu et al. [46] present possible solutions to address spam over the phone, with an analysis of these 

solutions to show which of these solutions are effective for finishing the problem. But the result 

was not expected by the researchers, as they found that there is no acceptable solution to this 

problem, and that is because each method has different characteristics of the other, the possibility 

of use, acceptance, work and durability by users - and this is the most important thing in the 

evaluation -. It was therefore recommended that more than two independent technologies be 

combined to achieve the required standards as much as possible. 
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One of the most important causes of the problem they found during the analysis is to deceive the 

caller ID. 

It is proven that the techniques and methods of handling spam over the phone are not suitable for 

those that come through e-mails because of the difference in the type of communication. Therefore, 

it should be borne in mind that the solution ensures that the differences between the two are known, 

and what defense points are required to eliminate the vulnerabilities that originate spam over the 

phone. 

 

Remorin, Flores and Matsukawa [47] provided a special detail of the BEC attack from phishing 

attacks, which are specific to occurring via email, in terms of their occurrence and possible 

solutions. 

One of the most important things in this work is that the different methods of attack take place, in 

my view, they are divided into two parts: first, the primary target - the victim - is chiefly the chief 

executive; and second, the identity of the chief executive is used to attack other employees. They 

also explained the ways in which the attack occurred in detail, as well as some of the solutions that 

employees should follow, since purification solutions alone would not provide comprehensive 

protection. 

 

Ryck et al. [48] present a solution to the problem of Tabnabing, one of the types of phishing 

problems described earlier, called Tab-Shots. 

 Tab-Shots works as a browser extension that visually compares the different parts of this 

page with the previously saved page, to inform the user if there is a change in the tabs and shows 

these changing parts. 

 It saves the tab before the user changes it or closes it, so that the comparison is done, thus 

helping the user to know the legitimate changes from harmful, and give him the decision whether 

to trust this page or not. All this done without any affecting on the browsing process. 

 

Suri, Tomar, and Sahu [49] provide an enhancement to the previous reference. This step is the 

second protection from the attack process, during which a file can be embedded in a private Web 

page in Iframes. Since Iframes do not integrate any onfocus or onblur event into Js, this solution 

provides that the main file of the site be converted to a text file then into tokens, as in the Figure 



68 
 

(3.1) below, because data between scripts is required. These values are entered on the rule that 

eventually appears if the code is weak or not. 

 

 

Figure (3.1): Improved Proposed Solution to Tabnabbing Attack [49] 

 

Koops and Leenes [50] provide detailed and elaborated definitions of the crime of forgery or 

identity theft. The biggest umbrella for identity crimes is identity-related crime, which is all 

suspicious processes that use identity as the primary target and punished by the perpetrator. A 

secondary branch then comes the term Identity Fraud, which is the use of third party identity as a 

tool in a fraudulent process. The third section is the crime of using the identity of another person 

without his consent, which is called Theft or Falsification of Identity, and this is mentioned in 

reference [51], where the next crime used by this identity stolen is the largest target, and is the 

main crime, all of which violate local and international laws. 

 Not only does this fall under the Identity Issues Act, the researchers found that either 

consensual alteration or deletion is illegal and harming the person. 

 Victims should be made aware of all these electronic legal matters and how dangerous it is 

for other persons to obtain their identities, with or without their consent, because they will be 

treated as criminals if they are not proved to be unrelated to the crimes committed using their 

identities. 
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Conteh and Schmick [52] assessed the strength of an IT foundation in an organization, in terms 

of four types of social engineering attacks, namely: Quid pro quo, Pretexting, Baiting, and 

Phishing, with a study of the reasons for their increase. 

As shown in Figure (3.2) below, the largest percentage of victims who falls in the attack is the new 

employees who are less experienced in the used system, and the previous category of them is the 

company's clients, passing through all other administrative levels in the company. It also appears 

that the lowest levels that may fall victim are the senior management levels. 

 

 

Figure (3.2): Evaluation Results of SE attacks in Terms of Human Element [52] 

 

 Therefore, any institution must take technological measures, and take measures for the 

human factor working or related to the institution, the customer, to help protect against such 

attacks. 

 

The researchers in [53, 54] link the psychological characteristics of the human element, some of 

the distinctive details in the attack, which is not seen by most people, and social engineering attacks 

that can occur on the institution of various sizes.  

 For example, the researchers in [53] find that a phishing attack can involve a hidden 

urgency and threat that affects the same victim without noticing it, or a pretexting attack that can 

be more sophisticated over time for an attacker to build a false sense of trust with the victim. As 
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for baiting attack, they use a person's curiosity with the temptation of counterfeit goods, and many 

other characteristics. 

 As mentioned, the authors in [54] investigate that the whaling attack has its own e-mail 

address of concern to the company and its security sent from the attacker to the victim, which is 

the highest authorities in the company. 

 The water-hole attack, for example, increases in zero-day, and the attacker in a quid pro 

quo attack often relies on stealth in the form of an IT staff from a large-scale company, which is 

impossible for everyone to know. 

Thus, according to both [53, 54], there are certain attacks that may be specific to a particular entity 

or type of company. 

 A watering hole attack can be used more by a state-sponsored entity than in an individual 

attack, and a tailgating attack is more common in small and medium-sized companies than in large 

ones. 

 

Ivaturi and Janczewski [55] tender a different classification from the previous one in reference 

[38], as they relied on the principle of the actor and then the means of communication in the sub-

part of the classification, as shown in Figure (3.3) below. 

 

 

Figure (3.3): A Taxonomy of SE Attacks Based on Human Vector [55] 
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The authors' aim is to get a better understanding of the methods of social attack by organizations 

that fall victim to them. Whereas, they believe that the evil person overcomes the methods of 

technological counter-attack measures in reaching the victim. 

 

Researchers in [56] and Sadiku, Shadare, and Musa [57] supply a clear and detailed definition 

from Kaspersky Team's experiments on the Scareware attack. The team found that this attack was 

based on the principle of intimidation and rapid reaction of the victim by pressing one of the 

download buttons pop up from the annoying windows on the screen of his device. These windows 

may say that your device is infected with worms or hackers. Not only that, however they found 

that the attack has become more sophisticated to include e-mail, which offers antivirus products, 

and aims to just write the user's credit card information, which is used for several crimes of theft 

of money, identity theft and later use in other things, or buy worthless products and get big money 

directly. 

 

Sadiku, Shadare, and Musa [57] - in addition to what was written in the previous paragraph 

about this reference - they support the division of social engineering attacks into two parts: human-

based and technology-based. They also separate a number of attacks that fall under each type. 

Although, they emphasize a more important conclusion that attacks that fall under human-based 

rise more than type one, because technological development has closed its weaknesses, but human-

based did not, and do not act in accordance with the principles of protection. 

 

Airehrour, Nair and Madanian [58] accord an assessment of the social engineering attacks on 

banks in New Zealand, as they are one of the sectors facing the most ongoing challenges, given 

their association with the country's economy and business. 

In this assessment, the stages of the attack were identified, and during each stage, they took 

countermeasures to help the user mitigate the impact of the attack on them, and predict their 

occurrence in advance. 

While maintaining such countermeasures and constantly developing them by the human element, 

the system user can see if they are being attacked while doing their work online. 
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Granger [59] investigates an analytical overview of social engineering, and its attacks. It presents 

the general reasons that cause such attacks periodically against companies, such as the trust that 

most people give without reason to the stranger, and the subsequent breach of security and 

protection of the company or the self. 

The article presents a series of famous attacks, with a detailed definition and an example of how 

they might occur. 

 

Kleiman et al. [60] examine a collection of articles and books as references to dumpster attack as 

one of the SE attacks. This attack, which is based on the physical act of man, to search for the 

information of the person wanted, is dangerous for some companies; it is subject to free 

information for not being disposed of properly and safely. 

 Further, direct science website may provide the first famous examples that occurred for the 

first time of the wanted attack, if found from valid sources. 

 

CERT Insider Threat Center [61] presents a model called the intentional threat feature from 

within, which works to identify the exact details of the attacks from Unintentional Insider Threats 

(UIT), so the researchers were able to obtain many results, including: 

 Get many detailed data for social engineering attacks. 

 Find some of the cases that they considered as fundamental threats to attacks, and thus the 

possibility of teaching the average user to protect himself. 

 The possibility of identifying patterns and behaviors, either behavioral or technical, 

expected from the attacker. 

 There is no connection between the onslaught of SE and the geographical location on the 

globe. 

 The expected effects of an attack may be magnified or decreased, and may not occur 

compared to age and experience. 

 The logical culture has nothing to do with interacting with attacks or not. 

 

Patel and Panchal [62] present the Phishing Without a Lure attack, or as known pharming attack, 

in terms of definition, seriousness, scenarios and possible solutions. They found that this attack 

could be carried out online or on the victim's side directly.  
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 One way to trigger cyber-attacks is that the attacker does not need to attack one individual 

himself, but will only modify the DNS to attack many victims. As for the attacks that are done 

using the second case, the host file on the victim's Operating System (OS) is converted to an 

attacker's domain. 

 The solutions to the Pharming attack are mostly not fully protected, yet they are purpose-

oriented, although there is another disadvantage of taking a long time. 

 

Heartfield and Loukas [63] provide solutions to some of the attacks, which they are called 

Semantic attacks that are only attacks that go beyond technical protection, based on their own 

classification, as follows in  

Figure (3.4) where the main classification is: orchestration, exploitation, and execution. 

 

 

 

Figure (3.4): Classification of Semantic Attacks [63] 
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During this study, they combined protection with user training and possible technical measures 

within a single system. Each user may be attacked differently depending on their particular 

behavior and technical expertise. 

 However, if Attack 'A' can occur on Person 'A' and cannot be detected by Person 'B' and 

on which Attack 'B' may occur, it may have certain characteristics that are compatible with Attack 

'B'. 

 

Chantler and Broadhurst [64] offer a comparison between attacks caused by worms and viruses, 

whose main purpose is to disturb the user, and attacks that are currently occurring due to SE attacks 

to steal sensitive user information, so that the attacker can obtain the victim's money. The 

comparison also shows the reasons for the large number of attacks and the more targeted group. 

 In the end, they made predictions based on the results of what will happen in the future 

because of these attacks, and how dangerous they are to the user. 

 

In [65] offers everything that matters in the field of cybersecurity, by protecting against 

asymmetric repeated cyber-attacks on companies and individuals. 

Bluffing by rascality someone's identity in the spoofing attack, or through ARP and spoofing IP 

roads, as sophisticated methods of the same attack, is one of the most dangerous and effective 

ways, especially since there are many programs that have been used for the wrong purposes to help 

increase this crisis.  

 This attack can also help in the occurrence of phishing attacks, but it differs from it as 

mentioned in the reference [66]. 

 

The writers in [66] provide a face different from the phishing attack. Spoofing can trace the source 

of the attack from the deceived person to detect the attacker by saving the data, but it also depends 

on the technical complexity used by the attacker. This attack depends on the duplication of data 

and the use of concealment property through the attack, while phishing will repeat the appearance 

only the external domain name, for example, will be changed. 

 

Dhull and Hooda [67] put forward solutions to social engineering attacks based on the human 

factor, which they have proved to have caused. They cited solutions and reasons based on a 

https://www.forcepoint.com/cyber-edu/spoofing
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comparison of some of these attacks, which fall under the classification of the human, in several 

aspects including: reaching the target directly or not, effectiveness, target setting, validity of 

information, and others. Since the researchers found a discrepancy between these results, they 

could not rely on a single solution for all attacks that were entered in the comparison at the same 

time. 

 

The authors in [68] provide valuable information about attacks such as CSRF, XSS, and others. 

The website serves as testing site for these attacks. It is not intended to teach users how to harm 

others or obtain their information, but rather, it aims to teach the user the right way of thinking to 

make the right solution. 

 

K, Pandian and Sathiyamurthy [69] civilize a definition of CSRF attack and offer a study of 

existing solutions, which the user can count on as a vindication mechanism that in turn adds an 

advantage to him. During the research, it was plant that the solutions used partially protect the 

user, but in return have the disadvantages, and they have already presented the advantages and 

disadvantages of each mechanism individually in a special table. 

 Accordingly, they proposed that these solutions be developed by attempting to know the 

likelihood of an attack before it actually occurred on the system. This will not be done by using 

the regular patterns, but through a technical analysis to determine its exact location where it lies, 

whether it is in patterns for text, iframe, shape, or img tags. 

 

Marchetti et al. [70] and Rot and Olszewski [71] each group of researchers separately explained 

the APT attack, and its side effects on the victims, because of its strength during the occurrence, 

and the weakness in the countermeasures taken against it, where it is not an entire resistance. 

Researchers in [70] have argued that companies and organizations are the most vulnerable to such 

an attack, and recently joined by governments. 

The researchers in [71] found 76% of the cases of antispyware programs used to work at the first 

or the second level of the seven attack levels. That is why institutions and others are easily attacked. 

Therefore, each group of researchers individually approached solutions that could reduce the 

problem: 
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 In the reference [70], the researchers suggested a framework based on a multi-factor 

method, which uses methods of analysis from the field of big data with security intelligence, on 

both internal information - on the company's website - and external - from external sources such 

as the Internet - to protect it. 

 As for [71], they believed that the usual virus protection programs do not give the required 

protection, so it was suggested that the protection should be from the root, which means by starting 

from the first levels of penetration down to the target level, to be fully responsive in the event of a 

breakthrough at any part of the attack. 

 

Timalsina, and Gurung [72] provide a brief explanation and practical implementation of the 

Metasploit tool. The tool contains more than 900 attacks to address the vulnerabilities of the target 

device. These attacks vary depending on the modules used by the attacker, which payload and 

exploit are the most famous ones. Dealing with this tool to check the system makes it stronger 

against such gaps. 

 

The writers in reference [73] presented the Metasploit tool from the perspective of its actual power 

on the target devices. They demonstrated the power of integrating exploit, which searches for 

system vulnerabilities with payload, which installs itself into the system. The risk of actual hacking 

occurs by opening the shell command, because it will enable the attacker to change and control 

the victim's device with ease. 

 

References [74-77] provide an integrated understanding of the Nmap tool. 

 In reference [75], technical researchers provide a guide to the origin of the tool, the systems 

it works on, and explanation of its general characteristics. It also has some ways in which the user 

can change the function of some of its features to be more precise and detailed at hacking. 

 In the reference [76], the authors present some explanations to illustrate the functional use 

of the commands in the Nmap.  

 The authors, in reference [74], provide a more detailed demonstration of Nmap 

characteristic, and a very precise explanation of other more advanced characteristics. 

 As for the reference [77], the author explains the difference between both TCP and UDP 

ports. Whereas, this difference explains why they were relied upon in programming the tool and it 
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relied mainly on the scanning processes used. All of this provides the high accuracy required for 

the functionality of the tool such as detecting hidden websites on the network and its open gateways 

or websites with weak spots appear to be intact, though, can be exploited to enter the system. 

 

3.5 Summary 

 

This chapter provided a survey of all references used in this thesis. 

 First, this chapter provided an explanation of the research paper, which provided statistical 

numbers of the proportion of victims, in which country, the highest-ranking attacks according to 

the impact factor is: the victim’s gender, the country in which the victim lives, or the type of 

operating system used. 

 Secondly, the chapter is divided according to the classification of attacks, whether they 

depend on the technical factor, as cybercrime, or depend on human psychological behavior, or 

cyber social behavior, as a major and minor category. 

 However, previous researches relied on the analysis of a small number of attacks depending 

on only one class, such as whether there was direct contact between the attacker and the victim to 

carry out the attack or whether the implementation was carried out using a carrier medium such as 

UBS. In addition, the research have not relied on the behavioral causes of people in determining 

cyber antagonists to treat attacks. 

Also, these attacks were not dealt with and attempted to be carried out except via the Internet 

directly or to rely on one tool for one attack. 

 The next chapter will display an analysis of social cyber-attacks based on the three 

classifications that are mentioned in section 2.2. Some attacks share two types of classifications, 

but this will not affect the nature of the victim's response to it or not. 

 The next chapter analyzes the attacks based on a new suggestion that combines two 

categories two categories together, social and technical, at the style of accomplishment. This 

classification has never been used before, but the results from this new classification will not affect 

the results of the phenomenon in each category separately. 
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Chapter 4  

Analysis and Proposed Method  
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Chapter 4 

Analysis and Proposed Method 

 

 This chapter presents an analysis of social cyber-attacks in section 4.1, after defining and 

analyzing each attack individually, and a breakdown of the classifications defined in Chapter 2, 

section 2.3. 

 Table (4.1) has a new suggested classification, its name is Social-Technical, which is under 

the portion that name is style of accomplishment. The result appears in it does not effect on any of 

the results come from the classification of Social type or Technical-Based separately. 

 Section 4.2 proposes recommendations and solutions, with an explanation of their 

advantages or disadvantages, if possible, to the owner, programmer, developer, or companies of 

different size.  

 In section 4.3, a comparison is provided of some of the methods that can be used in 

cybersecurity systems, some of them as devices and others programming styles. This comparison 

shows the characteristics of the techniques, its advantages and disadvantages, the company's size 

that suitable for, and suggests alternative solutions to cover disadvantages. 

Based on Table (4.2) which presented the aforementioned, AI was found to be the best technology 

to use. 

 In section 4.4, a comparison was made between protection systems. During the 

comparison, the characteristics of each system, its advantages, disadvantages, and the size of the 

company appropriate for its implementation were presented, and alternative solutions were 

proposed for each system - some of which are known, some of which have not been proposed 

before. 

 

4.1 Analysis of Social Cybercrimes Based on Three Classifications 

 

 In Chapter 2, the section 2.2 have provided various classifications based on the terms of: 

the part who execute the attack, the communication form between the attacker and the vicim, and 

the implementation methods. These concepts are linked to the Cyber Social Engineering attacks, 

in section 2.3, to perform analysis to these attacks as shown in the following  

Table (4.1). 
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 This analysis helps in a deeper understanding of the cause of the attack, whether it follows 

the classification of the human element mainly or to the robot. Moreover, knowing the attacks that 

depend on direct contact, or that rely on the media helps in reducing the type of human attacks, 

because it is more easily to solve them than technical attacks. 

It also makes the knowledge of the attack that falls under the category of Social-Technical, 

essentially, more clearly and thus finding appropriate solutions to it. This is because it is one of 

the most dangerous attacks because the time of its implementation is in the long time, as it is during 

the implementation of several attacks together, especially those that depend on the levels and layers 

in the implementation. 

 

Table (4.1): Comparison of Software Engineering Attacks as its Types Depending on our Taxonomy 

Attack 

Name 
Who Do the Attack 

Form of 

Communication 

Methods 

The Style of Accomplishment 

 
Technology-

Based 

Human-

Based 
Direct Indirect 

Social-

Based 

Technical-

Based 

Physical-

Based 

Social-

Technical 

Phishing         

Phishing Types 

 
Deceptive 

phishing 
        

 
Spear 

phishing 
        

 Vishing         

 SMiShing         

 Whaling         

 (BEC)         
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Baiting (Trojan 

Horse, Road 

Apples) 

        

Impersonating         

Quid Pro Quo         

Pretexting         

Watering Hole         

Tailgating          

Piggybacking 

(Physical 

Access) 

        

PUW         

Scareware 

attack 

(Deception 

Software attack, 

Rogue Scanner 

Software attack, 

Fraudware 

attack) 

        

Fraudulent 

website 
        

Diversion Theft         

Dumpster 

Diving 

(Trashing) 

        

Shoulder 

surfing 
        

s s s 

s s s 

s 

s 

s 

s 

s 

s 

s 

s s 
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Reverse SE          

Pharming 

attack (Phishing 

without a Lure) 

        

Eavesdropping         

Bogus surveys 

(Fake surveys, 

Bogus 

Questionnaire) 

        

Spoofing 

(Duplicate 

Origin) 

        

Hoaxing         

CSRF         

APT         

 

4.2 Cybersecurity for Cybercrimes 

 

 The major objective of this thesis is to suggest, discuss and define cybersecurity methods 

to protect systems and sensitive information against cyber-attacks, which depends on the 

characteristics of SE.  

 To achieve this, the social cyber-attacks mentioned in the second chapter were analyzed as 

a first step in Table (4.1) above, to find out where the vulnerability is, and where the attacker 

carries out the penetration process. The purpose is to provide appropriate solutions as a second 

step. 

 Based on Table (4.1), several points are found under two main headings: Technology-based 

and Human-based. Accordingly, the following proposed solutions were provide and analyzed 

based on the previous two points. 

s s 

s 

s 

s 

s 

s 

s 

s 
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 It should be borne in mind that: No system can be 100% protected. However, the aim of 

the proposed solutions is to be careful before the attacks occur, and to reduce their risks if they do 

occur. 

 

4.2.1 Cybersecurity Depends on Human Based 

 

 According to the argument that: the strength of an organization is measured at its weakest 

point, it has been found from analysis that the human element - the individual - is the weakest point 

in some powerful institutions that use the most advanced technological systems. This is because 

the organization relies on the development of anti-technological technologies, without teaching 

the element that weakens the institution the practical immunization required to protect the 

information it is working on.  

 Therefore, it is easy for a person to fall into cyber social crimes that fall under the human-

based section of the previous table, which contain: Impersonating, Pretexting, Tailgating, 

Piggybacking, Diversion Theft, Shoulder surfing, Dumpster Diving, Reverse SE, Eavesdropping, 

and Hoaxing. Human may also be part of some attacks in the other part of the same table, the 

computer-based section, which weakens the system based on technological techniques, including 

trashing, Reverse SE, and Eavesdropping. 

 

 Attacks that come from human -the attacker- and execute on human -human-, or which 

from human to computer - as a means of communication - but the receiving party at the other end 

is the human, such as Impersonating attack, can be protected from it using the following steps: 

 To prevent fraudulent attempt on the security guard to enter a place such as the company, 

the guard must be insensitive and no one is allowed to enter the company if he is not an 

employee and not has the right to enter this section of the building or the entire company’s 

building. 

 It is also best for companies that want a high level of security to set up biometric scanners 

to check employees or others. 

 For phone impersonating: 

 If the phone is for personal use: 
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o Recipients should not answer calls that are believed to be suspicious, 

such as those with a hidden caller number, or a number from outside 

their home country -If it is doubtful. 

o If the call is answered, the recipient of the conversation should listen 

carefully to the caller and not give anyone any personal information 

such as credit card or other, even if the caller said that the federal 

police itself. 

 

 If the phone is for work use or the person's work is to receive calls, such as 

customer service representatives, the company that employs these people 

should train them not to give any caller sensitive information to someone 

else who is not, or provide any service is not for the caller himself. If some 

companies want to take the risk, they can, as a simple solution, to make a 

secret code or security question between the company and the person who 

registered the service under his name. After that, the latter gives that code 

to the person who wants to entrust the transaction for him, as well as to 

facilitate the matter to customers. 

 

 On the other hand, the service company has to do two things:  

 First, record all calls, with "Showing Number" services on its employees' 

phones, and make the number pass through a system that to check it. If the 

number is suspicious, the call goes to the Technology Security Department 

to take the necessary measures. Although a normal number, go to the service 

staff.  

 Second:  

o The company constantly reviews some of the recorded calls to see 

the effectiveness of security measures for its employees and 

electronic systems.  

o From time to time, making a date-to-date determination, reviewing 

all calls, making employees more thoroughly aware of their 

compliance with company laws, and identifying weaknesses of this 
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section of the company before attacks occur, and taking 

countermeasures quickly. 

 

Taking protection as the first step during this attack will reduce the likelihood of any 

attacks: Pretexting, Quid pro quo or Piggybacking. 

 

If the purpose of the meeting is to provide the person with his information, which could be a fake 

meeting, such as in a Pretexting attack, to others such as the census staff who come to the houses, 

on the side of the information provider, ask for their working identification card and compare them 

with their personal identity card. However, if you feel more suspicious, you can call to speak to 

the institution responsible for them via the number listed to the public. 

 On the other hand, the institutions that send these employees, such as government 

institutions, before starting a survey of the data of a region, can publish a statement of the 

occurrence of this census, with the publication of the names and pictures of the employees of each 

region they will visit and the dates of visits. 

 If they are real employees, pay attention to the questions and the answers you say to them. 

Ask the reason before answering a question you do not know the purpose behind it. If you are not 

convinced, do not answer whatever their logical answer, but it is not convincing you. Be aware of 

questions that are in a lined format and request sensitive information. 

For incidents of such attacks over the phone, it is recommend that the above-mentioned 

countermeasures be implemented.  

 

In a Tailgate attack, the following solutions have been proposed for prevention in the following 

cases:  

 If the security guard is defrauded to enter a place such as the company, the guard must be 

insensitive and no one is allowed to enter the company if he is not an employee and has the 

right to enter this section of the building or the entire company’s building. 

 For attackers who enter behind employees without warning, it must first raise the 

awareness of the staff that the door was completely closed behind them without entering 

anyone, and it is also possible to put a camera for mentoring the situation specially in those 

places. 
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 However, since the problem is more prevalent in medium-sized companies, they can either use 

the solution number (2) of the protection steps in the impersonating attack, or the use of doors that 

rely on the access card for one person, fast shutdown; this may reduce the occurrence of the 

problem, with installation of surveillance cameras of course. Perhaps an easier solution is to add a 

special magnetic piece to each person’s identification card, which determines where he or she can 

enter and record it. 

 

 Since the Piggybacking attack is similar in terms of the general definition of the previous 

attack, with a slight difference, which was mentioned in chapter 2. The same protection 

mechanisms can be used, with the addition of one mechanism, which in our view is as important 

as laws that prevent employee leakage of company data during or after his working there, where a 

binding penalty clause may be added to the company's policy in the event that the employee's 

relationship with the attacker is established. 

 

 To avoid a Diversion Theft attack, especially with people such as delivery people, 

shipment or transport companies should give the correct addresses to their employees, and add 

prompt updates to the delivery locations in the electronic system, which is between the company 

and the transportation people - if exist-.  

 In case of change of the goods sent, the company can provide the sender of the package 

with a barcode for the product as well as the recipient, in order to verify it upon receipt. 

 As an advanced solution to this attack, companies interested in the confidence of their 

customers can make a program that tracks the goods from the moment they are sent from the sender 

to the delivery to the recipient. 

 

Including the attack behind the shoulder, Shoulder Surfing Attack, comes before other attacks, 

it is better for people to maintain their privacy during these situations. Some of the solutions 

include: 

 Do not use phones or devices in public places. 

 Not to deal with important information in the presence of other people. 

 If it is necessary to work outside, try to sit in a place where the wall behind - with attention 

to the presence of surveillance cameras or not. 
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 The cover of the mobile phone is not only used to protect it during the fall, but can also be 

used to protect during the entry or read your important data in the presence of people 

around you. 

 If you do not find a place with a wall background, and you have to do so, try looking 

around you so that there are no people in the place or surveillance cameras and try to use 

the mobile cover to protect your data, and when you go home, change the account 

password. 

 As for the use of ATM: 

 Try to keep people behind you as far away as possible. 

 Cover the card number when and after you enter it. 

 Do not forget the credit card on the device. 

 

 In the following, solutions are provided for the attacks based on computer where the human 

is considered as the weak point: 

 

 Dumpster Diving (Trashing) attack is one of the easiest attacks, and since the law is not 

punishable, everyone must protect himself from it more than other attack. 

 Therefore, when disposing of paper documents, it is important to use shredders in 

companies, or to give them to children at home, as they take over. The resulting shredding of trash 

is then thrown into safe dumpsites as each country has its own ways of finishing it completely. 

For CDs, DVDs and other digital storage devices, the employee must secure them well and transfer 

them to the IT department, and there they may deal with them by deleting information, breaking it 

securely or placing it in the company's archive section for a certain period. 

 Now there is a service in some digital companies, which sell these products, that the same 

companies provide a service to get rid of these products as soon as they are sent from the customer 

in a special mail to the company, and this certainly has the risk of obtaining them during the process 

of sending. 

As for credit cards, it is possible to use some standard shredders to complete the task, but cards 

made of metal is difficult to happen only with shredders such as those called Cross-Cut Shredder 

or newer versions. 
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Perhaps the safest solution after taking the above solutions as an initial step is to burn paper 

documents, set fire to digital ones and then pour water over them to make sure the data is 

completely erased. It not recommended following this step in front of children and those who are 

less than 18 years. 

 

A Reverse SE attack can be avoided by paying attention to what may happen around us. 

 If it is noticed or doubt that the technical problem is fabricated, and the information 

technology employee requests his own data, he should not give it, but make a smart attempt 

to solve the problem with the employee without it, and then investigate the situation. 

 The private credentials should not be forwarded to non-support engineers from the 

company, in case of malfunctioning of the organization's system.  

 No employee will need your private data to access your account, even the support staff of 

Internet distribution companies for homes, where he can solve the problem through the 

system that is more general and comprehensive. 

 Do not give the accounts of social networking sites, e-mails and other accounts to people 

who have nothing to do, as this will eventually lead to a violation of your other accounts, 

especially insomuch you are an IoT-dependent person. 

 

As for Eavesdropping Attacks,  

 The employee should be alerted to several things, such as: 

 Do not talk about work during food gatherings. 

 Do not talk about the work of your department with employees from other 

departments. 

 From time to time, check the lines connected between your phone and the 

distribution department in your company, and between it and the distribution point 

in the area, to make sure that there is no additional line. 

 For ordinary people, in addition to following the above points helps in the solution, it is 

advised to do the following 

 Make sure that the devices on the network are the same as the one that you 

connected, and there is no strange device. 

 Ensure that the computer is free from any monitoring software installed on it. 
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 Do not access untrusted websites. 

 Do not click on add any cookies to your device such that you do not need. 

 Do not handle any windows that pop up on the computer screen in front of you. 

 Always try to use the security signal when browsing websites, which start with 

Https, because it confirms the reliability and the validity of the site via the 

certificate that sent from the website of the user's browser as in the Figure (4.1). 

 

 

Figure (4.1): Website Certification 

Since the Hoaxing Onslaught is the basis for other attacks because it deals with turning the facts 

into lies, it is important to us, as listeners, that: 

 Not to believe all that is said and deal accordingly. 

 Not to re-deal with any message or propaganda campaign that may spread lies and many 

victims. 

 Any thing that makes no sense to you do not do whatever is widespread. Such that it is 

possible that people publish a post saying "If you do not publish it, your account will be 

closed", and you know that the company will not do so, because if this is true will not be 

through a small publication, but the media will buzz with it. 

 

4.2.2 Cybersecurity Depends on Computer Based 

 

 Solutions to computer-related problems are proposed, in which the human element may be 

an indirect cause, as the greatest focus during the attack is on the technical skills of the attacker. 

These attacks are Phishing (with its various branches), Baiting, Quid Pro Quo, Watering hole, 

PUW, Scareware, Fraudulent website, Pharming, Bogus survey, Spoofing, CSRF, and APT. 

Dumpster Diving, Reverse SE, and Eavesdropping attack had to be mentioned in this type of 

attack, but the solutions suggested to them were mentioned in the section 4.2.1 previously. 

 

To make sure that you do not fall into a Baiting Attack, try to: 
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 Not to take any of the electronic devices if they were thrown on the ground, however 

attractive. 

 Taking that there is nothing for nothing, there is no so-called gifts. 

 Deal with trusted sites, especially to download computer protection programs. 

 

The Quid Pro Quo Attack depends on the trust of the recipient in the caller or the sender of the 

message - even without knowing the authenticity of his identity - so it is better for the receiver of 

the call or message not to give full confidence to all employees. Of course, a person cannot always 

live in this anxious life; however, it should be felt if a very special information is requested such 

as matters relating to private information, financial, or government accounts. So if, for example: 

 Someone wanted to ask about something, he must return to the general number of services 

required by the company on the public site for all people, and not on the identity card given 

by someone. 

 For the companies that offer marketing services for technological services, which the 

attacker may provide such services but within them inhibition of protection programs and 

activation of malicious programs, why the buyer does not first ask for credentials for these 

programs issued by trusted parties to measure their compliance with international or - at 

least- local standards. 

 

Watering Hole Attacks are difficult to predict because the security engineer is confident of the 

websites the company's employees follow, so there is no choice but to do the following: 

 Always make sure to get new software updates, it can be covering a vulnerability from the 

previous version. 

 Stop any download when checked from the system appears to contain other downloads 

hidden. 

 Hiding or clearing online searching habits and behavior from and others, this makes it 

easier for attackers of this type. 

 

For PUW Attacks that appear in web browsers, user precautions should be taken as follows: 

 Do not try to open sites the domain name does not appear clearly and understandably 

because it is often a suspicious site. 
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 Use web extensions for ads to stop them, and there are many of them on the Google Store. 

 If a trusted site has been opened, but still shows such windows, the user cannot deal with 

it entirely. 

 Be aware that some of these windows just open or mouse over them the malicious program 

has begun to run, so we recommend that you close the entire web page. 

 If you have to deal with the window, do the following: 

 Read the message thoroughly before handling it. 

 If the message contains only the OK button, we strongly advise you not to deal with 

it permanently, and close the page immediately. 

 Keep your security software up to date. 

 As we said before, there are no free offers come via e-mail. 

 Emails that are spam can be treated as follows: 

 First, do not open an email to someone you do not know, or that the subject is not 

clear. 

 Get rid of suspicious emails, or that you think are not for real people. 

 You can also try reading e-mail in HTML format because the information, text or URL, 

appears easily in case you have doubt that this e-mail is an attack. 

 An easy option of browsers has become available to users is the possibility to stop some of 

these windows by modifying the browser settings as follows: 

Open the browser (in English)  Click on the three dots horizontally on the left side of the page 

 Select Settings option  In the search box at the top of the page type the word pop  Click 

on the sentence that appears yellow color as in the following Figure (4.2). 
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Figure (4.2): Pop-up at Websites - First Menu 

 

A new menu will appear, click on the sentence marked with a yellow highlight, and choose a 

Blocked choice - if not selected - as in the Figure (4.3) below. 

 

 

Figure (4.3): Pop-up at Websites - Second Menu 

 

Based on a partial resemblance, as we discussed during the definitions in chapter 2, we can rely 

on some of the solutions that have been proposed to resolve the previous attack especially that 

related to e-mail. We can also add some other protection methods to protect against Scareware 

Attack, as follows: 
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 If you are reviewing some websites that ask you to download any additions you offer do 

not do so. 

 If your computer has a program to protect against viruses, do not listen to the window that 

wants you to download the latest events of a program - only if it is the same company that 

belongs to the program you are using as you browse their website -. 

 The internet is connected to your computer or the site does not open at all, do not press any 

button to check it. 

 If you suspect that, a program has been downloaded immediately go to the "Control Panel", 

then "Uninstall a program" under "Programs" category, and look by the date of today which 

programs have been installed, and cancel them if you did not do so. 

 It is important to have a lock signal in place of the link that indicates the validity and the 

reliability of the site, as shown in the following Figure (4.4). The closed lock contains many 

features that the user can change, such as opening or blocking the microphone, preventing 

or opening the positioning feature. It is also possible to know the validity of the attached 

certificate from the site, and the cookies between the browser and the site 

 

 

Figure (4.4): Locking the Signal inside URL Rectangle 

 



94 
 

 Since this attack is associated with a Trojan horse, you should try to make sure that nothing 

has been downloaded, so follow the steps below, if you suspect that this site has displayed 

a window that performs an intimidation attack: 

 Close your browser immediately, without typing any sensitive information, as your 

typing can be tracked via the keyboard. 

 If your computer automatically connects wirelessly to your computer, temporarily 

disconnect your modem or router. 

 Shut down the computer. 

 Restart the computer now. 

 Run the anti-virus software completely, to scan every part of the computer - without 

internet connection -. 

 To check the integrity of the computer, restart it, sometimes showing symptoms of 

a Trojan horse and not deleted, that the computer is running slowly or that the 

Central Processing Unit (CPU) is operating unusually without running any 

programs yet. 

 

To protect against Online Phishing Attacks or Fraudulent Website Attacks, which include 

many other attacks that have already been described in Chapter 2, the user should pay attention to: 

 The instructions that we talked about in the protection from previous attacks, especially the 

last two attacks - PUW and Scareware attacks -. 

 Do not open any other websites during online financial transactions. 

 Do not enter any important and sensitive information while browsing the sites you visit for 

the first time. 

 Pay attention to the settings of your browser, as some sites do not ask only to open the site 

itself to do is then search the vulnerabilities or in other words the settings of your browser 

and complete its task. 

 If you encounter a site that you have found suspicious, report it to government sites on a 

special page, in most countries, called "Protection of Fraudulent Sites", so after verification 

is added to links that provide malware and alert users. This theory is used in sites that 

request "Safe Browsing" service as in the following point. 
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 The possibility of the protection feature of many sites such as Google, called "Safe 

Browsing" service, but the disadvantage that there are many sites that may be useful to you 

in the search disappear from the results as well as requests that your browsing is through 

the registration of your account on the site permanently. However, this service is very 

useful for those with children under 18, and there is a similar service on YouTube - most 

commonly used by children. This service is also used with websites that try to catch people 

and get their information. 

 

Protection from Pharming Attacks begins from the Internet Service Provider (ISP), and then the 

user. 

Defense from your ISP: 

 ISP must be a reliable person with good technological knowledge to know the required 

protection methods. 

 Add high security programs on the server itself, it checks whether the system will send the 

user to the correct URL or not. 

 

The user's protection against fraudulent sites is: 

 Follow the previous guidelines, the most important of which are protection from attacks of 

PUW, Scareware, Fraudulent Website. 

 Pay attention to the URL that appears to you, if it did not start with the name of the site 

during the opening of the home page - not the login page or other - then close the page 

permanently. 

 Pay attention to point 6 of the User Protection section at the Eavesdropping attack, which 

talks about ensuring the security of the site using https. As well, how to ensure its reliability 

from the certificate attached to it as in point 5 of protection from a Scareware attack, which 

is done by a trusted third party by a site like Google. 

 The user should note the appearance of the site that appears after typing the URL, in the 

case of changing the look of his browser only without other users. This means that the host 

file has been changed so that all the websites open to him and fake sites have been made 

by the attacker, the victim will be transferred to it, so the user must clear the storage files 

to a period that he trusts is safe.  
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 Figure (4.5) and Figure (4.6) below are examples of both the fake and original page 

with the same website name but the design that shows the difference. A slight difference 

in the fake screen, in Figure (4.5) below, is the white space between the back blue and the 

end of the screen. 

 Another difference may also appear in some attacks, that the attacker may forget to 

change the URL of the site, and this second sign is that it is a fake site. 

 

 

Figure (4.5): Fake Facebook Login Page 
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Figure (4.6): Original Facebook Login Page 

 

 If the system is attacked, scanning can be followed similarly to scanning on devices with a 

Trojan attack. 

  

Bogus Survey attacks are similar to PUW attacks in that execution depends on whether or not the 

user gives his / her data. 

It also resembles a pharming attack in that the attacker could hack into the network to convert it to 

the questionnaire, as it is a trusted site by users. 

Therefore, both methods of protection can be relied on to mitigate the attack, and the following 

points can be implemented: 

 If the questionnaire is by someone who comes home and not electronically: 

 You must follow the steps of protection from Pretexting attack to confirm the 

identity of the field researcher. 

 If the attacker is curious, that is, the attacker has become a friend of the victim; do 

not answer sensitive questions such as: the way you make your passwords for 

accounts, in any bank where you save your money, or how much money you have. 
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 If electronic: 

 Do not fill out your personal data for any reason, if not a completely reliable site, 

even if you need to work for example. 

 If you are an electronic buyer: 

 Do not put your credit card number filled with money for any modern 

purchase site, you can try a small amount of the experience if it is reliable 

or not.  

 In case it is not reliable: 

o You can report it directly to the bank to stop the transaction. 

o Close your account immediately. 

 If you are using a card full of cash and you got an attack: 

 The user must: 

- Freeze his/her account immediately. 

- Inform the bank immediately. 

- Always try to track his/her bank statement to see if there are 

any changes. 

 The bank should always try to keep track of people’s accounts in 

case the money difference is withdrawn out of the ordinary. 

 You should be aware that pressing a button, like More Details, could make you lose 

a lot of a lot of information or money on the fake website for selling goods.  

 

To protect against Spoofing Attack, be careful to follow the necessary protection of each of its 

types, as follows: 

 ARP spoofing: 

This attack can be prevented by: 

 By network administrator: 

 Add protection to the network, the so-called firewall, to ensure protection 

from attacks. 

 The use of the new service at this time, Virtual Private Network (VPN), 

which is used to encrypt data and all the process of connecting to the 
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Internet, thus ensuring the privacy of data. Nevertheless, the service 

provider must be a trusted person. 

 Filter the packets that enter the network, so any duplicate intended for DDoS 

attack will appear. 

 Change trusted sites from time to time, to ensure that there is no attack from 

them, or that attackers track the browsing history of networked devices. 

 By user: 

 Add the latest versions of trusted antivirus software. 

 Secure site browsing, trusted by browsers with HTTPS encoding and lock 

shape. 

 

 IP spoofing attack: 

To protect against this type, we can: 

 The filtering process here is also important, in the event that the IP of the victim 

machine was obtained in another way. 

 Disposal of IP addresses that are out of use. 

 Continued monitoring of proposed programs in use will reduce the chances of an 

attack. 

 In case of doubt of an IP address, it is possible to make the IP to authenticate it - in 

case the IP is certified by the system -. 

 

 Email Spoofing Attack: 

It can be treated with the following suggested solutions:  

 Block message that: 

 The sender's name: 

o Unknown. 

o Empty. 

o Your name or family name is included. 

 Title: 

o Empty and you do not know the sender. 

o Contains incomprehensible text or Link. 
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 You must also verify that the sender is the real person, as it may appear 

from the usual form of messages, or a common sign between you. 

 If you have to open the message, or click on it by mistake, read it carefully 

before replying. If it requests to send private data, then it is a suspicious 

message, do not deal with it. 

 There are some applications and web extensions, which check whether the 

message is legitimate to deal with it or not. 

 

 DNS Spoofing Attack: 

To protect against this attack, your network administrator can: 

 Build a strong firewall, and use reliable antivirals to work to stop the intruder. 

 In the event of a breakthrough, a trick can be used to stop the network itself - 

completely shut down, and to open only with a secret code from the administrator 

such as the Biometric. 

 Encryption of traffic on the network, so in the worst case of being compromised, 

the attacker will not be able to easily turn the system to a new destination. The 

network administrator will then gain time to get it back up again. 

 

The CSRF attack is dangerous when the user interacts with sensitive websites, especially banks. 

To protect from it there are two ways: first the network administrator, and secondly the user. 

 First: Network Administrator 

The reason why the browser cannot distinguish between legitimate and illegal requests is 

because the attacker uses the Identity Document (ID) of the average user, because the 

attacker can see cookies during their traffic to and from the user with each request, when a 

CSRF attack occurs. 

Cookies store user information such as Maximum Session Time, Maximum Idle Time, and 

Maximum Caching Time. 

It also contains other more important information like user ID, and his favorite things from 

browsing. It also stores the session Id, which is checked each time with the same as that 
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stored in the server database. When you exit the site, the server destroys data in cookies 

and in it. 

 Regardless of preventing the sending and receiving of GET and POST orders or 

ensuring that they are protected programmatically, user information is still at risk of being 

read by the attacker. To ensure complete user protection, you will need to handle only the 

right requests that pass to and from the real user. Therefore, a unique and unknown code 

must be created for the two contacts, in other words encrypted, which can only be read 

from the server and the user's browser. This is done using the new software method known 

as Session Tokens, and this encryption is done using JWT (JSON (JS Object Notation) 

Web Token). In addition, it does not store information on the server database, but only on 

the client side, whether in cookies or session storage. 

 This is checked by the server for unique numbers, the encrypted code, which is 

attached to the header of each request. If the numbers are correct, the request is accepted, 

and if incorrect, the request is not accepted. Thus, the server does not handle any request 

that does not have a code or that its numbers in the code are incorrect. 

 The reason why programmers do not use this new version is simply the size of the 

file and the complexity of programming compared to cookies. However, in terms of 

protection of financial and banking websites, they are very important. 

 

 Second: User: 

The user should pay attention to several things during the process of browsing, including: 

 Do not browse the sites related to payment and money with any other browsing, in 

case that we had to do so, make financial sites in a browser, and other sites in 

another browser, preferably any of different browsers such as: the first type in 

Google, and the second in Firefox. 

 Always log out of financial sites and do not close the browser only. 

 Do not save the login information for sites that contain sensitive or financial 

information in browsers, because it will be easily obtained in case of reaching you 

via the attack. 

 Make sure that antivirus and worms are always up to date. 
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 If you want superior protection, disable JS programming from the browser that 

works in the back with sites, but that may disrupt some functions of other sites 

useful to you. 

To protect against a complex attack such as an APT Attack, several steps must be followed, 

including protection from each individual attack. We must first protect against Spear-Phishing 

attack, second protect against Watering Hole attack, and thirdly follow the following steps as a 

basic step to prevent being a victim, as follows: 

 Protection at normal case: 

 Staff matters: 

 Employees should have access to data on the enterprise network 

based on what their position in the company is, and what they need 

during their work. 

 If an employee requests access to data that is not within his / her 

level, they must: 

o Put his device under surveillance until it ends. 

o Perform multilevel protection of data, such as use: 

- Secure Shell (SSH), which is a network protocol to 

enable secure access between computers, 

- With Remote Desktop Protection (RDP) that is used 

to enforce protection of data from afar, 

- In addition, with VPN has already been explained. 

o Confirm his exit from this level for data access when 

completed. 

 Provide a training program for employees on social engineering 

attacks, the danger to work, and anyone who does so is guilty like 

the attacker. 

 Educating employees about the work of filtering emails, despite the 

company's network system to make a first filter. 

 Observe employee relations related to work. 

 

 Hardware, and company matters: 
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 Take the necessary security precautions whether in the company's physical 

location as a place, or the website, especially on the ZD. 

 Continuous updating of antivirus and worms on staff computers, without 

regard to the position. 

 Always update the IT department's hardware, antivirus and company 

protection software, which must be reliable, as it must be protected from 

attack with high-end devices with the same tool. 

 Add protection programs - firewall - to the network. 

 The use of VPN in large companies where such an attack is expected. 

 There is also a way some companies do, although it is difficult for all 

employees to accept this in the presence of the complexity of the company's 

network in the first place, this method is Sandbox. This method provides a 

virtual environment, known as Local Isolation, with the aim of 

experimenting with anything new that is not known for its reliability. 

Whether you want to try it out are programs, files, codes, or open images. 

 Do backups every period depending on the importance of the data or 

decreased importance. 

 

 In case of an attack on the company network: 

 Disconnect all devices from the Internet, even personal devices of employees. 

 Rehabilitation of all devices, after separating the data that was attacked. 

 Examining the data that were suspected of being stolen, and attempting to take the 

necessary measures, and try to take the necessary measures, where immediately: 

 Inform the financial institution to temporarily freeze accounts. 

 Any transaction to transfer funds is effected immediately. 

 In the case that the money was withdrawn: Try to track where the money 

went - although it would be impossible if this happened. 

 Re-create all passwords in the company. 

 

 We would like to clarify that there are many methods and protocols that can be used 

in the protection of hardware, whether software or physical, communication channels and 
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data. However, we have adopted to study and propose the best solutions, whether available 

or the thought of the authors of this letter. 

We have not compared these methods because this will require a completely separate 

message for each type, since many solutions will be developed for each type of attack. 

 

General tips: 

 

 We have already indicated that no system is completely secure, yet we can maintain it 

through constant monitoring of the system, so we can mitigate the above and other attacks. 

Therefore, we recommend the following points as general protection from attacks: 

 Increasing the culture of users about cyber-attacks in general and social cyber-attacks in 

particular with methods of protection from them. 

 Strengthen the so-called emotional intelligence of people. 

 Prioritize staff accurately in security systems. 

 Maintain busy work only during working hours. 

 Motivating people and employees especially to ask about any doubts they have of certain 

things. 

 Provide permanent electronic protection for devices and machines belonging to the 

institution through the permanent assessments of the system. 

 Make regular backups of the system and before starting any new project or deal. 

 In e-mail, websites, and systems whose presence depends on the internet, always make sure 

to be via a secure link. 

 It is best in financial transactions to have a personal interview for financial review when 

transferring a large amount or details of the account information. 

 Ensure that appropriate financial security insurance is obtained on the company. 

 You will always pay the price; you cannot take service or goods free. 

 If a device is attacked: 

 Before cleaning, make sure that the financial value of cleaning will not exceed the 

value of money, effort, and time in the event of acquiring new equipment or make 

an alternative plan otherwise. 
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 Disconnect it completely from the network and other devices, then clean it 

thoroughly and make sure that it is free of any untrusted hidden files. 

 Pay attention to each of the previous solutions proposed for each attack separately. 

 Passwords: 

 Avoid using the same passwords for all online accounts, credit cards, access codes 

for places and others. 

 Do not type passwords or this system on paper, your computer, or even in your 

browser. 

 In super-critical systems, change the password every period, for example, every 

month. 

 To make a password difficult for the attacker and easy to remember for you, create 

your own password system on your own to make it easier to save the vast amount 

of passwords and deal with it without effort. 

 Integrate letters, numbers, and special symbols into your password. 

 

 Computers: 

 Do not make others use your private computer. 

 Use a computer to work other than your personal computer. 

 Do not open working emails on your personal computer. 

 

4.3 Cybersecurity Methods can be applied on Systems 

 

Protection using cybersecurity has several methods, including steps and methods mentioned in 

section 4.2 that can be used to avoid attacks, including some of the solutions in the next part. 

These methods are useful for use in programming for the stage of entry into different systems. 

 In Table (4.2) below, some detailed information on these methods is presented, as it have 

been described each method in terms of: explanation, advantages, and disadvantages. We also 

suggested the appropriate size of the company to apply the method in it, and in case of negative 

aspects, we suggested alternative solutions. 
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Table (4.2): A Detailed Explanation of the Solutions that apply on Software System Protection 

Technique 

Name 
Characterization Advantages Disadvantages 

Company 

Size (Low, 

Middle, 

High)  

Alternative 

Solution 

Password 

Use different 

combinations of 

numbers, 

characters, and 

symbols while 

changing it from 

time to time. 

Easy to use. 

The possibility 

of obtaining it 

from human 

errors. 

Low 

Electronic 

Card 

Everyone 

can control 

the degree 

of difficulty 

or ease. 

Middle 

It can be 

changed. 

Not 

remembering 

it. High 
Biometric 

System 
Needs no 

cost. 

Change it 

constantly. 

Electronic 

Card 

Use a card that 

contains a 

magnetic chip 

with your 

metadata. 

Easier to 

use than 

password. 

The possibility 

of losing it. 
Middle 

Electronic 

Card 

contains a 

fingerprint 

 

You do not 

need to 

remember 

the data. 

If you forget to 

bring him will 

not be able to 

enter the 

system. 

High 
Biometric 

system 

The possibility 

of forgery. 
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Biometric 

System 

Use organs that 

rely on vital 

organs of the 

human being, 

such as external 

organs such as the 

hand, face, eye 

No need to 

remember 

any data. 

The possibility 

of forgery. 

High - 

The 

precision 

system is 

very high. 

 

- Can't change 

it remotely. 

Effective 

In case of 

accidents (such 

as finger 

cutting), it is 

difficult to 

change them in 

the system. 

Machine 

Intelligence 

or 

Artificial 

Intelligence

 (AI) 

Use machine 

intelligence, 

accuracy, and 

speed to respond 

to different 

human reactions 

before converting 

it to humans to 

deal with. For 

example: 

Capchas, and 

Chatbot. 

Verify the 

identity of 

the user to 

suit 

companies 

with low 

financial 

resources. 

Blurred speech 

in the Capchas. 
Low 

- 

Prevent 

attacks like 

DDOS. 

Talking to a 

robot is not 

like a human. 

Middle 
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Prevents 

attacks. 

Most people do 

not prefer to 

deal with it. 

High 

Reduce 

spam. 

The time used 

to verify is 

high. 

Bad site 

format. 

Filtering 

A software 

system based on 

the filtering of 

everything inside 

the system, such 

as filters in the 

email system, 

which classify 

whether the email 

is reliable or not, 

as well as 

classified if it 

contains viruses 

or not. 

Verify the 

identity of 

the user to 

suit 

companies 

with low 

financial 

resources. 

Not suitable 

for getting rid 

of attacks. 

Low 

Machine 

Learning 

(ML) 

Get rid of 

viruses, and 

Malwares. 

Errors occur 

during 

classification. 

Middle 

Not much 

time to 

verify. 

Tools that are 

efficient or 

have high 

features are 

expensive. 

High 

High 

accuracy. 

Machine 

Learning 

It is a branch of 

machine 

intelligence that 

will be used in 

Verify the 

identity of 

the user to 

suit 

Frequent 

devices tied 

together, lead 

to easy 

Low - 
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learning to 

prevent attacks, 

such as in spam, 

and IoT. 

companies 

with low 

financial 

resources. 

penetration in a 

short time. 

Facilitate 

connecting 

people 

together. 

Get rid of 

viruses. 

Mistakes that 

occur at the 

beginning of 

the use of the 

machine and 

teaching. 

Middle 
Not much 

time to 

verify. 

Easy 

machine 

learning. 

The inability to 

separate the 

devices used in 

the work from 

private life. 

High 
High 

Machine 

accuracy. 

 

4.4 Comparison between Common Protection Systems  

 

 In the following Table (4.3), a comparison has been made between protection systems such 

as entry to the company building.  

The comparison included a presentation of the systems that can be used, a presentation of the 

characteristics of each system, an explanation of its advantages and disadvantages, in which 

company can be used based on its size. Alternative solutions have also been proposed for each 

system - some of which are known and others are new which have not been proposed before - as 

far as we know. 
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Table (4.3): A Detailed Explanation of the Solutions that apply the Built-in System Protection 

Technique 

Name 
Characterization Advantages Disadvantages 

Company 

Size (Low, 

Middle, 

High)  

Alternative 

Solution 

Human 

Guard 

A human person 

guarding a 

building, and see 

who enters. 

If there is 

human 

intervention 

from the 

attacker, an 

immediate 

reaction can 

occur. 

He cannot stay 

all the time in 

his place. 

Middle 

The 

possibility 

of adding 

another 

person with 

him, with 

the 

installation 

of cameras. 

Lack of full 

concentration. 

High 

The use of 

electronic 

card. 

Inability to 

obtain details 

in the event of 

an attack. 

Using the 

biometric 

system. 

Biometric 

Device 

Use organs that 

rely on vital 

organs of the 

human being, 

such as external 

organs such as 

the hand, face, 

and eye. 

No need to 

remember 

any data. 

The possibility 

of forgery. 

High 

Biometric 

System with 

camera 

system. 

The 

precision 

system is 

very high. 

Cannot change 

it remotely. 

Eye 

Biometric 

recognition. 
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Effective 

In case of 

accidents (such 

as finger 

cutting), it is 

difficult to 

change them in 

the system. 

Cameras 

Use cameras as 

surveillance 

devices with any 

other types of 

protection. 

Capture 

details of 

events. Better species 

with higher 

cost. 

Low 

Proposed 

system for 

cameras 

with 

multiple 

heads 

(multi-

camera 

cameras). 

High 

precision. 

The 

possibility of 

reference 

when needed 

even after 

years. 
Possibility of 

penetration. 
Middle 

There are 

low cost 

types and 

good 

photography. 

The 

possibility of 

monitoring 

places from 

afar. 

Because they 

are placed in 

certain places, 

there are some 

dead areas that 

High 
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The 

possibility of 

linking with 

the 

company's 

department 

in some 

countries. 

the cameras 

will not be 

able to capture. 

 

4.5 Summary 

 

This chapter is the essence of the research. 

 The first section 4.1 presented an analysis of social cyber-attacks using the details provided 

for each of the classifications mentioned in the second block in Chapter 2, section 2.3. 

Table (4.1) presented the results of the analysis based on the classifications mentioned in Chapter 

2, section 2.3, with a new proposed classification called Social-Technical. The results of the 

analysis from the proposed classification were not related to the results of using the social and 

technical classification separately. 

 Likewise, section 4.2 suggested recommendations and solutions for social cyber-attacks 

as these recommendations could be used from all types of users, which includes daily user of the 

Internet, a programmer, or companies of different sizes. 

 Section 4.3 showed a fruitful comparison of software methods that can be used in 

cybersecurity systems. This comparison presented the characteristics of the aforementioned 

technologies, advantages, disadvantages, the size of companies suitable to use them inside it, and 

proposed alternative solutions. Based on the table, we found that AI is the best technology to use. 

 The last section 4.4 offered a comparison between protection systems, in terms of the 

characteristics of each system, its advantages, disadvantages, and the size of companies 

appropriate to implement the systems therein. The comparison also included suggestions for 

alternative solutions, some of which already exist, while the researcher suggested other solutions. 
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Chapter 5  

Experimental Results and Discussion 
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Chapter 5 

Experimental Results and Discussion 

 

 This chapter introduces the tool kits for the implementation of the cyber-social attacks 

mentioned in Chapter 2 in Section 2.3. Social cyber-attacks are executed on an operating system, 

virtual e-mail and virtual websites created specifically for research purposes.  

 The stage of carrying out the attacks is not a penetration of the experimental sites used, 

but rather the purpose is to examine the accuracy of the systems. 

 Both tools: Zenmap and Metasploit uses Windows 8.1 operating system to work. As for 

the tools of SEToolKit, it only works on Linux. At first, the author installed it directly on 

Windows 8.1, and then dealt with it programmatically. The goal of this step is find out the 

software's capabilities for dealing with the Windows operating system. However, due to some 

attacks not being implemented, like a spear-phishing attack, it was then installed on a virtual 

environment that has Linux as operating system. 

 Section 5.2 explains the reasons for choosing these three tools, but not others, for use in 

system scanning and attack implementation. 

 Section 5.3 lists the SEToolkit tools that contain most of the current social cyber-attacks. 

The explanation also includes the types of operating systems the tools operate on, the method of 

installation used in Windows, and methods of performing a system scan against some attacks. 

  Section 5.4 displays the Metasploit tool, in terms of the working style, and the operating 

systems you are working on. 

 In section 5.5, the Zenmap tool shows, in terms of how it works, the operating systems it 

works on, how to install to the operating environment being used, and an explanation of some of 

the features that are used in carrying out attacks during it. 

 Section 5.6 compares between the three tools in several aspects. The comparison terms 

are including the type of screen for each tool, the speed of the tools in working on the operating 

environment, the CPU efficiency for handling the tool. They are also involved: flexibility of 

work, written commands, the working environment for each tool, the need to close anti-virus 

programs, Exclusive work, the tool's need for another tool in its work, and if it can be dispensed 

with any of the other tools mentioned in this research. 
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5.1 Overview of Used Toolkits 

 

 After talking about social cyber-attacks that make the system like a perforated plastic bag, 

some of them must be tried. The aim of this thesis is not to implement BHH, so these experiments 

do not carry out on real people until legal question is not taken place. Nevertheless, the real purpose 

is to pay attention to BHH and the attacks coming from it, teach legitimate penetration for auditing 

purpose, test systems, and provide suggestions and methods to help with protection as discussed 

in chapter 2, section 2.3. 

 Therefore, this chapter introduces three tools, SET, Metasploit and Zenmap, that have been 

used as testing and evaluation tools for some virtual systems and virtual email systems, and some 

features of the operating system. The goal is to know the efficiency of computers and digital 

accounts before the penetration.  

 Each of the three tools has a special section that talks about several points such as: their 

purpose, the intended benefit, the systems it deal with, the attacks that each supports, and the steps 

to do so. 

 

5.2 Why Were These Tools Chosen? 

 

The main reasons for choosing the three tools listed in the introduction are: 

1. It was designed to work primarily on Linux and is intended for hacking attacks, so anyone 

can download it and work on the tools. 

2. These tools are complementary, so that each of them may work alone, for special purposes, 

or may work together, to implement a larger goal. 

3. They include most social cyber-attacks, especially the SEToolKit tool. 

4. Ease of installation. 

5. Ease of dealing with them. 

  

5.3 Social Engineering Toolkit (SET) 

 

 The SET tool was written by David Kennedy for cyber-attacks on humans, to gauge how 

he interacted with them.  
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5.3.1 The Operating System 

 

 The tool only works on Linux and Mac OS X, so all its features work without adding any 

external programming.  

 

The tool has two options for working on devices with a Windows installation system: 

 Option 1:  

 Download SET directly on Windows and develop some code, to solve the problems that 

appear, because not all attacks work properly like spear phishing. The author installed the tool and 

worked on it on Windows 8.1, system type: 64-bit. 

 However, due to the above problem, option 2 was worked on later to ensure the 

best result and quality. 

 

 Option 2: 

a) Download a virtual environment. 

b) Download the Linux environment. 

c) Download the system requirements. 

d) Download the SET. 

 

5.3.2 Installation Steps 

 

The SET tool requires some basic things: 

1. Python. 

2. PyCrypto. 

3. Install the tool. 

4. Open Command Prompt and implement the following two commands sequentially: 

A. CD set. 

B. Pip install -r requirements.txt. 

 

Everything was well done and ready to work. 
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5.3.3 Execution Attacks on SET Tool 

 

To open SET, as follows: 

1. Open your Command screen. 

2. Go to the file using command order "cd" where you stored the tool file. 

3. Write the command "python setoolkit", and then press "enter". 

 

 Figure (5.1) displays the tool’s welcome screen, which has the name of the tool, the name 

of the creator, version number, code name and links for subscribing at its website. 

 

 

Figure (5.1): SET Main Screen 

 

 The screen in Figure (5.2) below, belongs to that in Figure (5.1), shows the main options 

for attack types. 

 Of course, this tool is not intended for use on Windows, as section 5.3.1mentioned, which 

is why there are so many links. 
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Figure (5.2): SET Menu 1 

 

 Press 1 as a choice of social engineering attacks. Figure (5.3) below appears as a second 

menu to choose from SE attacks. 

 

 

Figure (5.3): SET Menu 2 

 

 Now you can choose the attack you want to apply. The tool explains each attack in the 

paragraph that precedes the name of the attack, and it is an interesting feature. For example to 

apply the attack "Website Attack Vectors" by pressing the button 2. Figure (5.4) shows the result 

of that as follows. 
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Figure (5.4): Website Attack Vectors Menu 

 

To implement the Credential Harvester Attack Method on websites, so the screen appears in 

Figure (5.5) when selecting number 3. 

 

 

Figure (5.5): Credential Harvester Attack Method Menu 
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Press 2 to implement Site Clone at the chosen attack, which clone pre-defined websites that are 

used for phishing attack before. 

 The screen, which appears in Figure (5.6) below, is the same if the choice is any of the 

three options at Figure (5.5). Figure (5.6) is a request to enter your IP, to follow the rest of the 

attack steps. 

 

 

Figure (5.6): IP Entering Screen for Website Cloner 

 

As shown in the Figure (5.6), the program automatically shows the IP that the attacker is supposed 

to enter. 

If you use older versions of the SEToolKit, it may not be show it. To be able to obtain an IP through 

following the next steps: 

 Press "Start". 

 Type in the search box "Run". 

 Type "Command Prompt". 

 Type the command "ipconfig" –at both Linux OS and Windows OS. 

 

Now the tool displays links to suggested websites to choose from them. The work in this research 

is on Twitter, so the number 3 is the correct choice as shown in Figure (5.7) below. 
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Figure (5.7): Clone Suggested Website 

 

The tool takes some time in the process of creating the page that was requested to attack and 

prepare its link. The link location is in the internal files of the tool. 

 The link of the cloned website displays a site as it appears in Figure (5.8) below. This fake 

site has no distinction in design or anything else from the original site, except for the link itself, 

which the attacker hide it, too. 

 

 

Figure (5.8): Website Similar to Twitter using Phishing Attack 

 



122 
 

To confirm, Figure (5.9) shows the original page of Twitter website. 

 

 

Figure (5.9): The Original Twitter Webpage 

 

 When the victim uses the link that opens the fake website, the attacker gets the entered 

username and password, either directly from the tool as shown in Figure (5.10)belown, or from 

the internal files as shown in the following Figure (5.11). 
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Figure (5.10): Phishing Result 

 

 

Figure (5.11): Phishing Result from Inside Files 
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 After the previous steps, the tool refreshes the same page, to display the original website 

page with the original link. This step make the victim think as if there was only an internet 

connection error, so he enters them again, as in Figure (5.12). 

 

 

Figure (5.12): Twitter Original Webpage after Phishing Attack occurs 

 

 Many attacks such as phishing and pop-window attacks occur using this foundation. For 

example, an attacker writes an email message containing misleading words, to lure the recipient 

of the message, with an internal link that opens the screen in Figure (5.8). 

 Another feature of SEToolKit is that it can write and send email to one or multiple people 

without having to open the email page. During the presentation in previous chapters, the email was 

the one that sent messages to the receiver. However, below, the tool is the one that sends emails 

without having to display these steps. 

 With reference to Figure (5.3), Press number 5 that concerns with the emails between the 

sender and the receiver, as in Figure (5.13).  
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Figure (5.13): E-Mailer Menu 1 

  

Figure (5.13) shows two options each with different work, 

 The first: means that do the attack on only one email. 

 The second: means that the attacker can send the attack to several emails. If the attacker 

chooses to do this step, he will write many emails inside a special file in the system files, 

and then include it inside SET. 

 

 Press 1 to write an email for one receiver. The tool asks to enter the email address of the 

receiver as in Figure (5.14). 

 Note that: the emails shown in the following figures have been created specifically for this 

attack. 

  

 

Figure (5.14): E-Mailer Menu 2 - Single Received Email 

 

The tool then asks to determine if the attacker wants to attack using his personal Google email 

(Gmail), or through the attacker’s server.  



126 
 

 After press 1, SEToolKit asks to write down the sender name that will be shown to the 

recipient of the message -the victim- as well as specify other features that the e-mail can contain, 

such as the possibility of attaching a file or embedding it within the text. If the answer is No, then 

the result will be as shown in Figure (5.15) below. 

  

 

Figure (5.15): E-Mailer Menu 3 - Sender Email 

 

Figure (5.16) below shows many things as follows: 

- Email Subject request to enter the message title.  

- Select as sender if you want to send the message as HTML or plain text. 

- Writing the body of the message, and then write the word END when you finish writing 

the message. 

- Press enter. 

 

 

Figure (5.16): E-Mailer Menu 4 - Email Content 
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Figure (5.17) shows the message the tool sent to the e-mail registered in the name of the receiver. 

 

 

Figure (5.17): Hacked Email from Receiver Account 

 

 It is worth mentioning that the sender's Gmail address initially blocked the sending of the 

message, not because the link is not an original site, but in order that the password was entered 

through the application. However, he did not mind using the attached link, or the sender or 

recipient's mail address. 

 Many attacks, including a PUW attack, can also be done by including the link in the 

programming of the page that will contain the attack. Figure (5.18) shows a simple HTML page 

programming application for implementing the attack link using the SET tool. 
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Figure (5.18): A Simple HTML for PUW Attack 
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Figure (5.19) below shows the final page format. 

 

 

Figure (5.19): PUW Attack 

 

 As explained in the previous chapters, the risk of evolving and tying devices together in a 

single system of calculations may lead to obtaining the person's information from a single attack, 

and thus the possibility of attacks on separate devices. 

As an implementation, Figure (5.20) shows an attack message using the malicious link method on 

a mobile device, by setting up a communication system to send a message to the phone. 

 

 

Figure (5.20): Hacking by Mobile Message 
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 The tool has many other attacks that can occur, such as random phishing attack and Java 

Applet attack. Although, they are attacks that do not run directly on Windows system directly but 

they can happen by downloading the tool on a virtual environment running the Ubuntu OS. 

 

5.4 Metasploit 

 

 It is one of the tools that can run on Kali Linux [72]. It works on many other operating 

systems to perform different methods of hacking operations that can be configured within 

Metasploit. The purpose of designing breaches is to determine the strength of the target system 

against malicious attacks and to identify system vulnerabilities, if used correctly and legally by 

software development officials. However, if the wrong person, the attacker, uses it, his real goal 

is to execute a penetration on the system by searching or creating vulnerabilities and developing 

malicious scripts that could steal data or destroy the system with its code. 

 Metasploit is an open source tool [72, 73], so that anyone can get it and develop it to suit 

his system. 

 The tool consists of libraries, tools, and code that vary depending on the functionality of 

each and are commonly called modules. Its types include exploits, nops, payloads, encoders, 

auxiliary and posts. Both exploits and payloads are the most commonly used modules. 

 

5.4.1 How It Works 

 

 Modules are created with different functional types within the tool, and are launched to 

work on the target machine to perform the required task. These modules may be part of their 

function is to find out the vulnerabilities of the target system [72], and to enter through them. 

 

5.4.2 The Operating System  

 

 It runs on other various OS. We have installed it on the OS Windows 8.1, system type: 64-

bit. 
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 The thesis do not show any detailed steps for Metasploit attacks, due to some restrictions 

on behavior issues that may occur in the future through any wrong use. 

 

5.5 Zenmap 

 

 Zenmap is an open source Graphical User Interface tool [74], belonging to the basic tool 

called Nmap. The latter refers to the term Network map, which explains what its function is.  

 Both of Zenmap and Nmap detect gaps in the network location of the device that has been 

considered as a target system and use it for the hacker. 

 

 Zenmap and Nmap tools are suitable for working on networks, but preference for Zenmap. 

Zenmap is the perfect choice for network administrators as it is less complex than the DOS screen 

and offers many advantages. It also enables the administrator to perform many checks at the same 

time without waiting for the first operation to complete the second. 

 

We have done this research with the graphical interface Zenmap. 

 

5.5.1 How It Works 

 

 A site name or IP address is added, it searches this site to display various information about 

it, including detection of host, system gateways, service and OS type. 

 

5.5.2 The Operating System  

 

 It works on whole kinds of OSs [75], and we have installed it on the Windows 8.1 OS, 

system type: 64-bit. 

 

5.5.3 Installation Steps 

 

We have installed the graphical interface to provide two advantages:  

 Easy handling of commands instead of the trampling interface. 
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 Get advanced features and options. 

Step 1: Download the tool called Zenmap depending on the type of the OS you're running. 

Step 2: Click on the installation icon, Figure (5.21) will appear  

 

 

Figure (5.21): Zenmap Installation - Step 1 

 

You have the option to change the language, and the place where you can save the installation file. 

 

 If you do not want, click on the Next icon indicated by the mouse, to begin the installation 

process as in Figure (5.22). 
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Figure (5.22): Zenmap Installation - Step 2 

 

 Figure (5.23) shows the last screen that shows the completion of the installation process, 

asking you to press the "Finish" button. 

 

 

Figure (5.23): Zenmap Installation - Step 3 

 

 Now you can find the icon of the program on the desktop screen or in the programs box 

when you click on it will show the screen as in Figure (5.24). 
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Figure (5.24): Main Screen of Zenmap 

 

5.5.4 Explanations To Zenmap 

 

 In the box next to "Target", type the URL (domain name) of the URL to be scanned, or its 

IP address. On the opposite side, select the type of scan you want, that is shown in Figure (5.25) 

and is described below [74, 76]:  
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Figure (5.25): Zenmap - Profile Choices 

 

 Intense Scan 

 It is an intrusive, fast and intense scan of the chosen target using Transmission 

Control Protocol (TCP), showing results containing the type of OS used, its version, the 

services provided by the system, path tracking, open ports with its IP addresses, with a time 

limit for each scan. 

 This scan can destroy networks even if they are small, so be careful when using it. 

Often examines the first 1000 most common ports. 

 

 Intense Scan Plus User Datagram Protocol (UDP) 

 This scan is the same as the previous one, but by adding a scan to UDP ports. It 

scans connectionless transitions from UDP, other than connection transition from TCP 

ports, to see which ports are open that could allow malicious scripts to be inserted into the 

network. 

The time taken by the screening process here is longer than in Intense Scan. 

 

 Intense Scan, all TCP Ports  

 This option scans all TCP ports, not as in the previous options, which include only 

about 1,000 ports. This option scans all 65,535 TCP ports [77], so the time used to complete 

the process is large. 
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 Ping Scan 

 Ping scan checks whether the intended system is on the network, without any 

special checking for any other ports.  

 

 Intense Scan, No Ping  

 This scan is similar to the other one and the ping scan, but it differs from the latter 

by showing the existence of the system even if it is hidden, and determines if the common 

TCP ports (as 80) are open or closed. 

 

 Quick Scan 

 It performs a regular check of TCP ports, but only the first 100 of the most common 

ports. Therefore, the time used is very short compared to others. 

 

 Quick Scan Plus  

 It performs a similar check to Quick scan, with some results related to the OS, 

performance and more. 

 

 Quick Traceroute 

 This Quick scan will show what router type, route trace, and hosts are in the target 

system. 

 

 Regular Scan 

 A default scan of the intended device, including the presence of the intended system 

online and a scan of the first 1000 most common ports. That is, it merges to Intense and 

Ping scans. 

 

 Slow comprehensive scan 

 This examination is the most comprehensive of all. It is based on the combination 

of Intense scan plus UDP scanning and more in-depth features, while giving itself the 

"scanner system" hiding feature. This option gives information for the scanner device from 

the target system, so it may be the most time-consuming option. 
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 It should be noted that this tool does not stop at these options only, but it can modify its 

options to suit the network administrator wants to do attacks on his network, to ensure its strength 

against any malicious attack. 

 It should be noted that every option in Zenmap menu has its similar in Nmap tool, which 

deals with the DOS screen. 

 

The output Tabs: 

 Nmap Output: It shows complete scan results. 

 Ports / Hosts: It shows the results of open and filtered ports, their type, status, the type of 

service they provide, and the version of the host machine. 

 Topology: The results of the scan are shown in a trace diagram, graph, tracing the route 

from the device that performed the scan to the target device. 

 Host Details: It shows results about the properties of the host device such as status, IPs, 

host names, and others. 

 Scans: Since more than one scan can be done in the same tool, this tab shows the addresses 

that have been scanned, and can be navigated between them. 

 

 The thesis do not present any detailed steps for these attacks, due to some restrictions on 

behavior issues that may occur in the future through any misuse. 

 

 Both Metaspolit and Nmap tools can be relied on to complement each other, as the power 

generated by using the tool helps the developer to detect weaknesses in their network system and 

thereby shut down. 

 

5.6 Toolkits Comparison 

 

The following Table (5.1) presents a comparison of the types of the handled tools.  
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Table (5.1): Comparing between SET, Metasploite, & Nmap Tools 

 SE Tools 

Differences 

Terms 
SET Metasploit Nmap 

Screen DOS DOS 
DOS or Graphical 

User Interface (GUI) 

Speed on 

Working 
Fast Very slow 

Fast, but some other 

results need time. 

CPU Efficiency 

for Handling 

the tool 

Good in use 
Makes the CPU work 

hard. 
Good in use 

Flexible work 
Even DOS screen, but 

easy to use 
More difficult 

Very easy at GUI 

screen 

Command lines More choices More command line 
There is no need to 

use it in the GUI. 

Operating 

System 
Linux, Mac OS X 

Linux, Mac, and 

Windows 

Linux, Mac, and 

Windows 

Turning off 

Anti-virus 
No need Need No need 

Exclusive 

Working 
Yes Yes Yes 

Need another 

tool as a 

supplement 

No 
They can work together, where the result will be 

more efficient and effective. 

Indispensable Yes 

The examiner can do 

without it by replacing 

it with the new version 

of SET. 

Yes 
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5.6.1 Comparison Result 

 

 Depending on the previous table, each tool requires specific characteristics in the devices 

and systems on which it operates. The CPU's ability to do the tool and execute attacks also 

varies, but the best are while dealing with Zenmap. 

 Regarding the nature of work, Zenmap is more concerned with attacks on networks, 

whether local or external, while SEToolKit is concerned with attacks on the systems themselves, 

while Metasploit is also concerned with systems, to obtain data easily. 

 About operating systems, the three tools run on Linux, and for Windows, Metasploit and 

Zenmap can be used on it. 

 As for efficiency, each tool is effective in its attacks. Although, Zenmap is also found to 

be the easiest to handle, because it is has graphic screen. 

 

5.7 Summary 

 

 This chapter provided a detailed explanation of the tools, SEToolkit, Metasploit, and 

Zenmap, was used as examples of checking security system.  

 Section 5.2 explained the reasons for choosing these three tools exclusively. Section 5.3 

presented a special explanation of SEToolkit, how it works, its content, how to handle it and 

other issues. 

 For Section 5.4 displayed information about the Metasploit tool such as what the tool is, 

what operating systems it is running on, and how it works. 

 Section 5.5  showed detailed information about Zenmap. This information explained the 

operation of the tool, the method of installation, and the characteristics of the features used in the 

attacks. 

 The last section, section 5.6, provided a comparison of these tools, to show how effective 

each tool and its advantages are in working together. Section 5.6.1 provided a summary of this 

comparison. 
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Chapter 6  

Conclusion and Future Work 
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Chapter 6 

Conclusion and Future Work 

 

6.1 Conclusion 

 

 This thesis analyzed and evaluated the cybersecurity methods used or expected to be used 

in the future to protect against social cyber-attacks. It also provided an analysis of cyber-attacks 

and social ones, which form the basis of conducting social cyber-attacks on victims at various 

levels of education, gender, or location. 

 The first Chapter discussed the study of the problem and its basis. As it explained in detail 

about the context of the problem and presented the latest statistics on recent years, the reasons for 

its occurrence, and the factors that help in its appearance. After that, chapter 1 displayed the desired 

goals of this study, whether they are general or specific goals, the importance of the study at the 

present time, where is the area of this research based, and a general outline of the thesis 

methodology. 

 The second Chapter defined and explained the concept of cybersecurity that protects us as 

legitimate users of web-based systems and own devices from cyber-attacks. 

Chapter 2 also defined the concepts of both cyber-attacks and cybercrimes from the point of view 

of cybersecurity and detailed the distinction between them. 

After that, the author divided the work in the chapter into three sections; the first section was a set 

of concepts and theoretical foundations of the most frequent cyber-attacks. It explained in more 

detail each attack against itself and compared it with its similarities, so it became clear to better 

understanding of how the attack occurred and how to protect from it. 

As for the second section of Chapter 2, it explained the concept of social attacks psychologically, 

and clarified the characteristics that make a person vulnerable to attack. 

As for the third section, it is the basis for the thesis, as it linked the previous two parts. This section 

clarified the concept of social cyber-attacks in general, then mentioned about thirty social cyber-

attacks and explained each of them in terms of how they occurred, the most appropriate times for 

their occurrence, and who is the person, machine or combination of them. 
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It also clarified three types of cyber-attacks classifications that were used in chapter 4; in addition 

to the type that was suggested by the author, in classify social cyber-attacks. These types differ in 

terms of who carried out these attacks, how the attacker communicated to the victim, or how they 

occurred. The author has also added a new type of classification, which is in terms of 

implementation if it is socio-technical.  

 The third Chapter presented some of what other authors said like the proportion of victims 

in some countries, the most frequent attacks based on the gender of the victim, or the location of 

the victim, etc. 

Chapter 3 also provided an analysis of the research that talked about cyber, social, and social cyber-

attacks, and presented some of the solutions that were done in the past. It also mentioned the 

deficiencies in the previous researches, on which the work in this thesis relied, such that previous 

research did not rely on the behavioral methods of people in determining cyber adversaries in the 

treatment of attacks. 

 The fourth Chapter was the basis of the research. It provided an analysis of all types of 

social cyber-attacks that were previously explained in Chapter 2. This analysis was based on the 

classifications mentioned by Chapter 2 as well as the classification proposed by the author. That 

analysis included a comparison of attacks, to analyze every type of cause and method of 

occurrence, for use in presenting proposals to protect against these crimes. 

In addition, chapter 4 offered the development of a simplified map of how the victim could protect 

himself in simplified ways, some of the solutions were in the event of an attack and others before 

it occurred, whether the person was web developer, company owner or employee. 

 

 The fifth Chapter presented three different tools, SEToolKit, Metasploit, and Zenmap, with 

the aim of knowing the accuracy and examination of the system for itself and the important data 

inside it when exposed to attacks, as well as to know if the employee is vulnerable to attack as they 

are among the important tools in making social cyber-attacks.  

Chapter 5 explained the reasons for choosing of these tools. The chapter also presented the systems 

that these tools work on, the method for fixing some of them, how to deal with others, and some 

complex concepts in them. As for the last section of the fifth chapter, it provided a detailed 

comparison between the tools and presented results for comparison of the three tools, during which 

they demonstrated the effectiveness of each tool and its advantages. 
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 The sixth Chapter presented and summarized the problem and findings of the study in this 

thesis. The next section presents proposals for future work. 

 

6.2  Future Work 

 

 One of the reasons that there is no 100% safe system is the development and work on the 

Internet does not stop. 

Therefore, it is certain that there are improvements that could evolve the protection, including what 

the research previously mentioned, as preparatory steps at this time, and what needs to be 

developed over the coming years. 

Some of these improvements include: 

 The use of biometric scanning in systems that contain important information and data is 

very important, but most of the current institutions are trying hard to reduce the cost. The 

reason for this is that they know that there is a continuous update on these systems, as well 

as the evolution of the world of penetration has become parallel and we may not exaggerate 

that in some Times outnumber cybersecurity, but of course cybersecurity is smarter. 

 One of the things that are specific to this world in the present day is the IoT and its rapid 

proliferation in our time, with excessive use by users, without adequate protection by its 

makers. 

 In addition, many of the things that are fundamentally unsolved are electronic devices that 

a person stops using and sells to others. Since there are ways to recover deleted information 

in twisted ways, so there is no ability to protect private data at this time. In view of this, 

the appropriate solutions are leaving the device unused, using it as spare parts, or damaging 

it and cracking the hard disk permanently.  

 One of the critical points is sophisticated attacks such as APT attack, with more specific 

targeting. The risk is further exacerbated by the availability of untraceable crypto 

currencies. 
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